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A. TOM TAT BAO CAO
Tén béo cao: Tim hiéu vé kiém thir bao mat

Trong bdi canh cong nghé thong tin phat trién manh mé va cac hé théng
phan mém ngay cang dong vai trd quan trong trong moi linh vuc, van dé bao mat
thong tin tré thanh mdi quan tim hang dau. Cac 16 hong bao mat ¢ thé giy ra
nhiing hdu qua nghiém trong nhu ro ri dit li€u, gian doan dich vu hoac thi¢t hai vé
kinh té va uy tin. Vi vay, kiém thtr bao mat dugc xem 1a mot hoat dong thiét yéu
nhim phat hién, danh gia va khic phuc cac diém yéu trong hé théng trude khi
chung bi khai thac. Bao cdo nay tap trung tim hiéu vé kiém thir bao mat, bao gdm
khai ni€ém, muc tiéu, vai tro cling nhu tam quan trong cua kiém thir bao mat trong
qua trinh phét trién va van hanh hé thong cong nghé thong tin.

Muc ti€éu cua bao cao: Trinh bay vé kiém thir bao mét, cac loai chinh, cac
cong cu phod bién va dua ra checklist kiém thir bao mat cho mot t6 chirc hodc
doanh nghiép.



B . NOI DUNG BAO CAO

1. Gidi thiéu
Kiém thr bao mat giup phat hién va danh gia 156 hong bao mat trong hé
théng va tng dung. N6 c6 vai trd quan trong va then chdt trong viée bao vé
tai san va uy tin cua doanh nghiép. Kiém thtr bdo mét nham béo vé dit liéu
va hé thdng khoi b tdn cong, dam bao tudn thi cac quy dinh phap 1y, ting
cudng uy tin cua to chirc va tao niém tin cho khach hang, giam thiéu thiét
hai tai chinh, phat hién va khic phuc 16 hong sém.

CAC LOAI LO HONG BAO MAT PHO BIEN

SQL Injection Cross-Site Scripting Cross-Site Request
Forgery
Remote Code Denial of Service Insecure
Execution Deserialization

Xét vé quy trinh kiém thir bao mat bao gdm cac budc:
Xac dinh pham vi kiém thir.
Thu thap thong tin.
Xéc dinh 16 hong.
Phan tich rui ro.
Khic phuc va kiém tra lai.
Bio c4o két qua kiém thr.
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Xét vé phuong phap s& ¢ ba phuong phéap kiém thtr chinh 1a:
Kiém thir hép den.

La phuong phap kiém tra hé thong tap trung vao chirc nang, dau vao va
dau ra ma khong can biét cau tric hay logic bén trong, giéng nhu nguoi
dung cudi twong tac véi mot "hdp den". Tester chi quan tim dén viéc licu
hé thdng c6 hoat dong dung theo yéu cau hay khong (Input -> Output).

Kiém thir hép trang.

La phuong phap kiém tra hé théng tap trung vio cau tric, logic va ma
ngudn bén trong, cho phép ngudi kiém thir "nhin xuyén qua" dé xac minh
cac duong dan, cau lénh, diéu kién va ludng dir liéu hoat dong dung nhu
thiét ké, nham tim ra 15i logic, 156 hong bao mat va t6i wu héa ma, thuong
duoc thuc hién boi 1ap trinh vién ¢ cap do don vi.

Kiém thir hdp xdm.

La k¥ thuat két hop giita kiém thir hop den (khong biét ndi bo) va hop
trang (biét toan bd ndi bo), trong d6 ngudi kiém thir co6 mdt phan kién
thirc vé cu tric bén trong hé théng (nhu luéng dit liéu, kién trac, hodc
mot phan ma ngudn) dé thiét ké cac truong hop kiém thir hiéu qua hon,
nhim muc tiéu vao cac 16i logic, 16 hong bao mat va su ¢b chirc ning ma
khong can hiéu siu nhu hop trang, dong thoi mang lai goc nhin tir nguoi
dung cudi nhu hop den.

C6 nhiéu loai kiém thtr bao mat - tir x4c thuc, ung dung web, ha t?mg
(infrastructure), dén x4m nhap (penetration), Gy quyén. Mot s6 cong cu phd
bién nhat thuong dung trong qua trinh nay nhu: Burp Suite, OWASP ZAP,
Nmap, Wireshark, Nessus, Nikto, OpenVAS...

Ngoai ra, theo mdt cach phan chia khac, c6 3 k¥ thuét chinh trong van

dé nay, bao gdm:
- Vulnerability Scanning (quét 15 hong)



Quét hé théng hodc ung dung dé x4c dinh céac 16 héng bao mat co
thé bi khai théac (vi du: phﬁn mém 13, cai dat khong an toan, cAu
hinh sai sot...). Két qua s& cung cip danh sach 16 hong dé ngudi
dung thuc hién bi¢n phap bao mat.

- Security Scanning (quét bao mat)
Kiém tra toan dién hé thong hodc tng dung dé phat hién 15 hong bao
mat va céc thiéu sot trong ciu hinh. Qua trinh nay thuong dung céng
cu quét ty dong dé kiém tra cac cong mang, dich vu, hé diéu hanh,
g dung, nham phét hién moi diém yéu c6 thé bi khai thac. Két qua
dem lai thong tin chi tiét vé cac 16 hong bao mat va khuyén nghi cai
thién.

- Penetration Testing (kiém thir xdm nhap)
La kiém thtr manh hon: chuyén gia bao mat gia lap tin cong thuc su
vao hé théng hoic tmg dung dé tim 16 hong bao mat. Muc tiéu 1a
khai thac cac 16 hong dé danh gia kha niang chong lai cac cudc tan
cong tir hacker. Va két qua cung cap thong tin chi tiét vé 16 hong da
khai thac va khuyén nghi bién phap khic phuc.
PenTest ciing giup kiém tra xem 16 hong c6 that su co thé khai thac
dugc khong, hé thong phan tng ra sao, va liéu logic biao mat c6
ding khong.

So D0 Quy Trinh Kiém Thir Bdo Mat

I

A

2. Phan loai cac cong cu kiém thir Security

Cé thé phan chia cac cong cu kiém thir bao mat thanh cac nhom sau:



2.1 Cong cu quét 16 hong (Vulnerability Scanning Tools)

Nhém nay c6 nhiéu coéng cu thong dung nhu: Nmap, Nessus,
OpenVAS, Qualys, Retina, Nexpose...
Nmap:

La cong cu quét mang va phan tich may chi manh. C6 thé quét cong
mang mo, xac dinh cdc dich vu dang chay, may chi/thiét bi trong
mang - hitu ich dé kham pha bé mit tin cong. Nmap hd trg tiy chinh
quét linh hoat: nhiéu lua chon quét, xac dinh muc ti€u chi tiét.

Zenmap

Scan Tools Profile Help

% = = @ =

New Scan Command Wizard Save Scan Open Scan Report a bug Help

Intense Scan on scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yuma.net 3%

Target: .0wap.yuma.netzardoz.yuma.net Profile: |Intense Scan ~

Command: |nmap -T Aggressive -A scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yumz

| Hosts | Services | PortsfH05t5|Nmap Output|Hc:5t Details | Scan Detal|5|
Host Starting Nmap 4.50 ( htitp://insecure.org ) at
P | 2007-12-11 18:40 PST
t Interesting ports on scanme.nmap.org (205.217.153.62):
1 171.67.22.5 Mot shown: 1706 filtered ports
- 10.0.0.10 PORT STATE SERVICE VERSION
22/1c open ssh Open5SH 4.3 rotocol 2.0
Ay wap.yuma.net 19: poop P e )

53/tcp open domain

Q} zardoz.yuma.net 1 70/tcp closed gopher

80/tcp open http Apache httpd 2.2.2 ((Fedora))
| HTML title: Authentication reguired!

| HTTP Auth: HTTP Serwice requires authentication
|_ Auth type: Basic, realm = Nmap-Writers Content
113/tcp closed auth

Device type: general purpose

Running: Linux 2.6.X

0S details: Linux 2.6.20-1 (Fedora Core 5)

Uptime: 45.378 days (since Sat Oct 27 10:38:07 2007)

TRACEROUTE (using port 22/tcp)
HOP RTT  ADDRESS

1 3.27 wap.yuma.pet (192.168.0.6)
2 10.56 brasl2-10.pltnca.sbcglobal.pnet [+]

‘ @ Refresh

Enable Nmap output highlight %Ereferences

Nessus
La cong cu quét 16 héng manh va pho bién. C6 kha ning quét va
phat hién 16 hong bao mat trong hé thong, ing dung, mang. Nessus
tu dong quét, phat hién 16 hong, cung cip bio cao chi tiét (md ta, cp

d6 nghiém trong, khuyén nghi khic phuyc).

OpenVAS
La cong cu quét 16 héng ma ngudn mé. HO tro quét mang & Gng
dung dé phat hién 15 hong bao mat. N6 cho phép quan 1y cau hinh
quét linh hoat (quy tdc, tin suat, pham vi); tao bao cdo da dang vé 15

hong (v6i mitc d6 nghiém trong & khuyén nghi).



2.2 Cong cu Kiém tra bao mit ing dung (Application Security
Testing Tools)

Tap trung kiém tra bao mat cac tmg dung web va di dong: kiém tra ma
ngudn, xac thuc, Gy quyén, 15 hong tng dung.
Kiém tra cic van dé nhu:
Broken Object Level Authorization (BOLA)
Rate limit bypass
Token / JWT
API endpoint enumeration
Céac cong cu thuong dung & nhom nay: OWASP ZAP, Burp Suite,
Acunetix, Veracode, AppScan, Postman, Insomnia, K6 (stress test API),
JWT.io debugger ...
Burp Suite
La bd cong cu kiém thtr bao mat ung dung web manh, bao gém cac
thanh phén nhu Proxy, Scanner, Intruder, Repeater, Decoder - ho tro
phan tich & khai thac 16 hong web. Burp Suite c6 thé phat hién 15
héng nhu XSS, SQL injection, tran buffer, va cac tdn cong khac; cho
phép sira d6i request/response dé thir kich ban tin cong; hd trg quan
1y phién lam viéc.

2.3 Cong cu kiém thir xAm nhip (Penetration Testing Tools)

Dung dé thyc hién cac cudc tin cong mod phong nham khai thac 16 hong
bdo mat. Vi du: Metasploit, Nmap, Wireshark, Aircrack-ng, John the
Ripper.
Wireshark
La cong cu phan tich goéi tin mang manh, gitp theo doi, phan tich
lwu lwong mang, phat hién hoat dong dang ngd, tdn cong mang, 15
héng mang. Wireshark hd tro nhiéu giao thirc mang, c6 kha ning loc
dir liéu dé tim va hién thi cac goi tin quan trong.



v Wireshark-tutorial-identifying-hosts-and-users-3-of-5.pcap -+ x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Ama® RE Qe»rFe>» _ =080

\il‘r’-.pplymhspiay fil . <Ctrl-/> -|# basic basic+ basic+dns

Packet details -~ Narrow & Wide - ' ' Case sensitive String - || desktop- | Find | cancel

Time Src port  Dst port Info S
2023-03-10 19:27:04 0.0.0.0 68 255.255.255.255 67 DHCP ReY, .—i
2023-03-10 19:27:04 172.16.1.16 67 255.255.255.255 68 DHCP ACK M ]
2023-03-10 19:27:04 fe80::dc7b:.. 546 ff02::1:2 547 Solicit X==
2023-03-10 19:27:04 fe80::dc7b:.. ff02::16 Multicast=—
2023-03-10 19:27:04 fe80::dc7b:.. fife2::16 Multicast=——
2023-03-10 19:27:04 172.16.1.141 224.0.0.22 Membershi——
2023-03-10 19:27:04 00:51:8a:93.. frEtafritrs e who has 1 *
2023-03-10 19:27:04 00:0b:46:93.. 00:51:8a:93:d2.. 172.16.1 .
2023-03-10 19:27:04 fe80::dc7b:.. ffe2::16 Multicast=—=
2023-03-10 19:27:04 172.16.1.141 224.0.0.22 Membershi
2023-03-10 19:27:04 172.16.1.141 224.0.0.22 Membershif
2023-03-10 19:27:04 fe80::dc7b:.. ffe2::16 Multicast——
2023-03-10 19:27:04 172.16.1.141 224.0.0.22 Membershi=———
2023-03-10 19:27:04 fe80::dc7b:.. fifi02;: =16 Multicast
2023-03-10 19:27:04 172.16.1.141 224.0.0.22 Membershi——
2023-03-10 19:27:04 fe80::dc7b:.. ffe2::16 Multicast=——
2023-03-10 19:27:04 172.16.1.141 224.0.0.22 Membershi——
2023-03-10 : ? 172.16.1.141 5353 224.0. 53.. Standard N
2023-03-10 19:27:04 fe80::dc7b:.. 5353 ff02::fb 53.. Standard

» User Datagram Protocol, Src Port: 5353, Dst Port: 5353

- Multicast Domain Name System (query)
Transaction ID: Ox0000

» Flags: 0x0000 Standard query
Questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs:
- Queries k

DESKTOP-HSJD5R8. local: type ANY, class IN, "QM" question
[Response In: 27]

2.4 Cong cu phan tich ma doc (Malware Analysis Tools)

Dung dé phan tich ma doc, phat hi¢n hanh vi doc hai, nghién ctru cach
thirc hoat dong. Chia lam hai loai:

Static analysis: phan tich ma ma khong chay

Dynamic analysis: chay trong sandbox va theo doi hanh vi
Céc cong cu thong dung: IDA Pro, OllyDbg, Cuckoo Sandbox,
VirusTotal.

2.5 Cong cu ma hoa va quian ly khoa (Encryption and Key
Management Tools)

Nhom nay cung cap giai phap ma hoa dir liéu va quan 1y khoa dé bao vé
dir liéu khi truyén va luu trit. Vi du: OpenSSL, VeraCrypt, Keyczar,
AWS Key Management Service.

Tom lai, kiém thtr bao mat va cac cong cu di kém dong vai trod rat quan
trong dé dam bao an toan cho hé théng va tng dung hién dai. Tuy nhién



ngoai cong cu, can hiéu rd phuong phap kiém thir va ¢6 k¥ niang phan tich

két qua - chi dung cong cu thoi 1a chua du d¢é dam bao an toan toan dién.

2.6 Web Application Security Testing

Noi dung tuan theo chuin OWASP Web Security Testing Guide
(WSTG).

Kiém tra cac thanh phan sau:

XSS

SQLi

CSRF

SSRF

IDOR

Broken Access Control
Authentication/Authorization flaws

Cac cong cu pho bién:

Burp Suite
OWASP ZAP
Acunetix
Netsparker / Invicti

2.7 Mobile Security Testing

Theo chuin OWASP Mobile Testing Guide (MSTG).

Kiém tra cac thanh phin sau:

Secure storage
Traffic encryption
Reverse engineering
Jailbreak/root bypass
API communication

Ciac cong cu pho bién thwong dung:

MobSF

Frida

Objection

APKTool

Android Studio & Xcode tools

2.8 Network Security Testing

Kiém tra cac thanh phan sau:
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- Port scanning

- Firewall rules

- VLAN / segmentation

- Detection of sniffing, spoofing

- Protocol security

Cic cong cu pho bién thuwong dung:
- Nmap

-  Wireshark

- Ettercap

- Aircrack-ng

2.9 Wireless Security Testing

Kiém tra cac thanh phin sau:

- WPA/WPA2 cracking

- Rogue AP detection

- Evil Twin attack

Ciac cong cu phd bién thudong dung:
- Aircrack-ng

- Kismet
-  Wifite

2.10 Cloud Security Testing

Theo chuin AWS Well-Architected Security, Azure Security
Benchmark, GCP CIS Benchmarks.

Kiém tra cac thanh phin sau:

- Misconfigured [AM

- Public S3 bucket

- Key/secret leak

- Misconfigured firewall/security groups

Ciac cong cu phd bién:

- ScoutSuite

- Prowler (AWS)

- Aqua Trivy

- Burp + cloud plugins

2.11 Security Audit / Compliance Testing
Kiém tra theo chuin:

11



- ISO 27001
- PCI-DSS

- HIPAA

- NIST

Céac cong cu pho bién:

- CIS-CAT Pro

- Nessus Compliance
- Qualys Policy Compliance

Bing cdc cong cu dé thwe hién kiém thir bao mdt dwoc chia thanh nhiéu

nhom tuy theo muc dich:

Nhém cong cu

Muc dich / Pham vi sw
dung

Vi du cong cu

Vulnerability Scanning
Tools

Quét hé ‘Ehéng / mang /
dich vu dé tim 16 hong tu
dong

Nessus, OpenVAS,
Qualys, Retina, Nexpose

Application  Security | Kiém thtr bao mat tng | OWASP  ZAP, Burp

Testing Tools dung web/di dong: logic, | Suite, Acunetix,
xac thyc, uy quyén, 10 | Veracode, AppScan
hong tng dung

Penetration Testing | Dung dé thuc hién tin | Metasploit, Nmap,

Tools cong m6 phong: khai thac | Wireshark, = Aircrack-ng,
16 hong, kiém tra bao mat | John the Ripper
toan dién

Malware Analysis Tools | Phan tich ma doc, hanh vi | IDA Pro, ~ OllyDbg,
phan mém ddc hai, danh | Cuckoo Sandbox,
gia rii ro bdo mat tor ma | VirusTotal
doc

Encryption & Key | Ma hoa dir li¢u, quan ly | OpenSSL, VeraCrypt,

Management Tools

khoa — bao vé dir liéu
khi luu trt hodc truyén
tai

Keyczar, dich vu quan ly
khéa nhu AWS Key
Management Service

3. Xay dwng mot checklist kKi€ém thir bao mit

Dudi day la checklist kiém thtr bao mat di duoc xay dung cho mot doanh

nghiép c6 hé thong mang thong dung dién hinh, bao gdbm cac nhém: Web , API,

Mobile, Network.

12




A. WEB APPLICATION SECURITY CHECKLIST
(Theo khuyén nghi OWASP Web Security Testing Guide - WSTG)
1. Authentication (Xac thue)

Kiém tra Brute-force / Credential stuffing

Kiém tra chinh sach mat khau (d6 manh, do dai, ky tu bét budc)
Kiém tra lock account sau nhiéu lan login sai

Kiém tra 2FA / MFA

Kiém tra reset password (token, hét han, 10 ri thong tin)
Kiém tra session fixation

2. Authorization (Phin quyén)

Kiém tra truy cap trai phép vao URL (direct access)

Kiém tra chirc ning khong danh cho role hién tai

Kiém tra IDOR (Insecure Direct Object Reference)

Kiém tra bypass access (d0i param, d6i ID, d6i token)

3. Session Management (Quén ly phién)

Cookie c6 HttpOnly, Secure, SameSite

Session hét han khi logout

Session timeout (inactivity)

Session ID khong doan dugc

Kiém tra chiém quyén session (session hijacking)

4. Input Validation

Kiém tra SQL Injection

Kiém tra XSS (Reflected / Stored / DOM)

Kiém tra HTML injection

Kiém tra Command Injection

Kiém tra File Upload (loai file, bypass filter, upload shell)
Kiém tra Path Traversal

5. Business Logic

Kiém tra bypass step (skip budc thanh toan, skip budc xac nhan)
Kiém tra c6 y thay doi gia

Kiém tra race condition

Kiém tra abuse chirc ning (spam, tao nhiéu order, API flood)
6. Error Handling & Logging

Khong hién thi 16i nhay cam (stack trace, SQL error)

13



Log day du, khong log dit liéu nhay cam
Kiém tra log injection

7. Security Headers

X-Frame-Options
Content-Security-Policy
X-XSS-Protection
Strict-Transport-Security
Referrer-Policy

8. TLS/SSL

Kiém tra chan HTTP — redirect HTTPS
Kiém tra certificate valid

Kiém tra SSL version (khong dung SSL v2, v3, TLS 1.0)

B. API SECURITY CHECKLIST

(Chuan OWASP API Security Top 10)

1. Authentication

Bit budc dung token (JWT, OAuth2...)
Token hét han (exp claim)

Kiém tra refresh token flow

Khong cho login bang nhiéu phuong thire d& doén
2. Authorization

Kiém tra BOLA — Broken Object Level Auth
Kiém tra truy cap object cua user khéac

Kiém tra phan quyén theo role

3. Rate Limiting & Throttling

G161 han request / user

Gi061 han request / IP

Phat hién flood, brute-force

4. Input Validation

SQLi trong API param

XSS trong JSON

Command injection

Kiém tra upload file qua API

5. Data Exposure

Khong tra vé thong tin nhay cam (password, token, internal IDs)

14



Mask dir li€u: email, phone, credit card

Kiém tra response qua nhiéu data (overexposure)
6. Endpoint Security

Khong 16 Swagger / OpenAPI / /graphql explorer
Kiém tra endpoint an hodc debug endpoints

Kiém tra HTTP method (GET/POST/PUT/DELETE) dung muc dich
7. Business Logic in APIs

B6 qua budc xac nhéan (vi du thanh toan, verify OTP)
Tan cong race condition qua API

Tao nhiéu request dan dén mat tién, duplicate order
8. JWT Security

Check alg =none

Check forgery

Check weak secret

Check tampering

C. MOBILE SECURITY CHECKLIST

(Dua trén OWASP MSTG)

1. Storage Security

Khong luu mat khau trong SharedPreferences
Khong luu token chua ma hoa

Khong luu dit liéu nhay cam trong local DB (SQLite)
Kiém tra file backup

2. Authentication / Authorization

Kiém tra bypass login (patch APK, frida hook)
Kiém tra hardcoded credentials

Kiém tra root/jailbreak detection

3. Network Security

Kiém tra MITM

SSL Pinning c6 bat khong

Kiém tra traffic encryption

4. Reverse Engineering

Decompile APK/IPA

Kiém tra hardcode API keys

Kiém tra obfuscation (ProGuard / DexGuard)

5. Runtime Manipulation

15



Kiém tra bypass logic qua Frida
Kiém tra hook dugc hay khong
Kiém tra chdng debug

6. WebView Security

Kiém tra JS Injection

Kiém tra file access trong WebView
Kiém tra domain whitelist

D. NETWORK SECURITY CHECKLIST
(Danh cho hé thdng, server, ha tang)
1. Port & Service Scanning

Quét tit ca port TCP/UDP

Xéc dinh service (banner grabbing)
Kiém tra service khong can thiét

2. Network Configuration

Kiém tra firewall

Kiém tra IDS/IPS

Kiém tra segmentation (VLAN)

3. Vulnerability Scanning

Nessus scan

OpenVAS scan

Kiém tra missing patch

4. Protocol Security

Kiém tra SMB, FTP, Telnet (tit néu khong dung)
Kiém tra DNS poisoning

Kiém tra ARP spoofing

5. Wireless Security

Kiém tra WPA2/WPA3

Kiém tra rogue AP

Kiém tra password weak

6. Server Hardening

Tét dich vu khong can

Kiém tra quyén file (chmod)

Kiém tra SSH security (key, disable root login)
Kiém tra cau hinh database

7. Logging & Monitoring

16



« Kiém tra log day du
« Kiém tra SIEM hoat dong
« Kiém tra alert bt thuong
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