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CHUONG 1- TONG QUAN VE IOT
1.1.TONG QUAN VE INTERNET OF THINGS (I0T)
1.1.1. Khai niém IoT

Internet of Things (IoT - Internet van vat) la mang ludi cac thiét bi vat 1y dugc két
nbi v6i Internet nham thu thép, trao ddi va xir 1y dir liéu mot cach tu dong. Cac thiét bi
nay c6 thé 1a cam bién, bo diéu khién, may moc, phuong tién giao thong, thiét bi gia
dung hoac bat ky doi tuong nao dugc tich hgp kha nang két ndi mang.

Thong qua IoT, céc thiét bi co thé giao tiép v6i nhau hodc voi con ngudi ma khong
can nhiéu sy can thiép truc tiép. Dt 1iéu thu thap tir moéi truong s€ dugce truyén dén hé
thong xur 1y, tir d6 dua ra cac quyét dinh diéu khién phu hop hodc cung cip thong tin
phuc vu cong tac quan 1y va giam sat.

1.1.2. Pic diém ciia IoT
Hé théng ToT thudng co cac dic diém co ban sau:

o K&ét nbi lién tuc: Cac thiét bi duoc két ndi voi Internet hodc mang ndi bd dé

trao doi dit liéu.

 Tuw ddng héa: Qua trinh thu thap dir liéu va diéu khién duoc thyc hién tu dong.

« Giam sat thoi gian thwe: Nguoi dung c6 thé theo dbi trang thai thiét bj moi

Itc, moi noi.
« Kha ning mé rong cao: D& dang bo sung thém cac thiét bi méi vao hé thong.
o Tich hop tri tué¢ nhan tao va dién toan dam may: Giup phan tich dir liéu va
t6i wu hoa hoat dong cua hé thong.
1.1.3. Kién triic co ban ciia hé thong IoT
Mot hé théng IoT dién hinh thuong gdm bén 16p:
1. L6op cam nhan (Perception Layer):
o Bao gdm cac cam bién va thiét bi thu thap dit lidu.
o Vi du: cam bién nhiét 6, d6 am, anh sang, chuyén dong.
2. Lop mang (Network Layer):
o Thuc hién truyén dir liéu giita cac thiét bi va may chu.
o Su dung cac giao thuc nhu Wi-Fi, Bluetooth, ZigBee, LoRa, MQTT
hoac HTTP.
3. Lop xir ly (Processing Layer):
o Thuyc hién luu trlr, xr Iy va phan tich dir liu.
o Thuodng dugc trién khai trén may chi hodc nén tang dién toan dam may.

4. Lo6p ing dung (Application Layer):

o Cung cip giao dién cho nguoi dung.
o Hién thi di liéu, giri canh bao va cho phép diéu khién thiét bi tir xa.
1.1.4. Ung dung ciia ToT

Hién nay IoT duoc tng dung rong rai trong nhiéu linh vyec:



« Nha théng minh (Smart Home): Diéu khién dén, quat, diéu hoa, khoa ctra tir

Xa.

« Nong nghiép théng minh: Giam sat d6 am dat, diéu khién hé thong tudi tu

dong.
« Y té théng minh: Theo ddi strc khoe bénh nhan tir xa.

« Giao thong théng minh: Quén 1y phuong tién va diéu tiét giao thong.
« Cong nghiép 4.0: Giam sat may moc, ddy chuyén san xut va bao tri du doan.
« MB0i truwomg: Quan tric chat lugng khong khi, nude va thoi tiét.

1.5. Vai tro ciia IoT trong thoi dai s6

IoT dang tré thanh mét trong nhitng céng nghé nén tang ctia cudc Cach mang cong
nghiép 1an tht tu (Industry 4.0). Viéc két ndi cac thiét bi va thu thap dir liéu lién tuc
gitip nang cao hiéu qua quan 1y, giam chi phi van hanh, ting ning suat lao dong va hd
trg ra quyét dinh dua trén dit liu thuc té. Nho d6, IoT gop phan thuc day qua trinh

chuyén doi s6 trong doanh nghiép, td chirc va doi song xa hoi.

IoT 14 cong nghé cho phép cac thiét bi vat Iy két ndi va trao doi dit liéu thong qua
Internet, tao ra cac hé théng théng minh c6 kha ning giam sat, diéu khién va ty dong

hoa trong nhiéu linh vuc cua cudc song va san xuat.
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d—E-b céc thiét bj vat Iy dugc két ndi Internet

@ 110713 gi7
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Nha théng minh (Smart Home)
« Diéu khién dén, diéu hoa, TV, khoa cira,
camera, thiét bi gia dung...

Nong nghiép théng minh
« Giam sat do 3m, nhiét do, dt, tuos tieu
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Yté (hong minh (Healthcare)
« Theo ddi surc khde bénh nhan, thiét bj deo
lhong minh, kham chira bénh tir xa.
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2. Lép mang (Network Layer)
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Hinh 1-1-Téng quan vé IOT va Ung dung
1.2.KIEN TRUC HE THONG IOT

Tiéu chudn va bdo m3t loT ngay cang néng cao
)

Kién tric hé théng IoT 1a mo hinh téng thé mé ta cach cac thiét bi, cam bién, mang
truyén thong, nén tang xir 1y dir liéu va ung dung ngudi dung phdi hop véi nhau dé thu
thap, truyén tai, xir 1y va khai thac dit lidu tir thé gi6i thuc. Mot hé théng IoT hoan
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chinh khong chi gdm céc thiét bi cam bién don 1&, ma 1a su két hop chit ché& giita phan
ctrng, phdn mém, mang truyén thong, dién toan dam may va cic co ché bao mat.
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Hinh 1-2-So db tu duy vé kién trac IOT
1.2.1. Lép thiét bi cam bién va chap hanh

Pay 14 16p gan nhit v6i moi truong vat 1y. Lop ndy bao gdm cac cam bién nhu cam
bién nhiét d6, d6 4m, anh sang, chuyén dong, 4p suit, khoi, khi gas, GPS... Cac cam
bién c6 nhiém vu thu thap di liéu tir mdi trudong thuc té.

Bén canh cam bién, hé théng ToT con ¢o céc thiét bi chép hanh nhu ro-le, dong co,
van dién tir, dén, coi bao dong hoic thiét bi diéu khién. Cac thiét bi nay nhan lénh tir
hé thong dé thyc hién hanh dong cu thé, vi du bat quat, mé ctra, twdi cdy, canh bao
chay hodc diéu chinh nhiét do.

Vi du: Trong hé théng nha thong minh, cam bién nhiét d6 do nhiét do phong, con
thiét bi chap hanh c6 thé 1a diéu hoa hodc quat tu dong bat khi nhiét d6 vuot ngudng.

1.2.2. L6p két ndi mang

Sau khi dit liéu dugc thu thap, hé thong can truyén dir liéu d6 dén noi xu 1y. Lop
két ndi mang dam nhiém viéc truyén thong giira thiét bi IoT va cac hé théng trung tam.

Tuy theo pham wvi, tdc dd va muc tiéu thu nang luong, IoT co thé su dung nhiéu
cong nghé truyén thong khac nhau nhu Wi-Fi, Bluetooth, Zigbee, LoRa, NB-IoT,
4G/5G hoac Ethernet. V61 cac hé théng trong nha, Wi-Fi va Bluetooth thuong dugc st
dung. Véi cac hé thong nong nghiép thong minh hodc giam sat moi trudng dién rong,
LoRa hodc NB-IoT phu hop hon vi tiét kiém ning luong va truyén xa.



L6p mang ciing sir dung cac giao thtc truyén dit liéu nhw MQTT, HTTP, CoAP
hoic WebSocket. Trong d6, MQTT la giao thirc rat phd bién trong IoT vi nhe, nhanh
va phi hop véi cac thiét bi c6 tai nguyén han ché.

1.2.3. Lop gateway

Gateway 1a thanh phan trung gian giita cac thiét bi [oT va hé théng xir 1y trung tAm.
Khong phai thiét bi cam bién nao ciing c6 kha ning két ndi tryc tiép Ién Internet, vi
vy gateway giup thu thap dit liéu tir nhiéu thiét bi, chuyén doi giao thirc va gui dir
lidu 1én may chii hodc nén tang dam may.

Vi du: Nhiéu cam bién ding Zigbee c6 thé giri dir liéu dén mot gateway. Gateway
nay sau d6 chuyén dit liéu sang giao thte MQTT va gt 1én cloud qua Internet.

Ngoai chtc ning truyén dit lidu, gateway con c6 thé xir 1y so bo dir liéu tai bién,
loc dit liéu nhiu, phat hién bat thuong hoic diéu khién thiét bi ngay ca khi mat két nbi
Internet.

1.2.4. Lop xir ly va luu trir dir liéu

Pay 1a 16p trung tdm cta hé théng IoT. Dit lidu sau khi duoc giri tir thiét bi hodc
gateway s& duoc luu trit, phan tich va xa 1y. Lop nay c6 thé duoc trién khai trén may
cht n6i bo, may chu cloud hoic két hop ca hai.

- Céc cong viéc chinh ciia 16p ndy gom:

- Thu nhén dit ligu tir thiét bj IoT.

- Luu trtr dit liéu theo thoi gian thuc.

- Phén tich dit liéu dé phat hién xu hudng hodc bat thudng.
- DPuara quyét dinh diéu khién tu dong.

Cung cap dit liéu cho tng dung nguoi dung.

Vi du: Trong hé théng giam sat nhi¢t do kho lanh, dir li¢u nhiét d§ duogc gui lién
tuc vé may chi. Néu nhiét d6 vuot qua gidi han cho phép, hé thong sé giri canh bao va
c6 thé tu dong kich hoat thiét bi 1am lanh.

1.2.5. Lop ung dung

L6p tng dung 13 noi ngudi dung truc tiép twong tic véi hé thong IoT. Lop nay co
thé 1a ung dung web, ing dung di dong, dashboard giam sat, hé thé)ng canh bao hoac
phan mém quan 1y.

Thong qua 16p tng dung, ngudi dung c6 thé xem dit liéu thoi gian thuc, theo ddi
biéu @6, cau hinh ngudng canh bao, diéu khién thiét bi tir xa va nhan thong bao khi co
su cd.

Vi du: Nguoi dung c6 thé mo dién thoai dé xem nhiét do trong nha, bat tat dén,
kiém tra camera hodc nhén canh bao khi c6 chuyén dong bat thuong.

1.2.6. Lop bao mat

Bio mat 1a thanh phan rat quan trong trong kién tric IoT. Do cac thiét bi IoT
thuong két ndi Internet va thu thap dir li¢u thuc té, hé théng rat d& bj tn cong néu
khong dugc bao vé tt.



Céc bién phap bao mat thuong bao gém xac thuc thiét bi, ma héa dir liéu, phan
quyén ngudi dung, cdp nhat phan mém dinh ky, bao vé APL giam sat truy cip bat
thuong va c6 1ap mang IoT véi1 mang ndi bo quan trong.

Néu thiéu bao mat, ké tan cong co thé chiém quyén diéu khién thiét bi, danh cip dir
li¢u hodc Iam gian doan hoat dong ctia toan bd hé thé)ng.

1.3. MO HINH TONG QUAT

LUONG HOAT DONG HE THONG 10T
| 2 ooy

Cam bién
nhiét do

N
Lo
Q Clabien D liéu Diliéu da xi Truyén diliéu Diliéu /
d6am cam bién (gi2o thii MQTT/HTT?) 1én Internet Théng tin

.

Cam bién =
4nh séng s i
« Nhan di liéu
° il : (Database)
Cam bié * Luu trix (Database) iam sat thai gi oi du
% 3 'e". « Thu thip d ligu A + Giam sat thi gian thyc Ngudi dung
chuyén déng i all 46/s6 * XU1j & Phan tich di igu « Xem bidu 86, bio céo
s = AI/ML (tuy chon) G e
""" « Chuyén ddi giao thic Ra  LoRa/LoRaWAN = ‘( y' ) ) « Cau hinh thiét bi
o « Xirly so1ba (tuy chon) +Tpg cadh b/ Quy thc + Nhén canh béo
Thiét bi i E% Ethernet ty dong L P
hdo hanh « Gi dir liéu lén cloud - « Diéu khién thiét bi
G « Cung cap API

« Gui lénh diéu khién qua Cloud — Gateway — Thiét bj
* Giao thic: MQTT / HTTP / CoAP / WebSocket...
« Thuc hién hanh ddng: bat/tat, diéu chinh, canh bio...

Hinh 1-3-So db tu duy vé kién trac IOT

Vi du trong h¢ thong nong nghiép thong minh:

- Cam bién do d6 am dat.

- Dit liéu duoc giri qua LoRa dén gateway.

- Gateway guri dir liéu 1én cloud bang MQTT.

- Cloud phén tich dir li¢u.

- Néu dat quéa kho, hé thong giri 1énh bat may bom.

- Nguoi dung theo doi trang thai trén dién thoai.
1.4. KET LUAN

Kién tric hé théng IoT 14 nén ting quan trong quyét dinh hi¢u qua, do 6n dinh va

kha nang mé rong cua mdt hé théng ToT. Mot kién trtc tdt cAn dam bao céc thiét bi thu
thap dir liéu chinh x4c, mang truyén thong 6n dinh, dit liéu dugc xur 1y kip thoi, ing
dung d& st dung va hé théng duoc bao mat an toan. Nho kién tric nay, IoT c6 thé
dugc ung dung rong rii trong nha thong minh, néng nghiép théng minh, y té, giao
thong, cong nghiép, thanh phd thong minh va nhiéu linh vyc khac.



CHUONG 2- GIAO THUC MQTT VA CAC CONG NGHE
TRUYEN THONG IOT

2.1. TONG QUAN VE TRUYEN THONG TRONG HE THONG IOT
2.1.1.Vai tro cua truyén thong trong IoT

- Két ndi thiét bi v6i hé thong xir Iy

- Truyén dit liéu cam bién

- Nhan 1énh diéu khién

- DPam bao dir 1i€u thoi gian thuc

CAM BIEN

® S =
*U"M&H*

T
1
1

SEOERS

A

Thu thap dit ligu K&t néi thiét bi loT Giao thirc truyén Luu trir, xtr ly va
tr méi trudng. v&i Internet. dit liéu nhe hién thj dr liéu

cho loT. cho nguai dung.

@ Cam bién : Thu thap di liéu tor méi trudng.
6 WiFi : K&t néi thiét bj loT vdi Internet.
@ MQTT : Giao thurc truyén dit liéu nhe cho loT.

o Cloud : Luu trir, xr ly va hién thi dir liéu cho ngudi dung.

Hinh 2-1- Kién trac hé thong IoT sir dung giao thite MQTT trén nén tang Cloud
2.1.2. Céc yéu cau doi véi giao thire ToT
Bing thong thap

- Tiéu thy ning luong thap

- Do tré thap

- Kha ndng mo rong

- Do tin cay cao

- Baomat
2.2. Cac cong nghé két noi trong IoT
2.2.1. Wi-Fi



Thiét bj loT Wi-Fi Internet Cloud
(Router) =

Wi-Fi 1 cdng nghé truyén dir liéu khéng day )
st dung séng vo tuyén dé két nai thiét bi loT

(¢) 1. NGUYEN LY véi Internet va Cloud.

L HOAT DONG
# bk B

@ T6c do truyén dir liéu cao.

|‘ 2. UU DIEM @ D& trién khai, phd bién.

@ K&t ndi truc tiép vai Internet.

)\ )\

@ Chi phi thap.

€ Tiéu thu dién nang kha I6n. )
I’ 3. NHUQC DIEM €3 Pham vi phti séng han ché. )
€) Dé bj anh hudng bai vat can va nhiéu séng. )

M} Nha thong minh. )
ﬂ 4. NG DUNG @« Camera gidm séat. )
@ Thiét bi gia dung théng minh. )
@ Hé thong gidm sat méi trudng va nang lugng)
-

g0 k-
Wi-Fi ;

Cam bién ESP32 Router Cloud Ung dung/Ngudi diing
(MQTT Broker)

e s e s il P

B0 o G A S0 S i S i A A TV i b A Nl Sl i G i e

Hinh 2-2- M6 hinh Wifi trong IOT
2.2.2. Bluetooth Low Energy (BLE)
Nguyén ly hoat dong
BLE 1a cong nghé truyén dir liéu khong day tam ngin hoat dong trén bang tan 2,4
GHz. BLE duoc thiét ké dé tiéu thu rét it ning luong bang cach truyén dir liéu theo
tirng go6i nho trong thoi gian ngan va chuyén sang ché d6 nga khi khong hoat dong.
Uu diém
- Tiéu thy dién ning rat thap.
- Kétndi nhanh, 6n dinh.
- Chi phi trién khai thap.
- Phu hop véi cac thiét bi chay bang pin.
Nhuoc diém
- Téc d6 truyén dit liéu thap hon Wi-Fi.
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- Pham vi hoat d6ng ngén (thuong 10-100 m).
- Khéng phu hop véi tng dung truyén dit liéu dung lugng 16n.
I'J’ng dung
- Ddng ho théng minh (Smart Watch).
- Vong deo suc khoe.
- Thiét bi theo ddi vi tri (Beacon).
- Céam bién nhiét do, d6 Am dung pin.
- Thiét bi nha théng minh.
Vi du: Cam bién nhiét d6 st dung ESP32 BLE gui dir liéu dén dién thoai thong
minh dé theo doi nhiét do theo thoi gian thyc.

Cam bién BLE
Tt é

Bluetooth Low Energy

(@)

=

Hinh 2-3. M6 hinh Bluetoot trong IOT

2.2.3. ZIGBEE
Nguyén ly hoat dong
ZigBee 1a cong nghé truyén thong khong dy cong suat thip hoat dong trén bing
tan 2,4 GHz, cho phép cac thiét bi IoT giao tiép theo md hinh mang lugi (Mesh
Network). Dit liéu c6 thé truyén qua nhiéu nut trung gian dé mé rong pham vi két ndi.
Uu diém
- Tiéu thy dién ning rat thap.
- HO tro sb luong 16n thiét bi.
- Pham vi phu song rdng nho mang Mesh.
- Hoat dong on dinh trong hé théng IoT.
Nhuoe diém
- Tbc db truyén dir liéu thip (khoang 250 kbps).
- Can bo diéu phdi (Coordinator).
- Khong két ndi tryc tiép véi Internet.

10



[’Tng dung

- Nha thong minh (Smart Home).

- Hé thdng chiéu sang thong minh.

- Cam bién moéi trudng.

- Hé thdng ty dong hoa cong nghiép.

Giam sat nong nghiép thong minh.
Vi du:

Céc cam bién nhiét 46, dd 4m trong nha thong minh st dung ZigBee giri dit liéu
dén bd di€u khién trung tam dé quan ly va giam sat.

/ N
1. CAM BIEN ZIGBEE
Céc thiét bj cam bién / thiét bi ddu cudi
Cém bién Cam bién Cam bién Cam bién
nhiét do 46 8m énh séng chuyén déng
b ‘ /
( )
2. ZIGBEE
Mang lugi ZigBee (Mesh Network)
. Coordinator
e —O\ ““““ Q~ s (Bb diéu phéi)
P L N
O\\\ / =5 4 \\\ ’/O O Router
‘\O____. ____O/ (Thiét bj trung gian)
\
2 v % ,’I O End Device
O _______ O (Thiét bj cudi)
— P
=== Lién két ZigBee
(K&t ndi khong day)

3. ZIGBEE GATEWAY
Bo diéu phdi / Gateway

b
-
@ Hoat ddng 8n dinh cho

4.CLOUD | héthangloT

Luu tri¥ - x ly - gidm sat dit lieu

_______

Hinh 2-4. M0 hinh ZigBee trong IOT

2.2.4. LORA VA LORAWAN

Nguyén ly hoat dong

LoRa (Long Range) 1a cong nghé truyén dir liéu khong diy tdm xa, cOng suit
thap, phii hop cho cac thiét bi IoT can truyén dit liéu & khoang cach 16n.

LoRaWAN (Long Range Wide Area Network) la giao thirc mang st dung LoRa
dé két ndi cac thiét bi IoT v6i Gateway va Internet.

Dir liéu tir cam bién duoc giri bang song LoRa dén Gateway, sau d6 Gateway
chuyén di liéu 1én Cloud dé luu trix va xir 1y.

Uu diém

- Pham vi truyén rat xa (2—15 km hodc hon).

| Q oAcoiEmNGIBAT
© Tiéu thy dién nang thip

@ Mang ludi Mesh mé réng
pham vi

‘ @ Hb trg nhiéu thiét bj

- Tiéu thy ning luong thap.
- Phu hop v6i khu vuc rong 16n.

11



- HJ trg hang nghin thiét bi IoT.
Nhuoc diém
- Tbc d6 truyén dir liéu thap.
- Khoéng phu hgp véi dir liéu thoi gian thyc dung luong 1on.
- Can Gateway LoRaWAN dé két nbi Internet.
I'J’ng dung
- Nong nghiép thong minh.
- Thanh phd théng minh (Smart City).
- Gidm sat moi truong.
- Theo doi phuong tién, tai san.
- Déng hd dién, nude thong minh.
Vi du
Cam bién d6 am dét trong trang trai giri dir liéu qua LoRa dén Gateway cach vai
kilomet, sau d6 dit liéu dugc chuyén 1én Cloud dé nguoi dung theo ddi trén dién thoai.

+ LoRa: Céng nghé truyén dir liéu
khéng day tam xa, cdéng sudt thap.

2. UU PIEM

@ Pham vi truyén rét xa (2-15 km hoac hon).

+ LoRaWAN: Giao thirc mang sir dung LoRa

@ Tiéu thu nang lugng thap.
dé két ndi cac thiét bj loT v&i Gateway

@ Phi hop véi khu vuc réng Ion.
@ HS trg hang nghin thiét bj loT.

va Internet.

3. NHUGC PIEM

« D liéu tir cAm bién — LoRa — Gateway —
Internet — Cloud dé luu trir va xur ly.
+
o (@) -~ e (gD

Cam bién LoRa Gateway Cloud 2.2.4. €9 Téc do truyén dir ligu thap.
™ - - Khéng phu hgp véi dir liéu thai gian thuc
ung lugng 16n.
LoRa va dung | 16
LORaWAN ) Cén Gateway LoRaWAN dé

ké&t ndi Internet.

Néng nghiép théng minh Truyén dir liéu tdm xa

Céng suat thdp

Thanh ph& théng minh m
Cam bién dé 4m dat trong trang trai
guri dir liéu qua LoRa dén Gateway
céach vai kilomet, sau dé dir liéu dugc
chuyén lén Cloud dé ngudi dung
theo di trén dién thoai.

SO DO HOAT DONG =
ain - b - -

Giam sat méi truong
Theo déi phuong tién, tai san
Déng hé dién, nudc théng minh

0P OB

CAM BIEN LoRa LoRa | LoRaWAN GATEWAY
| =
ge#© ()
Thiét bi loT g dir liéu Truyén dir liéu ‘ Nhén dir lig¢u tr LoRa Luu trir, xir ly dir ligu
|

béng séng LoRa va chuyén lén Internet va hién thj cho ngudi dung

7. GHI NHG NGAN GON

O _\ J "
Céng nghé Tam xa Téc dd Pién nang ;

Wi-Fi 50 - 100 m Cao | cao ~* Gén, tist kigm pin.

I LoRa + LoRaWAN
BLE 10 - 100 m Trung binh R&t thap Bee — Mang Mesh trong nha. = Giai phap loT

T t4m xa, tiét kiém
ZigBee 10 - 300 m Thép R4t thap = Truyén rét xa. va hiéu quat
].;Ra 1 72 - 15 km+ R;t thap éét thap ) (LB — Mang két ndi LoRa véi Internet.

Hinh 2-5- LoRa va LoORaWAN
2.2.5. NB-1IOT (NARROWBAND INTERNET OF THINGYS)
Nguyén ly hoat dong
NB-IoT 14 cong nghé mang dién rong cong suat thap (LPWAN) duoc phat trién
trén ha tang mang di dong 4G/5G. Thiét bi [oT st dung SIM dé két ndi truc tiép véi
tram phat song cua nha mang va truyén dir li€u 1én Internet hoac Cloud.
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Uu diém
- Pham vi pht song rat rong.
- Két ndi truc tiép vé6i Internet.
- Tiéu thy dién ning thap.
- HO tro sd luong 16n thiét bi IoT.
- Do 6n dinh va bao mat cao.
Nhuoc diém
- Tbc dd truyén dir liéu thip.
- Phu thudc vao ha téng nha mang.
- Chi phi SIM va dich vy vién thong.
ﬁng dung
- Dong ho dién thong minh.
- DPong hd nudce théng minh.
- Giam sat moi truong.
- Theo ddi tai san va phuong tién.
- Thanh phd théng minh (Smart City).
Vi du:
Déng ho dién thong minh st dung NB-IoT gui dir liéu tiéu thu dién truc tiép vé
trung tdm quén 1y thong qua mang di dong ma khong can Wi-Fi hay Gateway.
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1. NGUYEN LY HOAT BDONG

= NB-loT la céng nghé mang dién réng
cdédng suat thdp (LPWAN) trén ha tang
mang di déng 4G/5G.

Thiét bi sir dung SIM NB-loT dé két ndi
truc ti€p v&i tram phat séng ctia nha mang.
D@ liéu dugc truyén tir thiét bi — tram
BTS — Internet — Cloud dé luu trir
va xur ly.

Pham vi phuai séng rat réng.

K&t ndi truc tiép vdi Internet.

Tiéu thu dién nang thip.

HS tro s8 lugng 1&n thiét bi loT
(lén dé&n hang tram nghin thiét bi/tram).

$ SN LA

D6 6n dinh va bao mat cao.

v (R)
1) R >
Cam bién Tram BTS Internet Cloud mi
NB-loT Nha mang

€ T8c dd truyén dix liéu thap
(PhU hop v&i dir liéu Nnho).

2.2.5.
NB-loT

(Narrowband
Internet of Things)

€3 Phu thudc vao ha tang
va vung phid séng cta nha mang.

4. UNG DUNG

1Y Péng hé dién théng minh.

€3 Chi phi SIM va dich vu
vién théng.

O Déng hé nudc thédng minh.

37 Giam sat mai truong.

‘ Theo ddi tai san, phuong tién.

Doéng hé dién théng minh sir dung NB-loT
guri dir liéu tiéu thy dién truc tiép vé
trung tam quan ly théng qua mang di déng
ma khéng cdn Wi-Fi hay Gateway.

R >

gl Thanh ph& théng minh (Smart City).

6. SO DO HOAT BONG

Cam bién
NB-loT

Mang di déng
4G /5G

= il i
4G/5G

Tram BTS Internet Cloud
Nha mang

B 7| @D || e

8. GHI NHO NGAN GON

Coéng nghé LPWAN

Coéng nghé Tam xa Gateway Internet Dac diém chinh trén nén mang di déng. ‘
Sk Gian tiép ) -
BLE &) co (qua dién thoai/ | Tiét kigm pin, két n&i gén Pham vi rat xa, ‘

(10 - 100 m) Gateway) k&t ndi truc ti€p Internet.

ZigBee Trung binh &b Gién tiép Mang lu6i Mesh, Tiéu thyu niing lugng thap,
9 (10 - 300 m) (qua Gateway) dung trong nha phis hgp dir ligu nho.

LoRa R&t xa co Gian tiép TaAm xa, cdng sudt thap, Ung dung phd bién trong
(LoRaWAN) | (2 - 15 km+) (qua Gateway) t8c a6 thap do dém, giam sat, Smart City. |
RAat xa Tryc tiép Két ndi tryuc tiép Internet, Can SIM va phuy thudc
NB-10T |, _nangenvckm|  KPON9 | (qus mang di dong) pht séng rong. vao nha mang.

=

Hinh 2-6-NB-IoT

2.2.6. 4G/5G
Nguyén ly hoat dong

4G va 5G 1a cac cong nghé mang di dong cho phép thiét bi IoT két ndi truc tiép véi
Internet thong qua mang vién thong cuia nha mang. Thiét bi st dung SIM hodc eSIM
dé truyén va nhan dir 1iéu thong qua céc tram phat song BTS.
Uu diém

o Tbc dd truyén dit liéu rét cao.

e Pham vi phu song rong.

« Kétnbi truc tiép Internet.

e HOtro truyén dir 1iéu thot gian thyc.

e 5G cb do tré rat thap.
Nhuoe diém

o Tiéu thy nang luong cao hon BLE, ZigBee, LoRa.

« Chi phi thiét bi va SIM cao.

o Phu thudc vao vung phu séng ciia nha mang.
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I'Tng dung

o Camera giam sat tu xa.

o Xe ty hanh va giao thong thong minh.

« Thiét biy té tir xa.

« Thanh phd théng minh.

« Hé théng giam sat cong nghiép thoi gian thyc.
Vi du

Camera giam sat st dung SIM 4G/5G truyén hinh anh truc tiép 1én Cloud dé nguoi

dung theo ddi tir xa bang dién thoai.

1. NGUYEN LY HOAT DONG

« Thiét bi loT sir dung SIM/eSIM dé két néi
vao mang di déng 4G hoéc 5G.

« Dt liéu dugc truyén qua tram phat séng
(BTS) clia nha mang.

« DU liéu dugc guri Ién Internet va Cloud
dé luu trix, xtr ly va hién thi.

&% -8-@

Thiét bj loT Tram BTS Internet Cloud
\\(SIM/eSIM) nha mang

@ T6c db truyén dir liéu rat cao.

° Pham vi pht séng réng.

@ K&t ngi truc tiép Internet.

@ HG trg truyén dir liéu thoi gian thuc.

@ 5G c6 db tré rat thap, hiéu suat cao.

€3 Tiéu thu nang lugng cao hon so vai
BLE, ZigBee, LoRa, NB-loT.

Q Chi phi thiét bj va SIM cao hon.

v 2.2.6.

4G/5G

Cbéng nghé mang di déng
két ndi thiét bj IoT tryc tiép
Vi Internet

€ Phu thudc vao viing phti séng
va chét lugng clia nha mang.

Camera giam sat tir xa

Xe tu hanh va giao théng théng minh

3. Vi DU MINH HOA

Camera gidam sat str dung SIM 4G/5G
truyén hinh anh truc tiép Ién Cloud,
ngudi dung theo dai tir xa trén

dién thoai hodc may tinh.

4G/5G

Thanh phé théng minh (Smart City)

1
®.
=
n Thiét bi y té tir xa (Telemedicine)

Giam sat cong nghiép thdi gian thuc

L )
6. SO PO HOAT PONG

/ N

Thiét bj loT Mang di déng Tram BTS
(SIM/eSIM) 4G /56 nha mang

P8 R @ <

Internet Cloud

7. SO SANH NHANH 8. GHI NHG NGAN GON

‘ Céng nghé Tém xa Téc dd Pién nang Két ndi Internet ‘ @ 4G: T8¢ db cao, phu séng rong, phu hgp cho
T Ngén T T Gién tidp (qua Gign thosl/ nhiéu rng dung loT hién nay.
g ” ian ti i ai
BLE (10-100m) Trung binh R4t thap Gateway) ‘ @ 5G: Téc do rat cao, do tré cuc thap, hé trg
i nhiéu thiét bj va (rng dung thdi gian thuc.
ZigBee Jé"f'g;&"r:) Thép Ritthdp | Gian tiép (qua Gateway) ) QNGENTY ;
| @ Két néi truc tiép Internet théng qua ha tang
& | S
LoRa @ f:;fmn Rét thap Ritthdp | Gidn tiép (qua Gateway) mang di déng clia nha mang.
REta I ) | P  Can SIM/eSIM va phu thudc vao chét lugng
NB-loT (ke ~ hang chuc km) Thip Thép Tryc tiép (qua mang di dong) s mang di dong.
Rat xa z i | I Phu hgp cac (rng dung cén truyén di liéu I6n,
Rat c Trge ti di .
4G/5G | (m - hang chuc km) e =0 T e (G ety R ong) L al real-time: camera, xe tu hanh, y t&, Smart City...

Hinh 2-7-4G/5G

BANG 2-1.Béang danh gi4 cac cong nghé truyén trong IOT

STT | Cong nghé | Pham | Toc | Mirc | Ul Nhurge Ung
vi két do tiéu diém diém dung tiéu
néi |truyén | thu | néibat chinh biéu

Ghi chu
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Wi-Fi 50— | Cao Cao | Tbécdd | Tbdn dién, | Nha Phu hop
100 m | (Mbps cao, két | phamvi | théng moi truong
dén ndi han ché | minh, co nguén
Gbps) Internet camera dién 6n
truc tiép IP, thiét | dinh
bi gia
dung
thong
minh
BLE 10~ | Trung |RAt | Tiét Khodang | Donghd | Thuong két
(Bluetooth | 100 m | binh thip | kiém cach thong ndi véi
Low pin, gid | ngan minh, dién thoai
Energy) thanh thiét bi hoac
thap deo, cam | Gateway
bién sirc
khoe
ZigBee 10— | Thap | Rét Hotrg | Can Nha M6 rong
300 m | (250 thip | mang Gateway, | thong pham vi
kbps) Mesh, tbc do minh, ty | nho mang
kétnbi | thap dong hoa | Mesh
nhiéu toa nha,
thiét bi cam bién
moi
truong
LoRa/ 215 | Rat Rét Truyén | Khong Nong Can
LoRaWAN | km thap thip | rit xa, phu hgp | nghiép Gateway
hodc pin dir licu thong LoRaWAN
hon dung 16n minh,
nhiéu giam sat
nam moi
truong,
Smart
City
NB-IoT Hang | Thip Thip | Kétndi | Phu Pong hd | Hoat dong
km truc tiép thudc dién/nude | trén ha
dén Internet, | nha thong tang
hang phu mang, minh, 4G/5G
chuc song can SIM | theo dai
km rong tai san
4G/5G Hang | Rat Cao Téc d6 | Chiphi | Camera Phu hop
chuc | cao rit cao, | cao, tiéu | gidmsat, | ung dung
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do tré
thip 16n

thu dién | xe tu thoi gian
hanh, y té | thuc
tor xa

BANG 1-2-Nhu ciu va tng dung cong nghé truyén dit liéu trong IOT

INhu céu

Cong nghé phu hgp

Toc d6 truyen dir li¢u cao

Wi-Fi, 4G/5G

Tiét kiém ning luong

BLE, ZigBee, LoRa

Khoang céch truyén xa

LoRa, NB-IoT, 4G/5G

Nha thong minh

Wi-Fi, ZigBee, BLE

Nong nghiép thong minh

LoRa, NB-IoT

Thanh phé thong minh (Smart City)

LoRa, NB-IoT, 4G/5G

Camera giam sat

Wi-F1, 4G/5G

Thiét bi deo thong minh

BLE

2.3. CAC GIAO THU'C UNG DUNG TRONG IOT

2.3.1.Giao thirc http

1. KHAI NIEM

2. DAC DIEM

« HTTP la giao thitc iing dung hoat déng trén
mb hinh Client - Server.

« Dung dé truyén tai di lidu (HTML, CSS, JS,
hinh anh, JSON, ..) giita trinh duyét va may ch.

« Hoat dong theo mé hinh yéu cau - phan héi
(Request - Response).

= HTTP Request
—

HTTP Response
Client Server
(Trinh duyét) (Web Server)
4. PHUONG THUC HTTP

GET : Lay dir liéu tir server.
: GUii di liéu dé tao méi tai nguyén.
m : Cap nhat toan bd tai nguyén.
: X6a tai nguyén.
: Cap nhat mot phan tai nguyén.
m : Lay header, khong ldy body.

(e 2i[e)E] : Kiém tra cac phuong thic hd trg.

5. MA TRANG THAI HTTP

1xx (Informational) ERGTLRN
: Thanh cdng (200 OK, 201 Created, ..).

[T « Chuyén hubng (301 Moved, 302 Found, ).

LSBT : LSi phia client (400 Bad Request, 404 Not Found, ...).

SAEEEA DN : L3i phia server (500 Internal Server Error, ...).

Client gufi yéu cau

; ¥
| AP g =
i Q (GHINEGNHANH — Server phan héi.

(HyperText Transfer Protocol)
Giao thifc truyén tai siéu van ban
nén tang clia Web

6. HOAT DONG

= =

Client Server
(Trinh duyét) (Web Server)

| 1.Gifiyéu chu (Request) |

| 3.6 phan héi (Response)

1 |
| 4, Hién thi két qua !

g

| +) 2. Xirly yéu cau

E HTTP Ia nén tang
ctia moi dich vu Web.

HTTPS = HTTP + TLS/SSL
(An toan & bao mat).

Khéng trang thai (Stateless): méi yéu cau
déc lap, khong luu trang thai phién.

Dua trén TCP: thudng sif dung cdng 80 (HTTP)
va 443 (HTTPS).

Bon gidn va dé md rong.

H8 trg nhiéu dinh dang di liéu: HTML, JSON,
XML, Text, ...

C6 tinh bado mat khi dung HTTPS (HTTP + TLS/SSL).

* %% % ¥

3. CAU TRUC HTTP

3.1. HTTP Request (Yéu ciu) )
« Dong yéu cdu (Request Line)
« Header (Tiéu dé)

« Dong tréng

User-Agent: ...
Accept: text/html
\\- Body (N&i dung, tuy chon)

GET /index.html HTTP/1.1
Host: www.example.com

(3.2 HTTP Response (Phan héi) )

« Dong trang thai (Status Line)
+ Header (Tiéu dé)

« Dong tréng

« Body (N&i dung, tuy chon)

Nt

HTTP/1.1 200 OK

<html>...</html>

Content-Type: text/html
Content-Length: ...

—

¥ 7 pH IEN B/ N )
‘ LAY - Don gian, mbi yéu cu can mét két néi.

‘ LALIZARY : HO trg Keep-Alive, pipelining, hiéu sut tt hon.

‘ : Da ludng (multiplexing), nén header, nhanh hon.
| [EEEEN - sudung QUIC (UDP), 6 tré thap, bao mathon. |

Gl

HTTP/2 va HTTP/3 gilp Web
nhanh hon va hiéu qua hon.

Hinh 2-8-Giao thiauc HTTP
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2.3.2.Giao thirc CoAP

CoAP 4 giao thirc (ing dung danh cho céc thiét b
loT ¢6 tai nguyén han ché.

Bugc thiét ké dya trén REST, tuong ty HTTP

nhung nhe han.

Hoat déng trén UDP, khéng yéu cdu két néi (conless).
Pht hgp cho méi truéing mang khéng 8n dinh,

.

bang théng thap.
# CoAP Request (UDP)
o CoAPReansiTR
-
CoAP Response (UDP)
Thigtbilor o eoPon May chi o A P
(CoAP Client) (CoAP Server)

(Constrained Application

4. PHUONG THUC (METHOD)

= Protocol)
GET : Lay dir liéu tir tai nguyén. Giao thirc ing dung
(S5 : Gui dir liéu dé tao tai nguyén. cho loT

: Cép nhat hodc tao mdi tai nguyén.
: X6a tai nguyén.
: Cap nhat mét phan tai nguyén.

6. HOAT DONG

2. DAC DIEM

9 Giao thifc nhe, tiéu tdn it nang lugng va bang thdng.

Sir dung UDP (céng méc dinh 5683).

MBb hinh RESTful: dung céc phuong thirc gidng HTTP.

Hb trg théng diép xac nhan (Confirmable) va khéng xac nhan (Non-confirmable).

H3 trg phét hién tai nguyén (Resource Discovery) qua CoAP
hoéc CoRE Link Format.

H3 trg quan sét tai nguyén (Observe) - tuong tu WebSocket
nhung nhe hon.

H& trg bao mat: DTLS (CoAPS - céng 5684).

o
(]
©
(]
(]
(]

Ver T TKL |

Code Message ID
(8bit) (16 bit)

(2bit) (2bit) (4 bit) Ver : Phién ban (thudng la 1)
— T :Loaithéng diégp
Jokn (0" 8byle) TKL : D6 dai Token
Opticna B n EJfe) Code: M4 phuong thic/phan hdi

Message ID : ID clia thong diép

Payload (0 - ... byte) |

5. MA PHAN HOI (RESPONSE CODE) Glient Server »
(Thiét bj loT) (CoAP Server) {
[EE53 : Thanh céng (201 Created, 2.05 Content, ..) | 1. G yéu cdu (C & ( fleuchl Cond) BaE
b
: LGi phia client (4.00 Bad Request, 4.04 Not Found, ...) ) — ] Giao thirc vén chuyén uopP TCP
2. Phan hdi (ACK + Response)
: L3i phia server (5.00 Internal Server Error, ...) i o Do nhe Nhe, t3i uu cho loT Nang hon
c
E 1.Gif yéu cdu " Két ndi Khdng két ndi (conless) K&t ndi (connection-oriented)
I Tiéu thy tai nguyén t (nang lugng, béng théng) Nhiéu hon
\g---—-2:PhanhdiResponse) |
i Bio mat DTLS (CoAPS) TLS/SSL (HTTPS)
« Confirmable: yéu ciu xac nhin. = e o : =
'5\ = ~ Non-confimable: khing yé o e . Phi hop Thiét bi loT, mang khéng dndinh  Ung dung Web truyén théng
" d e e — Q. GHIHHO e e ~
Cém bign Nha thog Do dém IoT cong Yté ( . . g \
miitatng  bongmih  thongmich  nghidp  thongminh | | CoAP = RESTful Hoat dong trén UDP, Bao mat vdi DTLS Ly tuing cho thigt bj i
nhe cho loT. tiét kiém tai nguyén. (CoAPS). han ché va mang |
! ‘ bang thong thap. /‘

Hinh 2-9-Giao thirc CioAP

2.3.3. Giao thirc WebSocket

* WebSocket la giao thic truyén thong hai chiéu (full-duplex)
gitta client va server qua mdt két néi TCP duy nhat.

« Bugc thiét ké dé hd trg giao tiép thdi gian thuc (real-time)
véi 6 tré thap.

« Bt ddu bing HTTP/HTTPS handshake, sau dé nang cdp
Ién két ndi WebSocket.

HTTP Handshake Server

(WebSocket Servj

WebSocket

Giao thc truyén théng hai chiéu
toan phén (Full-duplex)
qua mét két ndi TCP duy nhat

« Sau khi két ndi dugc thiét Iap, client va server cé thé

gufi di lidu cho nhau b3t ky lic nao.
« Dit liéu dugc gui dusi dang frame.
G di ligu

s 5. CAU TRUC FRAME WEBSOCKET
G dir ligu

2. DAC DIEM

@ K8t ndi hai chidu (full-duplex) - server cé thé chu dong gifi dif ligu.
@ D6 tré thap, higu suat cao.

@ Truyén dir lidu qua mot két ndi TCP duy nhét.

@ HG trg text va binary data.

@ Hoat ddng trén cdng 80 (ws) va 443 (wss - bao mat TLS/SSL).

0 Phu hgp cho Uing dung thai gian thuc: chat, game, chiing khoan, loT...

3. QUA TRINH KET NOI

Budc 2: Server chip nhan

Budc 1: Handshake (HTTP)
Server phan hdi 101 Switching Protocols

Client guf yéu céu HTTP Upgrade

Vidy phan héi:

HTTP/1.1 101 Switching Protocols
| Upgrade: websocket
| connection: upgrade
| Sec-MebSocket-Accapt:. xoxex

Vi dy yéu cau:

GET /chat HTTP/1.1

Host: server.com

Upgrade: websocket
Connection: Upgrade

te:-nehso:ket-l(ay: xo0xx

Sec-WebSocket-Version: 13.%5

(S
=> Handshake thanh cang, két néi dugc nang cdp thanh WebSocket.

Chont Server FIN | RSVI | RSV2 | RSV3 | Opcode Mask | PayloadLength
— - | w0 l by | abiy | @by | (bt | (716/64bit

(1bit)
L | = -
« FIN: Két thic frame (1: cui ciing, 0: con tiép)

« Opcode: Loai i ligu (text, binary, close, ping, pong..)
« Mask: Client phai bjt mask, Server khéng bét bugc
|+ Payload Data: DI lgu thyc t&

Chat tryc tuyén (messaging)

Game thdi gian thyc (online gaming) ——
Ung dung tai chinh, ching khoan

‘Tiéu chi HTTP.

10T - gidm sat va diéu khién thiét bj

1. Client két ndi
dén Server

2. HTTP Handshake
(Upgrade Request)

3. Server phan

-8

Hinh 2-10-Giao thic
2.3.4. Giao thirc AMQP

Masking Key | Payload Data

8. S0 SANH HTTP vs WEBSOCKET
WebSocket

101 Switching Protocols

Tir dy, di liéu dugc trao di tryc tiép 2 chidu.

(32bit) (.. bit) Opcode (Hex) Tén Frame Mo ta
00 Continuation  Tiép tuc frame truéc d6
oxt Text D@ ligu dang chudi (UTF-8)
o2 Binary Diligu nhj phan
08 Close B6ng két ndi
09 Ping Yéu céu phan héi (keep-alive)
OxA Pong Phan hdi Ping

9. GHI NHG NHANH

Kiéu két néi Request - Response Full-duplex (2 chiéu) f WebSocket = Hai chiu + Thai gian thc
e T : g
Théng béo thai gian thuc (notification) L u’i Bt NG st m.$| — TREChE Uyt 9 Bét déu bang HTTP handshake
) i ; Do Gao b (40 il KL T ws:// (khong bio mat) va wss:// (béo mat TLS/SSL)
Ung dung cong téc tryc tuyén I D:;éu S = hTh:p how 3 Béca‘olr'w"na ? Dir liu trao ddi qua céc frame
o/ || | DOButTAN [ “Chlkbickentyuicu ___BRtkMe ndo @ Phhop cho chat, game, ve data, o, finance...
Phit hgp Ung dung web truyén théng Ung dung thai gian thuc

hai

4. K&t ndi WebSocket
dugc thiét lap

5. Trao ddi dir liéu
hai chiéu (real-time)

WhbeSocket
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1. KHAI NIEM

AMQP I3 giao thifc md, tiéu chuan quéc té
dé truyén théng diép gilta cac hé théng.
Hoat déng theo mé hinh Message Oriented Middleware (MOM).

Dam bao tin nhin dugc chuyén ding, du
va theo thir ty.

* Hoat déng trén TCP.

g G tin nhén (AMQP)
——————
—

h
Client Xéerhan(ACK) A map Broker
(Producer) (Message Queue)

—

Client
(Consumer)

AMQP

(Advanced Message
Queuing Protocol)
Giao thifc hang dgi tin nhan
nang cao, dang tin cdy va
huéng két néi

4. CAC THANH PHAN CHINH

Connection: K&t ndi TCP giifa Client va Broker.
Channel: Kénh do bén trong mét két néi.

Exchange: Nhan message tif Producer
va dinh tuyén dén Queue.

Queue: Luu trif message cho Consumer.

Binding: Quy téc lién két gilta Exchange

K Bs B »¢ b

Prod Consur
va Queue (thdng qua Routing Key). i Broker (AMGP Server) mes
Message: Théng diép gém Header v Body. Q 8 o cmocicd . K oty

2. M& Channel 2. Mg Channel

3. Khai bao Exchange, 3. Khai béo Exchange,

indi Q , Bindir
He théng doanh nghiép, ERP, CRM Quedes Bindig ueue, Binding
Thuong mai dién tu, xif ly don hang > 5. Nhan Message

6. ACK (Xc nhan)

Hé théng loT céng nghiép

!
|
|
I
|
|
|
I
|
I 4. Gi Message
|
1
1
|
|
I
1

IR il T

Ngén hang, tai chinh, giao dich I

|

He thdng phan tén, microservices '
TR ===~
i i 1. Producer 2. Gfi message 3. Exchange dinh tuyén
i T TRINH o kétnéi -c dén Exchange = dénQueuetheo  —» B
l Broker Routing Key

_

2. DAC DIEM

Giao thifc chuan, nén ting, da ngdn ngif va da nén tang.
D6 tin cay cao: dam bdo tin nhin khéng bj mat.

H3 trg xac nhan (ACK), giao dich (Transaction).

H3 trg hang dgi (Queue), trao di (Exchange), dinh tuyén (Routing).
M hinh linh hoat: Point-to-Point va Publish/Subscribe.

M réng dé dang, phii hgp hé thdng phan tan.

H3 trg TLS/SSL dé bao mat.

9000000

3. MO HINH HOAT BONG

Producer
(Publisher)

Consumer
(Subscriber)

Broker (AMQP Server)

Nhan va xitly
Message

)
Routing Key (Binh tuyén)

« Producer gifi message dén Exchange.
« Exchange dinh tuyén message dén Queue dya trén Routing Key.
« Consumer dang ky (subscribe) va nhan message tir Queue.

F

Tiéu chi AMQP MQTT

M8 hinh Broker + Queue + Exchange Broker + Topic
D6 tin cdy Cao (ACK, Transaction) Tét (QoS 0/1/2)
Kidu két nGi Két ndi (C: ion-oriented Két ngi (C: -oriented
Binhtuyén  Linh hoat (Exchange, Routing Key) Theo Topic (Pub/Sub)

Phis hop Doanh nghiép, hé théng phic tap o, thiét bi tai nguyén han ché

8. GHI NHO NHANH
AMQP = Advanced Message Queuing Protocol

© Gizo thifc hang dgi tin nhdn manh mé, déng tin cay.

© Nén ting cho nhiéu hé théng messaging (RabbitMQ, Azure Service Bus..).

© Dim bio tin nhén dugc g ding, khéng mét, c6 thir tu va bio mt. Y,

¢

4. Consumer 5. Consumer gifi 6. Broker dam bao :
nhan message =P ACKxdcnhan =P O message khong mét |
tif Queue da nhan va giao ding ,'

Hinh 2-11-Giao thtce AMQP

2.4. Giao thuwe MQTT

1. KHAI NIEM

« MQTT la giao thic truyén thang nhe,
str dung mé hinh Publish/Subscribe.
* Hoat déng trén nén TCP/IP.
+ Thiét ké tSi uu cho mang bang thong thap,
thiét bj tai nguyén han ché.
+ Bugc xdy dung bdi IBM va chudn héa bdi OASIS.

LA

Publisher MQTT Broker
(Thiét bj guf) (Server)

5. CHAT LUGNG DICH VU (QoS)

Tén goi

MQTT

Broker

MQTT

(Message Queuing
Telemetry Transport)
Giao thirc truyén théng
nhe cho loT

Publish
(Topic)

Subscribe
(Topic)

.0

Subscriber
(Thiét bj nhan)

Dam bao Méta

G 11an, khong xéc nhan.

O | Atmostonce | Khingddmbdo |\t gt niung cb thé mét tin

Gl cho dén khi nhan duge PUBACK.

2. DAC DIEM NOI BAT

@ Giao thirc nhy

iéu dé chi 2 bytes.

@ Kétndi duy tri (persistent connection).
@ Hétrg QoS 0,1, 2 dam bao dé tin cay.
@ H3 trg Last Will and Testament (LWT).
@ Hé trg Retained Message.

@ H3 trg TLS/SSL dé bao mat.

@ Linh hoat, d& mé& rong.

3. MO HINH HOAT DONG (PUBLISH / SUBSCRIBE)

Publish
m (Topic: temp/humidity) Deliver

Publisher MQTT Broker Subscriber
(Client) (Server) (Client)
Co ché hoat dong

« Publisher gisi thong diép (message) t6i mot Topic.
« Broker nhin va chuyén tiép thong diép ti tit ca Subscriber
da dang ky (subscribe) voi Topic do.

- )
4. CAC GOI TIN (PACKET TYPES)

1 At least once it nhét 11dn .
C6 thé nhan tring. : NG Loai goitin G
l = 6. QUY TRINH KET NOI CONNECT Client gif yéu chu két n3i dén Broker
2. | ‘misctyonee: |sCrionsesring| 2EmbseCHi st Ry hit CONNACK Broker xéc nhin k&t n6i
4 tin chy cao nhét. g PUBLISH Gifi thang diép dén mét Topic
— o PUBACK Xac nhin QoS 1
E CONNECHS IET Exoke PUBREC 3 nhdn (QoS 2 - budc 1)
" PUBREL Yeu ciu g (QoS 2 - budc 2)
2. CONNACK
7/ NANG NOI BAT — PUBCOMP Hosn t4t (Q0S 2 - budc 3)
Last Will and Testament (LWT): SUBSCRIBE Client déing ky nhin théng diép ti Topic
“ Théng diép cudi cing dugc Broker g khi Client SUBACK Broker xéc nhin ding ky
mét két ndi dot ngot. 3. PUBLISH / SUBSCRIBE UNSUBSCRIBE Huy déing ky Topic
UNSUBACK Xac nhan hiy dang ky
i . PUBACK / SUBACK
a Retained Message: A = PINGREQ Client kiém tra két ndi
Lins ek thong dip il phit cls inot-Topic: 5. DISCONNECT PINGRESP Broker phin hdi PINGREQ
Vb g cho Subscriber méf. DISCONNECT Ngat két ni
Persistent Session: " iy
Luu trang thai phién, dam bao khéng mét 8. UNG
théng digp khi Client offline. Tidu chi [
o M6 hioh
Keep Alive: 'N . a Giao thirc. TCP (port 1883/8883) TCP (port 80/a43)
Q Client gui PINGREQ dinh ky & gitr k&t ndi. : . R ko d e hencr) UG o
loT &lloT Nong nghiép Y tndi (per
- = St oous ip Caohan
| Hiou st Cao trén meng yéu Thép hom rén mang yéu
), o o, web, -

1. Client két n6i
dén Broker

3.Client Publish
dén Topic

4. Broker chuyén tiép
dén Subscriber

10. TOM TAT QUY TRINH HOAT Q - 2 Brokerséc ohdn

. Subscriber nhan
théng diép

6. Broker & Client duy tri
két néi (Keep Alive)

7.Client ngat két n6i
(DISCONNECT)

Hinh 2-12-Gao thuc MQTT

2.4.1. Giéi thiéu giao thirce MQTT
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MQTT (Message Queuing Telemetry Transport) 13 giao thic truyén théng nhe
duogc thiét ké danh cho cac thiét bi IoT va cc hé thng c6 bang thong thap, tai nguyén
han ché hoac két nbi mang khong on dinh. MQTT dugc phat trién boi IBM vao nam
1999 va hién nay dugc chun hoa béi t chic OASIS.

MQTT hoat dong theo mo hinh Publish/Subscribe (Xuat ban/Ping ky) thong
qua mot may chu trung gian goi 1a Broker. Céc thiét bi giri dit liéu (Publisher) s& xuat
ban thong diép 1én mot chu dé (Topic), trong khi cac thiét bi nhan dir liéu (Subscriber)
dang ky theo ddi chui d& d6 dé nhan thong tin tir Broker.

Khac véi mé hinh Client—Server truyén théng, MQTT giup giam luong dit liéu trao
d6i, tiét kiém bang thong mang va ning luong tiéu thy, tir d6 trd thanh mét trong
nhiing giao thirc pho bién nhat trong linh vuc Internet of Things.

MO HINH MQTT

PUBLISHER

(Thiét bi glri dir liéu) T Y N
Publisher gifi '

*q théng diép (message) |
dén mét Topic .

trén MQTT Broker.

MQTT BROKER

| =D Broker nhan | (May chu trung gian) v
= Broker quan Ij: ;

] y

| I E |

; h Ié r“dé s - Két ngi i

i chuyén tiép dén 1~ 5 i

- T

i céc Subscriber opic i

! da dang ky - Phién lam viéc

| 2 a 1

| Topic tuong Ung. - Quyén truy cép |
' |

T

SUBSCRIBER

(Thiét bj nhan di ligu) | @ Subscriberdangky |

_1 @ (Subscribe) mt Topic |
jh;

dénhan thong diép !
' . .
Xy Nguyén ly hoat déng

i Broker khi c6 dir iéu |
méi dugc Publish.
@ 1. Subscriber déing ky Topic —» 2. Publisher Publish théng diép lén Topic —»
3. Broker nhan thong diép va gifi dén tét ca Subscriber da dang ky Topic d6

Hinh 2-13-M6 hinh MQTT

Pic diém ndi bat cia MQTT

- Giao thirc nhe, tiéu ton it tai nguyén.

- Hoat dong trén nén TCP/IP.

- St dung mo hinh Publish/Subscribe.

- HO tro truyén dit liéu thoi gian thue.

- Do tin cdy cao nho cac mirc QoS (Quality of Service).

- Tiét kiém bing thong va ning luong.

- Phu hop véi cac thiét bi IoT c6 ciu hinh thip.

Vi du minh hga
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Trong hé thdng nha thong minh, cam bién nhiét d6 s& dong vai trd Publisher va

guri dir 1i€u nhiét do 1én Topic: home/temperature

Broker MQTT s& tiép nhan dit liéu va chuyén dén cac thiét bi dd dang ky Topic
nay, ch'fmg han nhu Ung dung dién thoai hoac h¢ théng giam sat, dong vai tro

Subscriber.
Ung dung cia MQTT
- Nha thong minh (Smart Home).
- Nong nghiép thong minh.
- Gidm sat moi truong.
- Heé théng SCADA va cong nghiép.
- Thanh phd théng minh (Smart City).
- Theo doi phuong tién va tai san.

Két luin:

MQTT la giao thirc truyén thong phd bién nhat trong IoT hién nay nhd tinh don
gian, hiéu qua va kha nang hoat dong tot trén cac thiét bi c6 tai nguyén han ché. Pay la
giao thirc dugc str dung rong rdi trong cac nén tang IoT nhu Mosquitto, Node-RED,

ThingsBoard va nhiéu hé thong IoT cong nghiép hién dai.
2.4.2. Kién tricc MQTT

KIEN TRUC GIAO THUC MQTT
TRONG HE THONG loT

Cloud Platform
(AWS IoT, Azure loT,
ThingsBoard, ...)

Ung dung di dong
(Mobile App)

1. THIET BJ loT (PUBLISHER) 2. MQTT BROKER (TRUNG GIAN)
o SUBSCRIBE
= Cambién % i o 3 @ Két néi (QoS 0/1/2)
nhigt do | 1 ¥ (Connection) e >
| 1 - |
! i
ra | Diéng ky !
Cimbien 3 l) MANG (Subscription) :
6 &m 3 (7 (Internet) s i
— ! Xtlythongdigp |+ - >
e ! P ¥ =) (Message Routing) :
~Av | cambién ) =~ FuBLIoH !
[-O- ; D Q - — |
| A | anhséng | Wi-Fi (QoS 0/1/2) Phién Iam viéc H
N ! a‘?» (Session) !
‘ o @ f e »
* Thigt bi 3 mosquitio Bao mat i \
L loT khac 4G/56 (TLS/SSL) | -
i
s i
s ({A)) [ i Chu dé (Topic) i
D home/temperature || ~=====-
" home/humidi
MQTT Client LoRa/LPWAN ity Y
device/status
4. LUONG HOAT DONG
@ @ < (-), MQTT Client MQTT Broker Subscriber
B e e » * Pong gdivaguidirieu | P Nhan dir ligu, kiém tra Topic | ﬁ D Q ~—] —p
dén Broker (Publish) va chuyén dén cic Subscriber =
Thiét bj loT thu thap dir liéu da ding ky Nhan théng diép theo Topic
601 déing ky (Subscribe)
UU PIEM CUA MQTT TRONG loT
Giao thurc nhe, —)))) Baing théng thap, {7 H3 trg QoS 0/1/2, /\ K&t néi 8n dinh (g D& trién khai va
tiéu t8n it tai nguyén hiéu qua cao db tin cay cao ‘S quamang khéng tét i) md& rong

Hinh 2-15-Kién truc giao thie MQTT trong IOT
2.4.3. Topic MQTT
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S
EE=
| @ man

-

Web Dashboard
(Giam sat & Digu khlen)

Co s¢ dir liéu
(Luu trir dir ligu)

Ung dung
A |

Hién thi, luu tri,
phan tich va diéu khién

Bao mat véi
TLS/SSL

®

3. SUBSCRIBER (NHAN DU LIEU)




Topic trong MQTT 1a "cha d&" dé giri va nhan dit liéu. MQTT Broker s& duwa vao

Topic dé biét dir liéu can chuyén cho ai

Ghi nhé ngin gon:
- Topic = dia chi ctua dir li¢u trong MQTT.
- Publisher gt dir li€u vao Topic.
- Subscriber ding ky Topic dé nhan dit liéu.

- Broker dwa vao Topic dé dinh tuyén dir liéu.

Topic 14 chudi ky ty phan cdp dung dé phan loai va dinh tuyén thong diép trong
MQTT. Publisher guri dit liéu 1én mot Topic xac dinh, Broker tiép nhan va chuyén tiép

dir liéu dén cac Subscriber di dang ky Topic twong tng.

o 1. TOPIC LA Gi?

« Topic giéng nhu mét “kénh” hoiic “chu dé".

« Publisher giri dir liéu lén mét Topic.
* Subscriber ding ky (subscribe) Topic
dé nhan dir ligu.

+ Broker dya vao Topic dé dinh tuyén dir ligu
dén ding noi.

2. CACH HOAT DONG ( : )
& @ OPIC Q home/Ilvmgroom/(emperature Home/TemP

5. QUY TAC DAT TEN TOPIC

@ Phan biét chir hoa/thuding (case-sensitive).
@ Nén dung chi thudng.

@ Sirdung A-Z, a-z,0-9vacickyty: / _ .
@ Khéng dung khoéng trang.

@ Nén c6 ciu tric, d& doc, d& md réng.

MQTT
BROKER

PUBLISHER MQTT BROKER SUBSCRIBER

“KENH" TRUYEN THONG factory/linel/machineA/status temp data
(Thiét bj gir di léu)

smartfarm/greenhousel/humidity temperature" i

(Thiét bj nhdn dir liéu)
TRONG MQTT
# 1. PUBLISH 2. DELIVER ?
(Topic: home/temperature (32°c)

s Vi Dy THUC TE‘

@
J

Py Message: 32°C) 1
i |
e A i s A ] Linh vre Vi dy Topic
0. SUBSCRIBE o
: home/ livingroom/temperature
(Topic: home/temperature) Rt P ﬁ} Smart Home homa/docr/statts

0. Subscriber déng ky Topic muén nhan.

farm/greenhouse1/humidity
farm/soil/moisture
env/station1/pm25
env/station1/co2

{ Topic 14 chudi ky ty phén c&p ding dé |

phan logi va dinh tuyén théng digp. |
Publisher guri dir liéu Ién Topic,

| Broker chuyén tiép dén cac Subscriber |

da dang ky Topic tuong Ung. |

Nang nghiép théng minh

1. Publisher gifi dir liéu (message) Ién Topic.

2. Broker chuyén tiép dir itu dén tat ca Subscriber
d& dang ky Topic db.

{
i
|
3 Gidm s&t mdi truding
| factory/linel/machineA/temp
factory/linel/machineA/vibration
vehicle/abc123/gps
vehicle/abc123/speed

Céng nghiép (lloT)

PEDAR

Xe va giao théng

, @ 3. CAU TRUC TOPIC (PHAN CAP)

Topic sir dung déu */” dé phan cip (giéng thu muc). 4. WILDCARD (KY TU DAl DIEN) ﬁ
|

Vidy chutric , : , €9 ) 7. oHiNHG NHANH D —
[ temperature  Cc Topic tuong img: Kjty  ¥nghia Vidy Subscribe Nhin cc Topic / . \
livingroom — A « home/livingroom/temperature + homef/livingroom/temperature ‘
humidity + home/ivingroomyhurnidity + ,:?‘l':"“"‘h;:‘: . ‘ @ Topic = kénh/dia chi cia dir ligu trong MQTT.
N - I 5 2 L4 + home/kitchen/temperature @'r ki S el uiTon T
ome — room — ublisher gir di ligu Ién Topic. i
T L pumicity + home/bedroom/humidity + home/livingroom/temperature ¥ 5 = e Y p‘ e Opic tot
[ - i . £ i @ Subscriber dang ky Topic dé nhan di ligu. o
+ home/mation tit e chc cip homaltt Broker dya vao Topic dé dinh tuyén. Hé th
motion (phia sau né) + home/mots = £ ‘\J Lo " o ): " : 5ng ot
+ el ok Topie i horme) (] :gui; ::et r'ifoplc 8t — hé thdng dé md rong,
{J Dt tén Topic 15 rang, c6 ciu tric giop qun Iy d& dang va mé rong hé thang. | \

L Wildcard chi dung khi SUBSCRIBE.

-- TOM TAT HOAT DONG V3I TOPIC MQTT

Thiét bi (Publisher) Publish I&n Topic MQTT Broker @@ | Chuyéntiép dén titca 3 Ung dung / Cloud / Dashboard
do va giri dir liéu o twong ing > nhan dir liéu > | aaw i“”_“;':e’ da dang ky ’ nhan va hién thi d ligu
opic -

Hinh 2-16-TOPIC MQTT
2.4.4. Qua trinh trao d6i dir liéu MQTT
Qua trinh trao déi dit lifu MQTT

MQTT hoat dong theo mé hinh Publish/Subscribe, trong d6 dir li¢u dugc truyén

thong qua mot may chu trung gian goi la MQTT Broker.
Cac bude trao doi dir liéu
Buéc 1: Subscriber két noi dén Broker

- Thiét bj nhan dit liéu (Subscriber) két ndi véi MQTT Broker.
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- Subscriber dang ky (Subscribe) cac Topic ma minh quan tam.
o Vidu:
o home/temperature
Buéc 2: Publisher két ndi dén Broker
- Thiét bi gtri dit liéu (Publisher) két ndi vdi MQTT Broker.
- Publisher chuin bj dit liéu can gui.
Vi du:
Nhiét do = 30°C
Budc 3: Publisher Publish dir li¢u
- Publisher gui Message 1én Broker thong qua Topic.
Vi du:
Topic: home/temperature
Message: 30

Buéc 4: Broker xir Iy va dinh tuyén
- Broker nhan Message.
- Kiém tra Topic twong tng.
- Tim tat ca Subscriber di dang ky Topic d6.
Buéc 5: Broker chuyén tiép dir liéu
- Broker giri Message dén cac Subscriber pht hop.
Vi du:
Dbién thoai
Web Dashboard
Cloud Server

Budc 6: Subscriber nhan dir liéu
- Subscriber nhan va xu 1y dir ligu.

- Hién thi, luu trit hodc diéu khién thiét bi.

23



QUY TRINH 6 BUGC TRAO POI DU LIEU MQTT

PUBLISHER KET NGI BROKER
VA CHUAN BI DU LIEU

SUBSCRIBER KET NGl BROKER
VA BANG KY TOPIC

Publisher
(Thiét bi guri)

Subscriber

MQTT Broker
(Thiét bi nhan)

Subscriber gifi yéu cau dang ky (SUBSCRIBE) Publisher chuan bij dif ligu

‘ Topic: home/temperature Dir liéu: Nhiét do = 30°C

. * & - .
K&t ndi thanh céng KEt néi thanh céng

MQTT Broker

BROKER CHUYEN TIEP DU LIEU
DEN CAC SUBSCRIBER

BROKER XU LY VA DINH TUYEN
DU LIEU

| Broker luu trif tam thdi va xéc dinh
Broker gifi message dén tat ca

Pién thoai

o
o " |
@ Nhan message tir Publisher 1
|
Q Kiém tra Topic: home/temperature » _;_ — D < | web Dashboard
@ Tim cac Subscriber da ding ky |
MQTT Broker Toplc ndy '
MQTT; Broker L - Cloud Server

e PUBLISHER PUBLISH DU LIEU
LEN BROKER
‘ # PUBLISH
_—
‘ Topic: home/temperature
Publisher Message: 30
(Thiét bi giri) MQTT Broker

Publisher gifi message Ién Broker
Topic: home/temperature
Message: 30

SUBSCRIBER NHAN VA XU LY
DU LIEU

p | Hién thi drligu
)
@ —

Subscriber nhan message va xu ly
(theo muc dich sif dung)

Hién thj biéu d&
va théng ké

Luu trir dir liéu
va phan tich

‘j (- GHICHU
« MQTT hoat dong theo mé hinh Publish/Subscribe.
Topic 1a "kénh" dé phan loai va dinh tuyén d ligu.
Broker Ia trung gian chiu trach nhiém nhan va
chuyén tiép dif liéu.

céc Subscriber phu hgp
‘ Subscriber da dang ky Topic: home/temperature
N Y/ Rt
T s e e
1
; & Publlsh Chuyén tiép .. [ ) Nhan va xit Iy
_—>
! g &
I
| Publisher 30°C Céc Subscriber
MQTT Brok Ung d / Hé théi
| (it bi gu) SIESe (94 ding ky Topic) ng dung / Hé théng
\

« Nhidu Subscriber cé thé nhan cing mét message.

Hinh 2-17- Quy trinh 6 buéc trao d6i dit liéu MQTT

2.4.5. Chit lrong dich vu QoS

BANG SO SANH CAC MUC QOS TRONG MQTT
QoS (Quality of Service) 1a co ché dam bao do tin cdy khi truyén thong diép giira

Publisher va Subscriber thong qua MQTT Broker.

Tiéu chi QoS 0 QoS 1

QoS 2

Tén goi At Most Once At Least Once

Exactly Once

Do tin cay Thap Trung binh

Cao nhét

Gui lai
nhan ACK

S6 lan giri 1 1an

néu chua

Quy trinh x4c nhén
nhiéu budc

Cé ACK
khong?

X Khéng Co

& Co

Co thé mat
dir liéu?

Co > Khéng

X Khong

Co thé nhan
trung?

> Khong C6 thé

X Khong

Biing thong | Thap nhat

str dung

Trung binh

Cao nhét
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Téc dd Nhanh nht Nhanh Cham nhét
Do phire tap | Pon gian Trung binh Phtrc tap
Uu diém Téc do cao, it ton tai | Pam bao dir liéu | Pam bao dit liéu nhan

nguyén, tiét kiém

bang thong

dugc nhan, do tin cay
kha cao

dung mot 1an duy nhit,
do tin cay t6i da

Nhuoc diém

Co6 thé mat dir lidu

khi mang 15i

C6 thé nhan dit liéu

trung lap

Ton bang thong, nhiéu
budc xac nhan, do tré
cao

Linh vue Giam  sat modi | Nha thong minh, | Ngan hang, tai chinh, y
ung dung truong, cam bién | diéu khién thiét bi|té, hé théng cong
nhiét do, d6 am, anh | IoT, canh bao su cb nghi¢p quan trong
sang
Vi du thue té | ESP32 giri nhiét do | Lénh  bat/tait dén, | Giao dich thanh toén,
mdi 5 gidy may bom, quat lénh diéu khién day
chuyén san xuat
Ung dung Dit litu cam bién | Piéu khién thiét bi Giao dich quan trong
phu hop lién tuc

QoS 0 phu hop véi dit liéu cam bién duge giri lién tuc; QoS 1 thich hop cho céc tng
dung diéu khién thiét bi IoT can dam bao dir liéu dugc nhan; trong khi QoS 2 duoc st
dung cho cac hé théng yéu cau do tin cdy tuyét ddi nhu tai chinh, y té va cong nghiép

quan trong.

2.4.6. Giao thirc MQTT Broker
Gidi thiéu MQTT Broker
MQTT Broker 13 thanh phan trung tim trong kién trac MQTT, déng vai trod tiép nhén,

quan 1y va phan phéi cac théng diép giita Publisher va Subscriber. Khi Publisher giri
dit liéu dén mot Topic, Broker s€ nhan thong diép, xac dinh cac Subscriber da dang ky

Topic tuong g va chuyén tiép dit liéu dén cac Subscriber do.

Broker gitip tach biét thiét bi guri va thiét bi nhan, cho phép hé théng IoT hoat dong

linh hoat, d& mé rong va hd tro s6 lugng 16n thiét bi két nbi dong thoi.
Chirc nang chinh cia MQTT Broker

« Quan ly két ndi cia cac MQTT Client.

« Tiép nhan va xtr Iy thong diép tir Publisher.

« Dinh tuyén thong diép theo Topic.

« Chuyén tiép dir liéu dén Subscriber.
« HO tro cac muc QoS (0, 1, 2).

e Quan ly phién lam viéc (Session).
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« HOJ trg bao mat bang TLS/SSL, xé4c thuc ngudi dung.
Mot s6 MQTT Broker pho bién
1. Eclipse Mosquitto

Eclipse Mosquitto 14 MQTT Broker mi ngudén mé phd bién nhat hién nay, duoc phat
trién bai Eclipse Foundation.
Uu diém:

o Mién phi, ma ngudén mo.

o Cai dat va cau hinh don gian.

« Tiéu thy it tai nguyén hé thong.

e HO tro MQTT 3.1, 3.1.1 va MQTT 5.0.

« Phu hop cho hoc tap, nghién ctru va cac du an IoT nhé dén trung binh.
Nhwoc diém:

« Kha ning md rong chua manh bing EMQX hoic HiveMQ.

o Chtrc ndng quan tri con don gian.
Ung dung:

e Hoc tap va nghién ctru loT.

o Céc hé thong Smart Home.

o Du an ESP32, Arduino, Raspberry Pi.
2. EMOX
EMQX 1a MQTT Broker hiéu ning cao duoc phat trién cho cac hé thong IoT quy md
lom.
Uu diém:

« Hiéu ning rét cao.

« HOJ tro hang triéu két n6i dong thoi.

« HO tro Clustering va Load Balancing.

o Tich hgp Dashboard quan tri tryc quan.

« HO trg nhiéu giao thirc nhue MQTT, WebSocket, CoAP.
Nhwoc diém:

« Céu hinh phuc tap hon Mosquitto.

e Y&u cau phan cung manh hon.

Ung dung:
o Smart City.
o Cong nghi¢p 4.0.

Hé thdng giam sat quy mo 16n.

Nén tang IoT doanh nghiép.
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3. HiveMQ

HiveMQ la MQTT Broker thuong mai huéng t61 doanh nghiép v6i kha nang mé rong

va dg tin cay rit cao.
Uu diém:
o Hiéunang va do 6n dinh cao.
« Hb trg MQTT 5.0 day du.
e Quan ly tap trung manh mé.
« HO trg Clustering quy mé 16m.
o Bdo mat va gidm sat chuyén nghiép.

Nhwoc diém:

« Phién ban day du ¢ chi phi ban quyén cao.

« Chu yéu danh cho doanh nghiép.
Ung dung:

« Hé thong ngan hang.

« O 6 két ndi (Connected Car).

o Nha may thong minh.

« Céc nén tang IoT doanh nghiép lén.
2.4.7. Bao mat trong MQTT

e Username/Password

« TLS/SSL
« Chung chi s6
« ACL

2.5. Panh gia va lra chon MQTT cho dé tai

Bang so sanh hai giao thirc truyén tin

Tiéu chi HTTP MQTT
Béang thong Cao Thap
Do tré Trung binh Thap
IoT Trung binh Rt tot
Nang lugng Cao Thap

Két luin:

Sau khi so sanh céac giao thirc truyén thong IoT, MQTT duoc lya chon cho dé tai vi

c6 cu trac nhe, tiéu thy it bang thong, do tré thap va phu hop véi cac thiét bi nhing

nhu ESP32.
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CHUONG 3-UNG DUNG IOT SU DUNG GIAO THUC MQTT

3.1.CAC UNG DUNG PHO BIEN CUA 10T
MQTT la giao thirc phd bién nhét trong IoT hién nay vi nhe, nhanh, tiéu ton it bing
thong va phu hop véi cac thiét bi nhing nhu ESP32, ESP8266, Raspberry Pi. Dudi day
1a cac tmg dung IoT st dung MQTT tir co ban dén nang cao.

STT | Ung dung Thiét bi chinh Loi ich
1 | Gidm sat nhié¢t do phong ESP32 + DHT11 Theo doi nhiét do tur xa
2 | Giam sat d6 4m nha kinh ESP32 + DHT22 HO tro tréng rau sach
3 | biéu khién dén qua dién ESP32 + Relay Nha thong minh

thoai

Diéu khién quat tu dong

ESP32 + Relay +
DHT22

Tiet kiém dién

5 | O cam thong minh ESP32 + Relay Diéu khién thiét bi tir xa
6 | Chudng cura thong minh ESP32 + Nutnhdn | Nhan thong bao trén dién
thoai
7 | Hé théng chdng trom ESP32 + PIR Cénh bao thoi gian thyc
8 | Giam sat mic nudc bé Cam bién siéu 4m Chéng tran nudc
chua
9 | Tudi cay tu dong Do am dat + Relay | Nong nghiép théng minh
10 | Giam sat dién ning tiéu | PZEM-004T Tiét kiém dién
thu
11 Quan ly bai dd xe Cam bién khoang cach Smart Parking
12 |Theo ddi chit lugng MQI135, Smart Environment
khong khi PMS5003
13 | Theo ddi vi tri GPS GPS NEO-6M Quan ly xe
14 | Hé thong canh bao chay | MQ2 + Cam bién lira PCCC thong minh
15 |Pong hd dién thong Cong to + MQTT Smart Meter
minh
16 |Dong hd nudc thong Luu luong ké Smart Water

minh
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17 | Giam sat day chuyén san PLC + MQTT Cong nghiép 4.0
Xudt

18 | Hé théng SCADA IoT PLC + Node-RED Giam sat nha may

19 | Quan ly toa nha thong | Nhiéu cam bién Building Management
minh

20 | Smart City Hang nghin cam bién Thanh phé théng minh

3.2.XAY DUNG MO HINH VA TRIEN KHAI HE THONG GIAM SAT DIEN
NANG TIEU THU SU DUNG MQTT

3.2.1.Thiét ké mo hinh h¢ thong

@ Do dién ap (V)
@ Do dong dién (A)
@ Do cong suat (W)
° Tinh dién nang tiéu thu (kWh)
@ Gui dir ligu thai gian thuc bang MQTT
@ Hién thi Dashboard Web/App
@ Canh béo qua tai dién

]

y HE THONG
bf GIAM SAT BIEN NANG
TIEU THU SU DUNG MaTT & 1]

ol IV oW (70

i NGUON AC BIEN DONG
(220v) (n

utiaililal] - aniainll

T
Hién thi cyc b3 |
—>| oweonco) | ¢

(tdy chon) ||
E——

[~ Hién thi thai gian thuc

a1l Bidu d6 lich st (ngay / thang / nam)

CAM BIEN DIEN AP
(ZMPT101B)

@ Théng ke dién nang tiéu thy
O Quan ly thiét bj & ngudng canh béo

Canh béo khi:
i + Dong dién > ngudng
« Céng suét > ngudng
: «+ Dién ap vuot gi¢i han

; 2. THONG SO DO BUGC
@ Dién ap (V)
+ RMS Voltage
@ Déng dién (A)
* RMS Current
@ Céng suat (W)
+ P=VxI|xcosg
@ Pién nang tiéu thy (kWh)
“E=Pxt

3. TRUYEN THONG & LUONG DU LIEU

=

— MQTT -
BROKER
Luu trir dif ligu

(MySQL / InfluxDB)

! Hinh thitc canh bao:

O = 8 [

! Telegram Email SMS Théng béo
H trén App

@_.

Thu thap dif ligu
(V, A, W, kWh)

~ 53

Dashboard Web/App
(Subscribe MQTT)

ESP32
(Publish MQTT)

ey 4. NEN TANG PHAN MEM S b e 5.CO CHE HOAT DONG  SS——— 9 (8. UUDIEM HE THONG |
5 j —— | ) Gidm st thasi gian thuc, chinh xac
N = 8 & N |

: MQTT Node-RED Database ~ Web Server | Kiém tra nguang
| (Publish / Subscribe)  (Xir ly dir liéu) (Luu trir) (Hién thi) E &canhbio | |

L@l sLE-

Cam bién do Tinh todn Gif di igu L trir &
digndp,dongdién  |congsudt, dignnang | qua MQTT hién thi

") Truyén dir ligu 8n dinh, nhe (MQTT)
) D& md réng, chi phi thap
) Canh bdo nhanh, kip thi

) HG trg da nén tang (Web, Mobile)

~ e oo s “
m MySQL / InfluxDB EE L vmuessys B Bootstrap @ Chartjs QTelegram BotAPI |

Hinh 2-18-hé thong giam sat dién nang tiéu thu
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3.2.2.trién khai hé thong

SO PO CAC BUGC TRIEN KHAI HE THONG

GIAM SAT DIEN NANG TIEU THU SU DUNG MQTT

Do dong dién (A)
« Do cong sudt (W)
s b dlf S i
« Tinh dién néing (kWh) ‘ «@) Pl -
@ * G dir ligu MQTT { J -

~

o PHAN TiCH YEU CAU Q THIET KE HE THONG ‘ e CHUAN BI PHAN CUNG o KET NOI PHAN CUNG e LAP TRINH FIRMWARE

* Do dién dp (V) (et a7
“Thiét bi do; —»| I ESP32

AC 220V * Doc di ligu tir PZEM-004T
L

< / D> | - Tinhtoan:V, A, W, kWh

(&)

mosquitto

m KIEM THU HE THONG

TR - N > « Két ndi WiFi
ESP32 PZEMOAT 1 i cong) « G di iéu len MQTT
« Hién thi Dashboard - - .
« Canh bdo qua tai ! i s ST
| . Dashboard [~ Q Canh bio - o eo '
\ i / ARDUINO @ .
| Nudnsv Day ndi Vo hop Platforml0
p 3 = pe 5 - a -~ a h
o CAU HINH MQTT BROKER o TEST KET NOI & GU1 DU LIEU 0 LUU TRU DU LIEU e XAY DUNG DASHBOARD ‘ @ CAI DAT CANH BAO

« ESP32 két ndi WiFi
P MQTT  * Két ndi Broker MQTT
Explorer e Publish dif liéu én topic
=Toouser:(uiclo) « Kiém tra di ligu bing

« Cai dat Mosquitto
« C3u hinh listener 1883
* Node-RED kiém tra

‘ * Node-RED tao flow o « Thiét lap ngudng:
* Tao Database ‘_’ nhan di ligu MQTT — V, AW
« Ta0 bing di ligu ‘ « X1y va luu Database 5

|

S Node-RED 2
« Cho phép két ndi tr thidt b o MQTT Explorer « Node-RED nhgn MQTT e « Grafana két ni ngudng

- - « Ghi dir liéu vao Database Database « G cénh béo qua:

Vi du Topic: ‘ \ « Hién thi bidu do Telegram/Email/SMS
/energy/voltage o thas gian thuc E:
/energy/current Graf -
Jenergy/power rarana
Jenergy/energy ki . I l

(AN 12 R { LUONG HOAT DONG HE THONG
‘ @mnzuxummucrs ‘
|
— ((((i’)» i ]

« Kiém tra do lrng A <o | g

« Kiém tra gif i ligu — ? La,p &t it dwe? —

e e + C3p ngudn hé théng B

« Kiém tra Dashboard o At Bién ning PZEM e MQTT Broker Database
o + Sao luu dirigu dinh ky |

 Kiém tra hoat dong lién tuc

—~ 4

Canh béo

)

Hinh 2-19-So d6 céac budce trién khai hé théng Gidm sat dién nang ti€u thu
NHAN XET

Thu thap va giam sat cac thong sb dién ning gdm dién 4p, dong dién, cong suat

va dién nang tiéu thy theo thoi gian thyec.

Truyén dir lidu tir thiét bi do dén may chu thong qua giao thirc MQTT véi toc

do nhanh va bang thong thap.

Hién thi dit lidu truc quan trén Dashboard Web hodc tmg dung di dong, gitp

nguoi dung dé dang theo dai tinh trang st dung dién.

HO tro luu trit dit liéu dé théng ké, phan tich va danh gia muc tiéu thy dién theo

tung khoang thoi gian.

Canh bao khi xay ra qua tai hodc cac thong sé vuot ngudng cho phép, gbp phan

nang cao an toan trong qua trinh str dung dién.

Dé dang mo rong va tich hop véi cac hé thong IoT khéac trong gia dinh, doanh

nghiép hodc nha may.

La giai phap phu hop cho cac ung dung quan 1y ning luong thong minh, tiét

ki€m di€n va ho trg chuyén doi so trong thoi dai Cong nghiép 4.0.
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KET LUAN

Qua qua trinh tim hiéu kién trac hé thong IoT va cac giao thic truyén thong IoT, c6
thé thiy IoT dang ngay cang dugc tmg dung rong rii trong nhiéu linh vuc cta doi sdng
va san xuat. Viéc két hop giita cac thiét bi cam bién, mang truyén théng, nén tang xir
Iy dir liéu va tng dung ngudi ding da tao nén cac hé thong thong minh c6 kha ning
giam sat va didu khién tir xa mot cach hiéu qua.

Trong sb cac giao thirc duoc st dung trong IoT, MQTT duogc danh gia 1a mot trong
nhimg giao thirc phit hop nhit nhd co ché truyén dir liéu nhe, tdc d6 nhanh va tiéu tén
it tai nguyén. Pay ciing 1a Iy do MQTT dugc sir dung phd bién trong cac hé thong
gidm sat thoi gian thuc hién nay.

Thong qua tng dung hé théng giam sat dién nang tiéu thy st dung MQTT, c6 thé
thiy viéc ap dung IoT gitp ngudi diung dé& dang theo ddi cac thong s nhu dién ap,
dong dién, cong suat va dién nang ti€u thy. Dir li¢u dugc cap nhat lién tuc, hd tro phat
hién sém céc trudng hop bat thudng va nang cao hiéu qua quan 1y ning luong.

Nhin chung, IoT va MQTT khong chi mang lai nhiéu loi ich trong viéc giam sat va
tu dong hoa ma con 1a nén tang quan trong cho sy phat trién cia cac hé thong thong
minh trong tuong lai.

Pinh hwéng phat trién

- Trong thoi gian t6i, hé thdng co thé duoc mo rong bang cach bd sung nhiéu
diém do dién nang khac nhau, gitip giam sat tip trung trén pham vi rong hon. Bén canh
d6, dir liéu thu thap duoc c6 thé luu trit va phan tich dé danh gia xu hudng st dung
dién theo ngay, tudn hoic thang.

- Ngoai ra, c6 thé tich hop thém céc chtc ning canh bao qua dién thoai, email
hoac Telegram khi phat hién qua tai di¢én. Xa hon nira, viéc két hop véi tri tu¢ nhan tao
s& gitip du dodn muc tiéu thu dién va hd tro xdy dung cac giai phap quan ly ning
lugng thong minh.

- Pé nang cao hiéu qua hoc tap va nghién ctru vé IoT, sinh vién can duoc ting
cudng thuc hanh véi cac thiét bi thuc té nhu ESP32, cam bién do dién ning va MQTT
Broker. Viéc két hop giita 1y thuyét va mé hinh thyc nghiém s& gitp ngudi hoc hiéu 1d
hon vé nguyén 1y hoat dong ciing nhu kha ning ing dung cta cong nghé IoT.

Bén canh do, cac mo hinh gidm sat di¢n nang st dung MQTT hoan toan co thé duoc
trién khai trong gia dinh, phong thi nghiém, doanh nghiép hodc nha xuéng nham hd
trg quan ly dién nang hiéu qua, tiét kiém chi phi va nang cao d6 an toan trong qué trinh
st dung dién.
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