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MO PAU
1. Pt van dé

Trong nhitng nim gan ddy, su phat trién manh mé cua Internet van vat (IoT — Internet
of Things) di tao ra mot hé sinh thai két ndi khong 16 gitta cac thiét bi thong minh, cam
bién va hé théng diéu khién. Theo Cisco Systems, ) luong thiét bi IoT toan cau dy kién
dat hang chuc ty thiét bi, tao ra lugng dir liéu khong 16 theo thoi gian thuc. Cac hé thong
[oT hién dai dugc rng dung rong rai trong:

- Thanh phd théng minh

- Cong nghi¢p 4.0

- Giao thong thong minh

- Y tésd

- Nong nghiép thong minh
- Gidm sat moi trudng

Tuy nhién, cac hé théng IoT truyén thdng chu yéu dya trén mé hinh dién toan dam may
(Cloud Computing), trong d6 toan bo dir liéu dugc giri 1én may chii Cloud dé xir 1y va suy
luan tri tué nhén tao (AI). M6 hinh nay ton tai nhiéu han ché:

- Do tré cao do truyén dir liéu qua Internet
- Tiéu tén bang théng mang
- Phu thudc vao két ndi Internet lién tuc
- Nguy co 10 ri dir li€u riéng tu
- Chi phi luu trir va xtr 1y lon
Badng 0.1 - S gia tiang dit liéu [oT va dp lwc doi véi ha tang Cloud

Thanh phan Pic diém Tac dong
Thiét bi IoT tang nhanh Hang ty thiét bi két ndi Gia tang dir liéu lién
tuc

Dt li€u thot gian thuc Video, cam bién, am Yéu cau xur 1y trc thoi
thanh

Xu ly tap trung trén Phu thudc Internet Ting o tré

Cloud

Al truyén théng Cian GPU manh trén Chi phi van hanh cao

Cloud

1.2. Xu huéng Edge Al trong hé thong IoT

Dé giai quyét cac han ché cua Cloud Al truyén thong, mé hinh Edge Al d4 ra doi va tro
thanh xu hudng nghién clru quan trong trong linh vuc AloT (Artificial Intelligence of
Things).

Edge Al 1a m hinh dua kha nang xtr 1y tri tu¢ nhan tao xuéng gan ngudn sinh dir liéu
(edge devices), thay vi xir Iy hoan toan trén Cloud. Cac thiét bi Edge c6 thé thuc hién:

- Tién xt ly dit liéu

- Phan tich dit liéu tai chd



- Nhan dién dbi tuong

- Phat hién bét thuong

- Ra quyét dinh thoi gian thuc

Trong mé hinh nay:

_ Dit liéu duoc xir Iy ngay tai thiét bi Edge

~ Chi dit liéu can thiét méi guri 1én Cloud

~ Hé théng phan hoéi nhanh hon

- Tang tinh riéng tu va bao mat

1.3. Vai tro cia Edge Al trong IoT hi¢n dai
Su két hop giita Edge Computing va Al tao ra nén tang AloT thong minh c6 kha nang:
- Xt ly dir li€u thoi gian thuc

- Hoat dong doc 1ap khi mat Internet

- Téi wu ning lugng va bang thong

- Nang cao tinh ty dong hoa
Bang 0.2 - So sanh giita Cloud Al va Edge Al

Tiéu chi Cloud AI Edge AI

Vi tri xtr Iy Trung tdm dit liéu |  Thiét bi bién
Do tré Cao Thap

Béang thong Tiéu ton 16n Tiét kiém
Bao mat dir liéu Dé 10 1i An toan hon
Phan hdi thoi gian thuc Han ché Tét

Phu thudc Internet Cao Thép

1.4. Ung dung thuec tién ciia Edge Al trong IoT

Hién nay, Edge Al dang duoc trién khai manh mé trong nhiéu linh vuc.
1.4.1. Thanh phé théng minh

- Camera Al giao thong

- Phan tich méat do phuong tién

- Nhén dién bién sb xe

- Diéu khién tin higu giao thong thong minh
1.4.2. Cong nghiép thong minh

- Predictive Maintenance

- Giam sat day chuyén san xuat
- Robot tur hanh

- Phat hién 13i thiét bi



1.4.3. Giam sdat moi truong

- Phan tich chat luvong khong khi
- Canh bao khi doc
- Giam sat bui min PM2.5
- Canh bao chay rung
1.4.4. Y té thong minh

- Thiét bi deo thong minh
- Phan tich tin hiéu sinh hoc
- Theo doi bénh nhan tir xa

1.5. Tinh cap thiét ciia nghién ciru

Trong bdi canh chuyén d6i sé va Cong nghiép 4.0, Edge Al dang tré thanh cong nghé
¢t 16i cho cac hé théng IoT thé hé méi. Bic biét trong cac linh vuc:

- Mo thong minh

- Nha may thong minh

- Giao thong thong minh

- Hé thong giam sat moi truong thoi gian thuc

Céc hé théng nay yéu cau:

- Do tré cuc thép

- Tinh 6n dinh cao

- Xulycuchbd

- Hoat dong lién tuc ngay ca khi mat két ndi mang

Do dod, nghién ctru Edge Al khong chi mang ¥ nghia hoc thuat ma con c6 gia tri ung
dung thuc tién rat 16n.

1.6. Muc tiéu cia bao cao

Bao cdo tap trung vao cac ndi dung chinh sau:

1. Trinh bay tong quan vé Edge Al

2. Phan tich kién trac Edge Al trong IoT

3. Panh gia vu diém va thach thic

4. Giéi thidu cac nén tang va cong nghé pho bién

5. Phan tich cac (g dung thuc tién

6. Dé xuat hudng nghién ciru trong twong lai

1.7. Phuwong phap nghién ctru

Céc phuong phap duoc sir dung gdm:

- Téng hop tai liéu khoa hoc
- Phan tich m6 hinh Edge Al



So sanh c4c nén tang AloT
Khao sat tng dung thuc té
Panh gi4 kién trac trién khai
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CHUONG I: TONG QUAN VE EDGE Al
I.1. Khai ni¢m vé Edge Al
L.1.1. Khdi niém Edge Computing
Edge Computing la m6 hinh dién toan phan tan trong d6 viéc xu 1y dit lieu dugc thuc

hién g(:fm nguén sinh dir li€u thay vi truyén toan bo dit liéu dén trung tam dir liéu hodc Cloud
Server.

Theo IEEE, Edge Computing giip:

- Giam d6 tré truyén dir liéu

- Tiét kiém bang thong mang

- Tang kha nang xu ly thoi gian thuc

- Cai thi¢n tinh riéng tu dir li¢u

§g? TOOLBOX
EDGE COMPUTING ARCHITECTURE
Cloud Layer Cloud Internet
*Big data processing Server
«Data warehousing 4
A : L3
| h
Edge Layer i H "« LAN/WAN
«» Data processing & Reduction
« Data caching & buffering Edge Node/Server] [ Edge Node/Server] [ Edge Node/Server]
« Control response r Py [y
* Virtualization / ! 5\
¥ ; ¥
= = = =
. A
Device Layer E] [-=5) Ltn'?

* Sensors & Controllers

Hinh 1.1 — Kién triic Edge Computing

Trong hé théng IoT truyén thong:

~ Thiét bi cam bién chi thu thap di liéu

- Dt liéu dugc gtri toan bd 1én Cloud

- Cloud thyc hién phan tich va phan hoi

Mo hinh nay phu hop véi cac tng dung khong yéu cau phan hoi tic thoi. Tuy nhién dbi
voi:

- Xe tu hanh

- Robot cong nghiép

- Camera Al

- Giam sat khi doc

~ Hé théng canh bao chay

thi do tré ctia Cloud Computing tr thanh van dé nghiém trong.
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1.1.2. Khai niém Artificial Intelligence (Al)

Tri tu€ nhan tao (AI) la linh vyc nghién ctru cho phép may tinh mé phong kha nang tu
duy va hoc tap ctia con nguoi thong qua:

Machine Learning

Deep Learning

Computer Vision

Natural Language Processing

Céc mo6 hinh Al hién dai c6 kha nang:

Nhan dién hinh anh
Phan loai dir liéu

Du doan xu hudng
Phat hién bét thuong
Ty dong ra quyét dinh

L.1.3. Khai niem Edge AI

Edge Al 1a su két hop giita Edge Computing va Artificial Intelligence, trong d6 cac

mé hinh AI duoc trién khai truc tiép trén cac thiét bi Edge nham xir 1y dir liéu cuc bd ma

khong can phu thudc hoan toan vao Cloud.

Dinh nghia:

Edge Al la phwong phép trién khai va thyc thi cac thuat toan Al truc tiép trén thiét bi

bién nham cung cap kha ning suy luan thoi gian thuc voi do tré thap.

Céc thiét bi Edge Al c6 thé bao gom:

Smartphone
Raspberry P1
NVIDIA Jetson
Camera Al
Gateway [oT
Thiét bi nhung Al
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I.2. Kién triic tong quat ciia Edge Al trong IoT
1.2.1. M6 hinh kién tric tong qudt

SO DO 2.1. KIEN TRUC EDGE Al TRONG HE THONG loT

XU ly théng minh tai bién — Giam dé tré - Tiét kiém bang théng - Tang cudng bao mat

1. LGP THIET Bl loT (loT DEVICES LAYER) 2. LGP EDGE Al (EDGE Al LAYER) 3. LOP CLOUD & UNG DUNG
(CLOUD & APPLICATION LAYER)

Thiét bj & Cam bién Thiét bi Edge (Edge Device)

O Cam bién ‘ e
nhiét d, dé am

Cloud Platform

© Luu trir dai han
© Phén tich nang cao
© Huan luyén mé hinh Al

N
@ Cam bién o X ly tai bién véi Al © Quan ly thiét bi
Za, bui, khi doc =
0
@ % ol
Camera . @ Internet
loT (( )) Tién xirly Al Inference Phan tich H
dit ligu (Mé hinh Al) thdi gian thuc

Ung dung & Ngudi dung

Gateway loT 46/56
s i sp i A | e (4
e P B | whor m=| A
« Tién xtr ly Phét hién Ra quyét dinh Diéu khién =
« Mé héa BLE bét thudng cuc bd thiét bj ;
Dashboard Ung dung Cénh bao

Thiét bi do
diéln na!n * Gui dr ligu R n Web Mobile  (Email/SMS/Push)
mneng Quan ly dit lidu cuc bd

B © B @ o o s

Luu trir BY dém Nhat ky Bao mjt
cuc bd dir liéu (Log) cuc bd

STEX

Quantrihé théng Ky thuat vien Ngudi dung
cudi

LOI iCH CUA KIEN TRUC EDGE Al

Giam db tré (B Giam phu thugc I Tiét kiém béng thong Téng cudng bao mat ¢ HG trg hoat dong Dé dang m& rong
phan hdi i ¢ két ndi Internet va chi phi i dit liéu i ﬂ thdi gian thuc ] hé théng

Hinh 1.2 - Kién tric Edge A trong hé thong IoT
1.2.2. Cdc thanh phdn chinh

a) Device Layer
Bao gém:
- Cam bién nhiét do
- Céam bién khi
- Camera
- Mic,rophone
- Thiét bi [oT
Nhiém vu:
- Thu thap dir liéu mai truong
- Gui dit 1i¢u to1 Edge Device
b) Edge Layer
D4y la thanh phan quan trong nhit cia Edge AL Chirc ning:
- Tién xt ly dit liéu
- Chay mo hinh Al
- Ph?m tich7 thoi gian thyuc
- DBiéu khién cuc bd
Céc nén tang phd bién:
- NVIDIA Jetson Nano
13



Raspberry Pi Foundation Raspberry Pi
Google Coral TPU
ESP32 Al

c¢) Cloud Layer
Nhiém vu:
Lu'l} trit di¥ licu 16n
Huan luyén,AI model
Ql:lél’l 1y thiét b,j [oT
bong b h¢ thong
I.3. Nguyén ly hoat dong cia Edge Al
Quy trinh xr 1y dit li¢u
Budc 1: Thu thap dir liéu
Cam bién IoT thu thap:
Hinh anh
Video
Dt liéu moi trudong
Am thanh
Buéc 2: Tién xir Iy tai Edge
Loaiqb() nhiéu
Chuan hoéa dir liéu
Giam kich thudc dir licu
Budc 3: Al Inference
Thiét bi Edge chay mo hinh Al:
CNN
YOLO
TinyML
- TensorFlow Lite
Buéc 4: Ra quyét dinh
Vi du:
Céph béq chay
bicu khién quat
Phat hi¢n xam nhép
Canh bao khi doc
Budc 5: Giri dir liéu Ién Cloud

Chi dir liéu quan trong méi dugc dong bo 1én Cloud.
I.4. So sanh Cloud Al va Edge Al

Bang 1.1 - So sanh hai mé hinh Al

Tiéu chi

Cloud Al

Edge Al

14




Vi tri xir ly Trung tdm dit lidu | Thiét bi bién
Do tré Cao Thap

Béng thong Lén Nho

Bao mat dir li€u Trung binh Cao

Xtr Iy thoi gian thye | Han ché Tét

Phu thudc Internet Cao Thép

Ti€u thu nang lugng Tap trung Phéan tan
Kha nang mé rong Cao Trung binh

I.5. Céc nén tang Edge AI phd bién

L.5.1. Raspberry Pi
bic diém:

- Gia thanh tpép
- Dé phét trién

- HO trg Linux
Ung dung:

- Smart Home

- Camera Al
- AloT nghién ctru

Light On/Off

1.5.2. NVIDIA Jetson

bic diém:

- GPU manh

- Hotrg ’CUDA

- Tang toc Deep Learning
Ung dung:

- Computer Vision

- Robot Al

praguage

g
=L

{

>

15

ol




- Xe tu hanh

L5.3. Google Coral TPU
bic diém:

- TI,’U chuyén dung cho Al
- Toéc d6 inference cao ’

- Tiéu thu dién nang thap
Ung dung:

- TinyML

- Al Camera

- Smart Sensor

1.6. Cac m6 hinh AI thwdong dung tai Edge
L.6.1. CNN (Convolutional Neural Network)
Ung dung:

- Nhan dién anh

- Camera Al

- Phan loai vat thé
1.6.2. YOLO (You Only Look Once)

Ung dung:

- Object Detection

- Camera giao thong
- Drone Al

L1.6.3. TinyML

TinyML 13 xu hudng trién khai Al trén cac vi diéu khién cong suat thap nhu:
- ESP32

- Arduino Nano 33 BLE Sense

16



Cloud Al

D

Edge Al | LAN/WAN i
{ i , - ‘
: Micro-Processing TinyML Micro-Processing
: Unit (MPU) inside Unit (MPU)
4 ) )
r 1
Analog to Digital Analog to Digital
Converter (ADC) Converter (ADC)
Sensors Sensors
e
o0 2 &4 M (@ T ¥

I.7. Uu diém ciia Edge Al
L.7.1. Pé tré thip

Do dir liéu dugc xir 1y cuc bd nén thoi gian phan hdi nhanh hon nhiéu so véi Cloud
AL

Vi du:

- Phat hién chay trong vai mili gidy

- Xe tu hanh phan tng tirc thot
1.7.2. Giam tdi bang thong

Chi dit li¢u quan trong dugc gui 1én Cloud:
- Gidm luu lvong mang

- Giam chi phi truyén tai

1.7.3. Tang biao mat dir li€u

Dir liéu nhay cam khong can giri toan bo 1én Internet.

Vi du:

- Camera an ninh

. Ditlibuyté

- Dt liéu cong nghiép

I.8. Han ché ciia Edge Al
1.8.1. Han ché tai nguyén phén ciing

- CPU/GPU nho
- RAM han ché
- Dung lugng luu trit thap

17



1.8.2. Tiéu thu nang lwong

Céac md hinh Deep Learning yéu cau:

- GPU manh

- DPién ndng 16n
1.8.3. Kho cap nhdt mo hinh

Viéc cap nhat hang nghin Edge Devices la thach thuc 16n.
1.9. Xu hwéng phat trién Edge Al

Ciac xu hwéng ndi bat:

- TinyML

- Federated Learning

- Edge Generative Al

- Al Chip chuyén dung
- 6G+ Edge Al

- AloT thong minh

THE FUTURE OF EDGE Al

® &

0 ML& LLMs o
Al ACCELERATORS TINY ML & EDGE LLMs 56/66 NETWORKING

© @ L=

.

GE-TO- MMS
Al-POWERED SECURITY EDGE-TO-EDGE COMMS

EDGE Al

T g

AGENTIC Al FEDERATED LEARNING AGENTIC Al
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CHUONG II: CAC CONG NGHE NEN TANG TRONG EDGE Al
IL.1. Téng quan vé cong nghé nén tang Edge Al
Edge Al la su két hop cuia nhiéu cong nghé khac nhau bao gém:

Phén cing nhiing hiéu ning cao
Bo tang toc Al (Al Accelerator)
Framework hoc may tdi uu
Hé diéu hanh nhung
Cong nghé truyén thong IoT
Céc k¥ thuat toi vu mé hinh Al
Nhitng cong nghé nay cho phép hé thong:
Xt 1y dir liéu thoi gian thuc
Gidm d9 tré
Hoat dong doc 1ap véi Cloud
Tbi wu dién nang ti€u thu
IL.2. Phan cirng trong Edge Al
I1.2.1. Vai tro ciia phén cieng Edge Al
Phan cung Edge Al la nén tang thuc thi cdc moé hinh Al tai thiét bi bién. Khac véi hé
thong Cloud str dung GPU cong suat 16n, Edge Al yéu cau:
Kich thudc nhé gon
Tiéu thy dién ning thap
Xu ly thoi gian thuc
Tich hop Al accelerator

Céc thanh phan phan ctmg chinh gom:

CPU

GPU

TPU/NPU

Bo nhd RAM

B0 nho luu trix
Module truyén thong

11.2.2. Raspberry Pi
Raspberry Pi Foundation Raspberry Pi 1a nén tang Edge pho bién trong nghién ciru
AloT.
Pic diém:
Gia thanh thap
HO trg Linux
Dé 1ap trinh
19



Tich hgp GPIO cho IoT

Ung dung:
Smart Home
Camera Al
Edge Gateway
AloT nghién ctru

*

Light On/Off

o
eI8)y
o
O\,

%

B
«

.

Badng 2.1 - Théng s6 Raspberry Pi 5

Thanh phén Théng sb

CPU Quad-core ARM Cortex-A76
RAM 4GB/ 8GB

GPU VideoCore VII

Két ndi WiF1i, Bluetooth

Hé diéu hanh Raspberry Pi OS

Ung dung [oT, AloT, Gateway

11.2.3. NVIDIA Jetson
NVIDIA Jetson 1a nén tang Edge Al manh mé& danh cho Deep Learning va Computer

Vision.
Pic diém:
GPU CUDA manh
Ho tro TensorRT

Tang toc Al inference
Téi wu cho Computer Vision

20



Cic phién ban pho bién:
- Jetson Nano

- Jetson Xavier NX
- Jetson Orin

11.2.4. Google Coral TPU
Google Coral TPU 14 b6 ting toc Al chuyén dung cho Edge Al.
Pic diém:

- Tbi wu TensorFlow Lite
~ Cong suat thip
- Inference tbc d6 cao

Ung dung:

- Camera Al
- Smart Sensor
- TinyML

21



11.2.5. ESP32 Al va TinyML

ESP32 1a vi diéu khién pho bién trong AloT nho:

- Giaré

- Tich hop WiFi/Bluetooth

- HO tro TinyML

Ung dung:

- Phan loai am thanh

- Nhan dién cu chi

- (Gidm sat moi trudng

I1.3. Bo tiing toc AI (AI Accelerator)
11.3.1. Khai niém

Al Accelerator 1 phan ctmg chuyén dung gitp ting toc:
- Deep Learning

- Al Inference

- Neural Network Processing

Cac loai accelerator:

- GPU
- TPU
- NPU
- FPGA

11.3.2. GPU (Graphics Processing Unit)
GPU phu hop véi:
- Deep Learning

- Computer Vision
- Parallel Computing

Uu diém:
- Hiéu ndng cao
- Ho trg CUDA/OpenCL
Han ché:
- Tiéu thy dién nang 16n
11.3.3. TPU (Tensor Processing Unit)
TPU duoc thiét ké riéng cho TensorFlow.
Pic diém:
- Téc dd Al inference cao
- Ti’éu thu di¢n nang thap
- Toi wu ma tran tensor
11.3.4. NPU (Neural Processing Unit)

NPU 1a bd xur Iy Al chuyén dung trong:
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- Smartphone
- Camera Al
- 10T Edge Devices

Vi du:

- Apple Neural Engine
- Huawei Ascend
- Qualcomm AI Engine

I1.4. Framework va phin mém Edge Al
11.4.1. TensorFlow Lite

Google TensorFlow Lite 14 framework phd bién cho Edge Al
Dic diém:
- Téi uu cho mobile/embedded

- HO tro quantization
- Kich thudc nho

Kién tric TensorFlow Lite

Tensorflow Lite

Architecture

23



Quy trinh trién khai:

1. Huén luyén model

2. Chuyén dbi sang .tflite

3. Téi wu model

4. Deploy tai Edge
11.4.2. PyTorch Mobile

Meta Platforms PyTorch Mobile hd tro trién khai Al trén:
- Android
- 108
- Embedded Linux
Uu diém:
- D@ phat trién
- HO tro dynamic graph
11.4.3. OpenVINO

Intel OpenVINO 14 toolkit tdi wu Al cho CPU Intel.
Chirc nang:

- Ta‘}ng tc inference

- To1i wvu mo hinh

- Ho trg Computer Vision

11.4.4. Edge Impulse

Edge Impulse 13 nén tang phat trién TinyML pho bién.
Hb tro:

- Thl} thap dir licu

- Huan luyén Al

- Trién khai TinyML

- Ty dong sinh ma nhing

I1.5. Cac mo hinh Al sir dung tai Edge
I1.5.1. CNN (Convolutional Neural Network)

CNN chuyén xu ly:

- Hinh anh

- Video

- Camera Al

Ung dung:

- Face Recognition

- Object Detection
- Medical Imaging

11.5.2. YOLO
YOLO la thuat toan Object Detection thoi gian thuyc.
24



Pic diém:
- Tbc d6 cao ’
- DO chinh xac tot
- Phu hop Edge Al
I1.5.3. TinyML
TinyML cho phép trién khai Al trén:
- Vidieukhien
- Thiét bi cong suat thap
Uu diém:
- Dién néng’thép
- Chi phi thap
- Hoat dong offline
I1.6. Cong nghé truyén thong trong Edge Al
11.6.1. MQTT

MQTT la giao thirc phd bién trong IoT:
- Lightweight
- Publish/ S,ubscribe
- Do tre thap
11.6.2. CoAP
CoAP phu hop véi:
- Sensor Networks
- Embedded Devices
11.6.3. 5G va 6G

Mang 5G hd tro:

- Ultra-low latency
- Massive loT

- Edge Computing
Computing & Big Data Al Computing
Storage Pool Pool Pool
(G (Openstack+K8s) (Insight) (Al Station)
(Data Center;

Cloud Computing Management Platform

: (W)
. Ak o] o B

(Outside) Edge Cloud Platform Base $ialon
Edge Servers
5G/Wifi wireless

o
- @

AR other  RS232/USBRJ
Glasses “@mera SENSor  rpnaq Cable
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I1.7. C4c k§ thuat t6i wu mé hinh Al
I1.7.1. Quantization

Muc tiéu:

- Giam k’ich thudc model

- Tang toc inference

Vi du:

- Float32 — INTS
11.7.2. Pruning

Loai bo:

- Neuron !{héng can thiét

- Trong s6 du thua
11.7.3. Knowledge Distillation
Str dung:

- Teacher Model

- Student Model

dé giam kich thudc mang Al
11.7.4. Model Compression
Nén m6 hinh nham:

- Giam RAM

- Giam bd nh¢ luu trix

I1.8. Bio mit trong nén ting Edge Al
Cac nguy co:

- Tan cér}g thiét bi Edge

- DPanh cdp model Al

- Gia mao dir liéu cam bién
Giai phap:

- Secure Boot

- TPM

- Federated Learning
- Blockchain

I1.9. Xu huwéng cong nghé Edge Al
Cic xu hwéng noi bat:

- TinyML

- Al Chip chuyén dung

- Edge Generative Al

- Federated Learning
- Collaborative Edge Intelligence
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CHUONG III: EDGE AI TRONG HE THONG IoT
IIL.1. Tong quan vé tich hop Edge Al va IoT

Su két hop giira Edge Al va Internet of Things (IoT) d4 hinh thanh nén mé hinh AloT
(Artificial Intelligence of Things), cho phép cac thiét bi théng minh:

- Thu thap dit liéu mo1 truong

- Phan tich dir liéu cuc bd

- Ra quyét dinh thoi gian thuc

- Diéu khién ty dong

Khac véi hé théng IoT truyén théng phu thudc hoan toan vao Cloud, Edge Al gitp dua
kha ning tri tué nhan tao xuéng gan ngudn dir liéu hon, tir d6:

- Giam d6 tré

~ Tang toc phan hoi

- Giam tai mang

- Nang cao bao mat dit li¢u

Edge Al Architecture

- | Edge Serve
/ B Orchestration

Aggregation

,,,,,,,,,,,,,,,,,,,,

I11.2. Kién tric tich hop Edge Al trong IoT
II1.2.1. Kién tricc ba I6p (Three-layer Architecture)

Kién trac pho bién nhat cua Edge Al trong IoT gom ba 16p:

1. Device Layer

2. Edge Layer

3. Cloud Layer

Kién tric tong quat AIoT gdm 3 16p dugc thé hién trén Hinh 3.1.
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SO DO 2.1. KIEN TRUC EDGE Al TRONG HE THONG loT

Xtr ly théng minh tai bién - Giam dg tré - Tiét kiém bang théng - Téang cudng bao mat

1. LGP THIET BI loT (loT DEVICES LAYER) 2. LGP EDGE Al (EDGE Al LAYER) 3. LGP CLOUD & UNG DUNG
(CLOUD & APPLICATION LAYER)

Thiét bj & Cam bién Thiét b Edge (Edge Device) Cloud Platform

&0 Cam bign S w ’ o Luu trir dai han
SRR ’;Q,F
nhiét do, d6 am 4 | © Phén tich néng cao

© Hudn luyén mé hinh Al

2 () =
350 cimbien 0 Xur ly tai bién véi Al © Quan Iy thiét bj
‘&5 buikhidoc /,’?\
Wi-Fi @&
2 2 I u ] @ Internet
amera 5
@q T (@) Tién xirly Al inference Phan tich =
A dirligu (M8 hinh Al) thési gian thuc
Ung dung & Ngudi duny
z Gateway loT 46/56 g S 9
Cam bién
@ ey TG VAN &od Q ‘0
« Tidn xir ly Phat hién Ra quyét dinh Didu khién — _
« M héa BLE bét thuong cyc by thiét bj 2 %
Tnigsy co G dr Das‘;’,b:a'd um:::“g Er c“l;\:h:;/a?ush
dign ning — Quan Iy dir lidu cyc bd 5 s )
S g o
o 2] @
e e "(L"’:g')" Blone Quintihgthéng K7 tudtvien N ding
LQI iCH CUA KIEN TRUC EDGE Al
Giam d6 tré Giam phy thuge. Tiét kigm biing thong 0 Téing cuding bdo mat Q H tro hoat dong Dé dang mé rong
phan héi 3 kétndiinternet a ll va chi phi | darligu | A thaigianthue hé théng

Hinh 3.1 — Kién triic tong qudt AloT
II1.2.2. Device Layer

Day 1a 16p thap nhat trong hé thong AloT.
Thanh phin:

- Cam bién nhiét do

- Cam bién khi

- Camera

- Microphone

- Thiét bi do bui PM2.5

- Thiét bi deo thong minh

Chirc nang:

- Thu thap dir liéu mai truong

- Gt dir liéu dén Edge Gateway
Pic diém:

~ Cong suat thap

- Tai nguyén han ché

- Hoat dong lién tuc
II1.2.3. Edge Layer

Edge Layer la trung tam xir 1y thong minh ciia h¢ thong AloT.,
Chirc nang:
- Tién xu ly dit liéu
- Chay m6 hinh Al
- Phan tich thoi gian thuc
- DBiéu khién cuc bd
- Canh béo tlrc thoi
Thiét bi phé bién:
- NVIDIA Jetson Nano
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Raspberry Pi Foundation Raspberry Pi
Google Coral TPU

Industrial Edge Gateway

Vi du:

Camera Al phat hi¢n chay

Nhéan dién nguoi xam nhap

Giam sat khi doc trong ham 10

111.2.4. Cloud Layer

Cloud Layer dong vai tro:

- Luu trir dir li¢u 16n

Huén luyén mé hinh Al

DPong bo hé thong

Quan ly thiét bi

Nén tang pho bién:

Amazon Web Services AWS IoT
Microsoft Azure [oT

Google Google Cloud IoT

Firebase
I11.3. Quy trinh hoat ddng clia hé¢ thong Edge Al trong IoT
II1.3.1. Quy trinh tong qudt

QUY TRINH HOAT DONG 5 BUGC
CUA HE THONG EDGE Al TRONG IOT

0O © 0

THU THAP DU LIEU TRUYEN DU LIEU PHAN TiCH Al
TU CAM BIEN QUA MQTT TAI EDGE

DUA RA QUYET DINH
TU DONG

P2

@ T8t
(Good)

Trung binh
(Moderate)

i
\
i
\

@ Kém/Nguy hiém
(Unhealthy / Danger)

MQTT
BROKER

Cac cam bién (PM2.5,
khi gas, nhiét do, do am, ...)

ESP32 xir ly so bé va gifi
dr liéu qua giao thic MQTT

Edge Al Engine nhan dir ligu,
chay mé hinh Al (TensorFlow Lite)

Heé thdng dénh gia mic do
6 nhiém va ty déng dua ra

GUI THONG BAO
VA HIEN TH|

Unhealthy
AQl165

K&t qua dugc gli Ién Firebase
va hién thj trén (ng dung

Firebase

2S5 75
Gas  120ppm
Temp  231°¢
Humidty 65 %

111.3.2. Buwdc 1— Thu thdp div liéu
Dt li¢u dugc thu thap tu:
29

thu thap di liéu méi trudng dén MQTT Broker. dé phan tich chét lugng khong khi | quyét dinh, kich hoat canh bao Android. Ngusi dung nhan
va glii vé thiét bi ESP32. va phat hién bat thudng. néu can thiét. théng bao canh bao kip thai.
J
LgliCH ey : o s ” o
L2 H X ly thai gian thye, | Hoat déng &n dinh Bao mat dirliéu, | Gidm chi phi truyén di liéu Nang cao hiéu qud
CUA phan hdi nhanh ngay ca khi mét mang gidm rii ro rd rf va luu trir dm may l.l.l.l. va 5 chinh xéc
EDGE Al
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- Camera

- Cam bién khi

- Cam bién nhiét do

- Cam bién d6 4m

- Microphone

Vi du:

Trong hé thong giam sat moi truong:
- MQ135 do khi doc

- PMS5003 do bui PM2.5

- DHT22 do nhiét do va 4o 4m
I11.3.3. Buéc 2 — Tién xir Iy dir ligu
Tai Edge Device, dit li¢u dugc:

- Chuén héa

- Loc nhiéu

- Gidm kich thuée

- Trich xuat dic trung

Muc dich:

- Giam tai xur ly

- Tang do chinh xac Al

- Tiét kiém tai nguyén
111.3.4. Buoc 3 — Al Inference

Edge Device chay mo hinh Al:
- CNN

- YOLO

- TinyML

- TensorFlow Lite

Vi du:

Camera Al:

- Phat hién nguoi 7

- Nhén dién vat the

- Phat hién chay
II1.3.5. Buéc 4 — Ra quyét dinh
Heé théng Edge Al c6 thé:

- Kich hoat coi1 canh bao

- Bat quat thong gid

- Gﬁ:i SMS canh bao

- Diéu khién relay

Vi du:

Néu ndng d6 bui PM2.5 vuot ngudng:

30



- Hg¢ théng tu dong bat quat hut bui

- Gui canh béo 1én smartphone

I11.3.6. Budc 5 — Pong bé div liéu 1én Cloud

Chi dir liéu quan trong dugc gui 1én Cloud:

e Gidm bang thong

e Giam chi phi luu trir

o Tang bao mat dir liéu

I11.4. Cac md hinh trién khai Edge Al trong IoT
111.4.1. Edge-only AI

Toan bd Al chay tai Edge Device.
Uu diém:
- Do tré thap
- Hoat dong offline
Han ché:
- Han ché tai nguyén
111.4.2. Cloud-assisted Edge Al
Mot phﬁn xur 1y thuc hién tai Edge, phﬁn con lai trén Cloud.
Uu diém:
- Can bang hiéu ning
- Ho trg mo hinh AI 16n
I11.4.3. Federated Edge Al
Céc Edge Devices cung hoc AI ma khong chia s¢ dir li€u tho.
Uu diém:
- Téang bao mat
- Gidm ro ri dir liéu
I11.6. Ung dung Edge AI trong IoT
I11.6.1. Giam sat moi trwong thong minh
Ung dung:
- Phat hién khi doc
- Giam sat bui PM2.5
- Cénh bao chay
Vi du:
Hé théng AloT:
- ESP32 +MQI135

- Edge Al phan tich chét lugng khong khi
- Android App hién thi canh béo

31



o
ﬁ X
-,
-
™ L ot
sty WA
B ;Ji
]
=
| 5
B
i
"
]
5

111.6.2. Camera Al thong minh
Ung dung:
- Nhan dién khuon mat
- Phat hién xam nhép
- Giam sat giao thong
111.6.3. Cong nghiép thong minh
Ung dung:
- Predictive Maintenance
- Robot tu hanh
- (Giadm sat may moc
I11.6.4. Y té théong minh
Ung dung:
- Wearable Devices

- ECG Monitoring
- Health Analytics

IIL.7. Thach thirc trong trién khai Edge AI cho IoT
II1.7.1. Han ché tii nguyén

- CPU yéu
- RAM nho
- Dung lugng thap

111.7.2. Tiéu thu nang lwong

Deep Learning yéu cau:
- GPU manh
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- Dbién nang cao
111.7.3. Bdao mdt

Nguy co:

- Tan cér}g Edge Device

- Danh cap dﬁ: ligu

- Gia mao thiét bi
I1I1.7.4. Qudn Iy s6 lwgng 16n thiét bj
Hé théng AIoT c6 thé gdm:

- Héng nghin sensor

- Nhiéu Edge Nodes

- Phan tan dia 1y rong

IIL.8. Xu hwéng phit trién AloT

Cic xu hwéng noi bat:

- TinyML
- Federated Learning
- Edge Generative Al
- 6G AloT
- Autonomous Edge Systems
Autonomous Real-time
Decision Making Decision Making
Unified inference engine Instant actions like
for split-second braking and lane
decisions changes
< @;
Rea!-tirpe Fault Tolerance
Monitoring

Evaluating road and
environmental
conditions

Autonomous operation
without internet

Predictive @ Predictive
Maintenance Analytics

Monitoring vehicle health E‘ Anticipating hazards like
@ pedestrians

Enhanced

I11.9. Uu diém ciia Edge Al trong IoT
II1.9.1. Giam d¢ tré (Low Latency)

Mot trong nhitng wu diém quan trong nhét cua Edge Al 14 kha nang xtr 1y dif lidu truc
tiép tai thiét bi bién thay vi giri toan bo dit liéu 1én Cloud.
Trong mo6 hinh Cloud AI:

Sensor — Internet — Cloud — Al Processing — Response
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Trong mo hinh Edge Al:
Sensor — Edge Al — Response
Diéu nay giup:

- Giam tbdi gian truyén dir liéu
- Phan hoi gan nhu‘ turc thqc‘ri

- Tang hiéu qua di¢u khién

Vi du thiee té: Xe tw hanh

Xe tu hanh can:

- Nhan diér} Vét’cém

- Phgnh khan cap

- Diéu hudng tire thoi

Néu xir 1y trén Cloud:

- Do tré vai tram mili gidy co6 thé gay tai nan.
Vi Edge Al

- Alxu 1}'/ tryc tiép trén xe

- Phan hoi trong vai mili giay

Cloud vs. Edge Al Latency

[ 40ms | [ 80ms
Sensor | —> ——————> |Response

Network Cloud Al Inference

Total: 150 ms

S
rd

D P ———— Actuator
LB A )

Edge Al Inference
Total: 15 ms

Sensor

II1.9.2. Xur ly thoi gian thuc (Real-time Processing)
Edge AI cho phép:

- Giam sat lién tuc

- Phan tich dir li¢u streaming

- Cénh bao ngay lap tuc

Ung dung:

- Camera Al
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- Robot cong nghiép

- Giam ,sét khil doc

- Hg thong chong chay

Vi du:

Trong hé thong giam sat ham 10:

- Sensor MQ135 phat hi¢n khi doc
- Edge Al phan tich dir li€u

- Relay kich hoat quat thong gi6é ngay 1ap tirc
111.9.3. Giam tdai bang thong mang
Trong hé théng IoT truyén thong:

- Toan bd dit li¢u gutri 1én Cloud

- Ton bang thong 16n

Edge Al chi gui:

- Dle liéu quan trong

- Keét qua phan tich

- Metadata

Vi du:

Camera gidm sat:

- Khong gui toan b Videro

- Chi gui khi phat hién bat thuong

Bang 3.1 - So sanh lvu lwong dir liéu

Hé théng |  Dir liéu truyén
Cloud Al Video lién tuc
Edge Al Chi su kién bat thuong

I11.9.4. Tang tinh riéng tw va bdao mdt dir liéu
Dt liéu nhay cam dugc xtr 1y cuc bo:

- Khong can truyén toan b 1én Internet

- Giam nguy co 10 ri dit liéu

Vi du:

- Camera bér}h vién

- Thiétbiyte

- Nha may thong minh




I11.9.5. Hoat dpng ngay cd khi mét Internet
Edge Al vin c6 thé:

- Chay Al inference

- Piéu khién cuc bd

- Ra quyét dinh offline

Rét quan trong trong:

- Ham 10 khai théc

- Khu vuc vung sau

- Nha may ty dong
II1.9.6. Tiét kiém chi phi Cloud

Edge Al giup giam:

- Chi phi truyén dit liéu

- Chi phi luu trit Cloud

- Chi phi xr Iy GPU trén Data Center
I1I1.9.7. Tang kha nang mo rong hé théng
Hé thong phan tan Edge:

- Giam tai trung tam

- D& mé rong theo khu vuc

- Tang tinh linh hoat

I11.10. Thach thirc cua Edge Al trong IoT
II1.10.1. Han ché tai nguyén phan cirng
Céc Edge Devices thuong co:

- CPU yéu

- RAM nho

- B0 nhd han ché

- Cong suat thap

Trong khi d6 m6 hinh Al hi¢n dai:

- Deep Learning

- Computer Vision
- LLMs

doi hoi:

- GPU manh

- B0 nho 16n

Vi du:

NVIDIA Jetson Nano chi co6:

- RAM 4GB
- GPU han ché
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nén kho trién khai:

- Large Language Models

- Video Analytics dd phan giai cao
1I1.10.2. Tiéu thu nang luong

Al inference tiéu t6n nhiéu dién ning.
Pac biét:

- CNN

- YOLO
- Computer Vision

lam tang:

- Nhiét d6 hé thng

- Tiéu hao pin

- Chi phi van hanh
I11.10.3. Khé téi wu mé hinh AI
Mo hinh Al phai dugc:

- Gidm kich thuée

- Tbi uu inference

- Giam sb tham s

Céc k¥ thuat thuong dung:

- Quantization

- Pruning

- Knowledge Distillation

Vi du:

YOLOVS ban day du:

- Kho chay trén ESP32

Can:

- TinyML

- TensorFlow Lite

- Phién ban lightweight
111.10.3.1. Bdo mdt thiét bj Edge
Thiét bi Edge dé bi:

- Téan cong vat Iy

- Panh cap firmware

- Chiém quyén diéu khién
Cic kiéu tin cong pho bién
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a) Malware Injection

- Chen ma doc vao Edge Device.
b) Model Stealing

- Panh cap mo hinh AL

¢) Data Poisoning

- Lam sai léch dit liéu huén luyén.
d) Adversarial Attack

- Tén cong danh ltra mo hinh Al

ADVERSARIAL ATTACKS

DATA POISONING
MODEL POISONING
MODEL SKEWING

TRANSFER LEARNING EE‘E EE-E

~__— TRAINING DATA

-

AR £ "
/MODEL EXTRACTION
MODEL INVERSION 9;‘ ~
s .
(-......-......_M_E_":I-B.FRSHIPINFEPENCE/E:}S .l
............. i O 55
ATTACKER ey ué;g
2 H &0
. IINDUT MANIPULATION R ﬁf?;\i[? U‘/‘/
H Al SYSTEM/MODEL
&

E'-,._INDIRECT PROMPT INJECTION I’ a-.%_.
’ '8 J EXTERNAL POISON
CONTENT

111.10.3.2. Quén ly sé luong I6n thiét bj loT
Heé théng AloT c6 thé gom:

- Hang nghin sensor

~ Nhiéu Edge Nodes

- Phan tan dia ly rong

Khé khan:

- Pong bo firmware

- Cap nhat AI model

- Quan 1y 16i hé thong

111.10.3.3. Kho cdp nhdt mo hinh Al
M6 hinh AT can:

- Retraining

- Fine-tuning

- Update lién tuc
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Trong hé thong 16n:

- Qua trinh cip nhat rat phirc tap
11.10.3.4. Khé néng tuong thich hé théng
Edge Al phai tich hop vdi:

- Nhiéu loai sensor
- Nhiéu giao thtic IoT
- Nhiéu nén tang Cloud

Diéu nay gy kho khin:
- Chuan hoa h¢ thdng
- Tuong thich phan mém

- Pong bo dit licu

II1.10.4. So sinh tong hop wu diém va thdch thire

Bdng 3.2 - Tong hop danh gid Edge Al

Noi dung Uu diém Thiach thire

Do tré Thap Phu thudc phan cing
Béng thong Tiét kiém Quan ly phén tan
Béo mat Tang riéng tu D@ bi tin cong vat ly
Al Processing Real-time G161 han tai nguyén
Chi phi Giam Cloud Tang chi phi Edge
Nang lugng Hiéu qua hon Cloud Pin han ché

II1.10.5. Cdc gidi phdp khéc phuc thdach thirc

111.10.5.1. TinyML

TinyML giup:

- Trién khai Al trén vi diéu khién
- Gidm dién nang

- Giam chi phi phan cing
111.10.5.2. Federated Learning
Federated Learning cho phép:

- Huén luyén phan tan

- Khong chia s¢ dir li¢u tho

- Tang bao mat




Applications of Federated Learning in Edge Computin; i Applications of Edge ! "
x f 2 z NI : H Federated Learning : : Challenges

Edge |} b g 4 & Vehicular
: ] % Neworks 1y UAY w1 Outlier

5
::

Forecasting 1

111.10.5.3. Al Accelerator
Cac Al Chip chuyén dung:

- TPU
- NPU
- Edge GPU

giup:

- Tang tdc inference

- Gidm dién ning

111.10.5.4. Edge-Cloud Collaboration
Két hop:

- Edge xtr 1y real-time

- Cloud xu ly dir liéu 16n

dé t6i wu hiéu ning toan hé thdng.
I111.10.6. Xu hwong nghién cviru twong lai
Céc huéng nghién ciru noi bat:

- Green Edge Al

- Tiny Generative Al

- Edge LLM

- 6G AloT
- Autonomous Edge Systems
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Deploying LLM Applications for Edge Devices

Deployment

Optimization and Monitoring

Apply optimization techniques like

distillation, pruning, quantization, and

more to make the model suitable for
edge deployment.

Deploy the model to the edge
device and monitor its
performance, making adjustments
as needed.

Choosing Right

Integration
Language Model

Ensure the model can interact with the
device's software and hardware.
Your chosen model must meet the
application's accuracy and

responsiveness needs.
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CHUONG IV: XU HUONG VA HUONG NGHIEN CUU TRONG EDGE Al
IV.1. Tong quan xu hwéng phat trién Edge Al
Trong bi canh:
Dit liéu IoT ting truong bung nd
Nhu cau xir 1y thoi gian thuc ngdy cang cao
Al dugc tich hgp vao moi linh vyc
Edge Al dang chuyén tir mé hinh hd trg sang nén tang trung tim cta hé sinh thai AloT.
Céc xu hudng phat trién méi tap trung vao:
Al hiéu ning cao cong suit thap
Al phan tan
Edge Intelligence
TinyML
Edge Generative Al
- 6G AloT
IV.2. Xu hwéng phit trién Edge Al

1IV.2.1. TinyML va Al siéu nhe

TinyML la xu hudng trién khai mé hinh hoc may trén:
Vi diéu khién
Thiét bi cong suat thap
Sensor thong minh
Cic nén tang pho bién:
ESP32
Arduino Nano 33 BLE Sense

STM32

- Coral Micro

Pic diém cia TinyML
Dién ning cyc thip
Hoat dong offline
Chi phi thap

- Thoi gian phan hoi nhanh

Ung dung:
Nhén dién giong ndi
Phat hi¢n rung dong
Giam sat khi doc
Phan loai am thanh
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TinyML Framework

Computation Graphs/NAS
~ ~
Energy-Aware Compiling Framework

—
—_

Optimized Computation Graph

Operator-level Optimization

.

\ Hardware-aware Code Generation
N >,

Light-weight Runtime Framework

Tensor Memory Planner

Low-Power MCU Architecture

- Vector-
S lized ISA A
vV

Xu huéng nghién ciru TinyML

Nén mo hinh Al
Quantization toi uu
Tiny Transformer
Tiny Vision Models

1V.2.2. Edge Generative Al
Generative Al dang duoc dua xuéng Edge Devices nham:
Giam phu thudc Cloud
Tang tinh riéng tu
Giam do tré
Cac wng dung:

Sinh van ban cuc bd
Voice Assistant offline
Al chatbot tai Edge
Sinh anh thoi gian thuc

Thach thirc:

Mb hinh 16n
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Yéu cau GPU manh
Tiéu thu dién nang cao

Xu huéng:
Tiny LLM
Quantized LLM
Distilled Language Models

1V.2.3. Federated Learning

Federated Learning 1a mo hinh huén luyén Al phan tén:

Khong gui dir li¢u tho 1én Cloud
Chi chia sé trong s6 mo hinh

Uu diém:
Béo vé quyén riéng tu
Gidam luu lugng mang
Phu hop hé théng AloT 16n
Ung dung:

Smart Healthcare
Smart Factory
Autonomous Vehicles
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=1
==
=3

Categories of federated learning

Horizontal federal Vertical federal
learning learning

)

Data feature

Client 1 Client2  Client3 3
alignment
>
Intermediate

Upload encryption parameters Client 1 result Client 2
exchange

«
Distribute the latest model!

Upload encryption parameters

- —
Send the public key &
mode! update results

1V.2.4. AI Accelerator thé hé méi

Federated transfer

learning
#  Current
%  model
Client1
Exchange
data

representation b Updated |
model

s Bx Current o
' model

“ Client 2

#% Updated 1

W+  model

Current
model

“ Client 3

#% Updated
% model T

5

Cac Al Accelerator méi duoc thiét ké chuyén biét cho Edge Al

Edge GPU
FPGA Al

Xu huéng:

Hi¢u nang cao hon

Dién nang thap hon

Tich hop Al engine chuyén dung
Vi du:

NVIDIA Jetson Orin

Google Edge TPU

Intel Movidius

Apple Neural Engine

1V.2.5. 5G/6G va Edge AI

Mang 5G va tuong lai 1a 6G dong vai tro quan trong trong AloT.

Dac diém:

[’Tng dung:

Xe tu hanh

Smart City

Drone Al

Robot cong nghi¢p

Ultra-low latency
Massive [oT
Edge-native networking

Intelligent communication
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1V.2.6. Collaborative Edge Intelligence
Nhiéu Edge Nodes cung:
- Chia s¢ dir lidu
- Chi,a sé tai nguyén
- Phoi hop Al inference
Muc tiéu:
- Tang hiéu nang
- Giam tai tung pode
- M6 rong hé thong
1V.2.7. Green Edge Al
Green Al tap trung:
- Giam dién nang
- Giam phat thai carbon
- Tang hi€u quéa nang lugng
Huwéng nghién ciru:
- Low-power Al Chips

- Energy-aware Al
- Carbon-efficient Computing

IV.3. Cac hwéng nghién ctiru mé trong Edge Al
IV.3.1. T6i wu mé hinh AI cho Edge

Bai toan:

MGo hinh Al hién dai:

- Qualdén

- Tiéu thy tai nguyén cao

Huwdéng nghién curu:

- Model Compression

- Quantization

- Pruning

- Knowledge Distillation

Vi du:

YOLO Nano cho Edge Camera.
IV.3.2. Edge AI cho mang cdm bién khong day

Wireless Sensor Networks (WSN):
_ Cong suat thip ,
- Nang lugng han ché
Cic van dé nghién ctru:
- Al routing optimization
- Fault detection
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Distributed intelligence

1V.3.3. Edge AI cho cong nghiép thong minh

Huwdng nghién ciu:

Predictive Maintenance
Industrial Robotics
Digital Twin

Smart Manufacturing

Cac bai toan pho bién:

Phat hién 16i may moc
Giam sat rung dong
Al Vision trong san xuét

1V.3.4. Edge Al cho mo thong minh

Day 1a huéng nghién ctru rat tiém ning trong:

Khai thac than
Ham 16
Mo 10 thién

Ung dung:

Giam sat khi doc

Canh bao bui min

Camera Al an toan lao dong
Robot ti hanh trong ham 10

Cac thach thiec:

Maéi trudng khic nghiét
Mit két ndi mang
Tiéu thu nang lugng
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IV.3.5. Edge Al trong y té théng minh
Huwdng nghién ciru:

- Wearable Al

- Remote Health Monitoring

- ECG Analysis

- Al Medical Imaging

Thach thire:

- Quyén riéng tu dir liéu

- DG chinh xac Al

- Bao mat thiét bj y té
1V.3.6. Autonomous Edge Systems
Céc hé théng Edge Al tuong lai sé&:
- Tuhoc

- Tu thich nghi

- Tu ra quyét dinh

Vi du:

- Drone tu hanh

- Robot Al
- Smart Vehicles

IV.4. Cac thach thire nghién ciru trong twong lai
1V.4.1. Gioi han tai nguyén

Edge Devices van bi han ché:

- CPU

- GPU

- RAM

- Pin
IV.4.2. Qudn Iy hé thong phén tin
Hé thong AloT tuong lai c¢6 thé gdm:
_ Hang triéu thiét bi

- Nhiéu Edge Nodes

- bialy phan tan
1V.4.3. Dam bdo bdao mdt Al

Cac nguy co:

- Adversarial Attack

- Al Malware
- Model Stealing
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1V.4.4. Explainable AI (XAl)

Al can:

- Giai thich duoc quyét dinh

- Tang tinh minh bach

- DPam béo do tin cay
IV.4.5. Quantum Computing Threat
May tinh lugng tir trong twong lai c6 thé:
- Pha v0 thuat toan ma hoa hién tai

- Gay rui ro bao mat 16n

IV.5. Dinh huéng nghién ctru dé xuit
Cac hudng nghién ctru phu hop tai Viét Nam
a) Edge Al giam sat moi truwong

- Bui PM2.5

- Khi doc

- Chét luong khong khi

b) AloT cho mé thong minh

- Giam st an toan ham 10

- Canh bao chay nb

- Robot kiém tra tu dong

¢) TinyML cho nong nghiép

- Giém sat d6 am

- Nhan dién sau bénh

- Tuéi ti€u thong minh

d) Edge Al cho giao thong thong minh
- Camera Al giao thong

- Nhan dién bién s6

- Phan tich mat d6 xe

IV.6. Dy bao twong lai cua Edge Al
Theo nhiéu bao céo cua:

- International Data Corporation
- Gartner
- IEEE

Edge Al sé¢:

_ Tré thanh nén tang cbt 161 cuia AloT

- Puogc trién khai rong trong cong nghiép
- Tich hop manh véi 6G

- Hbtrg hé théng tu dong thong minh
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CHUONG V: MO HINH UNG DUNG “HE THONG EDGE AI GIAM SAT
CHAT LUQONG KHONG KHIi TAI KHU CHE BIEN THAN”
V.1. Giéi thi€éu bai toan
Trong cac khu ché bién than, qua trinh:
Nghién than
Sang tuyén
Vian chuyén
Béc d& vat lieu
thuong phat sinh:
Bui min PM2.5/PM10
Khi CO
Khi CHa4

SO2
NO:
Céc tac nhan ndy anh huéng nghiém trong dén:
Strc khoe nguoi lao dong
MOoi truong san xuat
An toan chay nd
Thiét bi cong nghiép
Trong nhiéu hé thong truyén thdng:
Dit liéu cam bién duogc gui toan bo 1én Cloud
Do tré xtir 1y cao
Phu thudc Internet
Kho phan tng thoi gian thuc
Do d6, viéc ung dung Edge Al trong giam sat chat lugng khong khi 14 huéng tiép can
hiéu qua nham:
Phan tich dit liéu tai chd
Phat hién bat thuong tirc thoi
Tu dong canh bao
Diéu khién hé thong xtr Iy moi trudong
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V.2. Muc tiéu ciia h¢ thong

Hé théng dugc xdy duyng nham:

- Giam sat lién tyc chat luong khong khi
- Phat hién bui va khi d§c vugt ngudng
- Phan tich dit liéu bang Edge Al

- Cénh béo thoi gian thyc

- Diéu khién ty dong hé thong xur 1y bui
Cac chire nang chinh

a) Thu thap dir liéu méi trudng

- PM2.5

- PMI10

- CO

- CHa

- Nhi@t do

- Dbéam

b) Phan tich Edge Al

- Phat hién bét thuong

- Du doan xu hudng 6 nhiél}l

- Phéan loai mirc d§ nguy hiém

¢) Piéu khién tw dong

- Bat quat hat bui

- Kich hoat phun suong

- Canh bao coi/den

d) Giam sat tir xa

- Android App

- Dashboard Web
- Firebase Cloud

V.3. Kién triic tong thé hé thong
V.3.1. Kién triic ba l6p

Hé thong gdm:

1. Sensor Layer

2. Edge AI Layer

3. Cloud & Application Layer
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SO PO 9.1. KIEN TRUC HE THONG

Hé théng Edge Al giam sat chat lugng khéng khi tai khu ché bién

1. SENSOR LAYER 2. EDGE Al LAYER
(Lép cam bién) (Lép xtr ly Edge Al)

Céc loai cdm bién Thiét bj Edge (Edge Device)

' PMS5003 |
Do byi PM1.0 / PM2.5 / PM10 .
o byl VIO PRzt Thiét bj thu thip |
MQ135 | Xt Iy tai bién véi Al
Do khi déc (CO2, NH3, | g ) mMQTT
Benzene, khoi...) i —— JHTTP
E > @l > A
T— —|| & 4 @ - u | =
Do nhiét 4, do dm ! Tidn xir Iy Al Inference Phan tich Phat hién B
| dir ligu (TFLite / ONNX) thi gian thye | bét thudng
MQ-4 SR - == = 2 :
Do khi CH4 e | Ra quyét dinh cuc bd
ESP32 Sibe
) MQ7 + Doc i ligu cam bién | Y -‘-
. Do khiCO i i =90 . e : i +—
« Tién xtrly | Cinhbio  Btquathitbyi  Phunswong  Coi/Deénbdo
. | Canh bo
BH1750 g L trit cuc Bo / idu khién
e | u trir cuc bd
Do cudng dd 4nh séng = SR Ul T g : .
Céc cam bién khac i Cosdiligu Bodémdirlidu Nhatkyhéthng  Bao mat
| cucbd (Cache) (Log) darliéu

UNG DUNG THUC TE

L &=
Gidm sat chit lvang Phithignsomnguyco 4  Bdové sickhde Tudénghéahé théng sl
khéng khi 24/7 & nhiém & chay nd iy 970 %n X Iy méi truding =6
—P  Ludng dirliéu tir cam bién dén Edge —>  Ludng dir ligu tir Edge lén Cloud P Ludng cénh bso / didu khién tir Cloud/App vé Edge

Hinh 5.1 — So do kién triic hé thong
V.4. Thanh phin phén cimg hé thong
V.4.1. Vi diéu khién ESP32
ESP32 dugc sur dung dé:
- Poc dit liéu cam bién
- Gui dir lieu qua WiFi
- Kétndi MQTT
Pic diém:
- Tich hgp WiFi/Bluetooth
- Gié thanh thap
- HOb tro IoT tdt
- Tiéu thy dién ning thap

than

3. CLOUD & APPLICATION LAYER
(Lop Cloud & Ung dung)

Cloud Platform (Firebase)

N + Firebase Realtime Database
{ * Luu trir dir liéu thai gian thyc

« Déng bd da nén tang
« Lich sir di¥ liéu & phan tich

Dashboard Web
« Gidm sat tryc tuyén

« Biéu dé, thong ké
+ Bao cdo mdi trudng

Android Application

. « Hién thj dir liéu realtime
mas « Cénh béo tirc thai
8spam

« Lich sir va biéu dé
« Push Notification

Luu trir & phan tich % Tuén th tiéu chudn
dir ligu dai han \J ;1 mdi truding

2‘? Két ni khdng day (Wi-Fi)
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“ ESP32 Environmental Monitor * Comected -

51.8

DUST CONCENTRATION

37.6..

 Sensor History Graph

»,7‘/.\&”\‘ “‘\‘;A
S S

S

Owvice 10 aug22_smvol

ESP32 Applications in Industry 4.0

Smart Grid Monitoring a R " grndus!r4§lAu(omalionandModbus
\ Integration

INA219 Shunts-

'
Fault Tolerance -~

!
=
o
2
o
4
@
B}
=
c

Smart Manufacturing& =,
Automation =€

Machine-to-Machine Links- 1:

Cloud Dashboards -’

ESP32in
Industry 4.0

Quality Control and Process r.a

Optimization ="

!‘- TensorFlow Lite

ESP32-CAM Boards-- !
~- TinyML

Defect Rate Reduction:-’

SCADA System Integration f;’og i

LORaWAN'“i o MQTT Protocol
Wi-Fi - *= Al-Augmented Models

ESP 32

UL Temp & Humi

sensor

5i7021-A20 DE: senson

D6F-PHO505AD3 ESP 32

l l MCU board
PM sensor ; / é

PM2008

I

SENSOR

l ' ((T)) Micro SD
Module
ESP32 e

VOCs sensor
EM1106-C SP35-AQ2-01

Micro SD
Module

\

V.4.2. Cam bién bui PMS5003

Cam bién PMS5003 dung dé do:

- PM1.0
- PM25
- PM10

Théng so:
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Théng s6 Gia tri

bién 4p 5V

Giao tiép UART

Do chinh xac Cao

Ung dung Giam sat bui

V.4.3. Cim bién khi MQ135
MQ135 dung dé phat hién:
CO:
NH;
Benzene
Khoi doc
Ung dung:
Giam sat khi doc
Phat hién ro ri khi
V.4.4. Raspberry Pi/ Jetson Nano
Edge Device thyc hién:
Al inference
Ph?m tichﬂ dir 1iéu’
bicu khién hé thong
So sanh thiét bi

Thiét bi Uu diém

Han che

Raspberry Pi Giaré

AI han ché

Jetson Nano GPU manh

Tiéu thu dién cao

V.5. Thiét ké phan mém h¢ thong
V.5.1. Kién tricc phan mém
Hé théng phan mém gom:
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- Firmware ESP32

- MQTT Broker

- Edge Al Engine

- Android Application
- Firebase Cloud

So' d0 phin mém

KIEN TRUC PHAN MEM HE THONG EDGE Al GIAM SAT KHONG KHi

Ludng dir liéu va xur ly trong hé théng AloT

LGP THU THAP DU LIEU

g i ....(fg).

MQ135 DHT22
(Gas) (Nhiét do, dd am)

ESP32 FIRMWARE

o Sensors

Thu thap dir
liéu méi trusng
tir cac cam bién. PMS5003
(PM2.5 / PM10)

ESP32 Firmware
Nhan di ligu tir —p= —~~ =
ey -0— — | °
cam bién, xur ly =g= ®
o ban va gi lé
SaiRanva.aubisn Pocdiligu | Tiénxrly | KétndiWi-Fi
MQTT Broker. cambién | (Locnhiéu) = GuiMQTT
e MQTT Broker MOTGEROKER

Nhén va phan phéi —_—
; <

dir ligu MQTT giita li’J BN O<Z &xD

thigtbiEadeve Nhandirliéu  QuanlyTopic  Phan phdidiligu

céc dich vu khac. tir ESP32 &Message  déncacdichvy

EDGE Al ENGINE

& al

Phan tich & du
doan canh bdo

Edge Al Engine
Nhan di liéu tir
MQTT Broker, phan
tich bang Al tai
thiét bi Edge.

AlInference
(TFLite / ONNX)

DECISION MODULE

IR Y 2

Kiém tra Panh gia Kich hoat canh bao
nguding muic donguy hiém  (Dén/Céi/ Quat)

ANDROID APP / FIREBASE

Nhan dir liéu
(MQTT Client)

Decision Module
Pua ra quyét dinh
dua trén két qua
Al va ngudng

canh béo.

Guii thong bao
dén Firebase

Android App /
Firebase

Hién thi dir liéu

« Do bui min PM2.5, PM10

« Do khi déc (CO, NH3, ...)

« Nhiét do, d6 am

« GUi dir liéu vé ESP32
qua Wi-Fi

« Firmware doc di liéu
qua 12C / UART / ADC

« Tién xt ly, déng géi
JSON

« GUi dir ligu qua MQTT

« Broker: Mosquitto / EMQX

+ Quan ly topic:
airquality/pm25
airquality/gas
airquality/temp

+ Dam bao két ndi 6n dinh

« Chay mé hinh Al tai Edge
« Phét hién bat thusng
« Dy doan xu huéng
& nhiém
« GUi két qua dén
Decision Module

+ So sanh véi ngudng
an toan

« Diéu khién thiét bj
canh bao

« Gri théng tin lén
Firebase

« Luu trir dir ligu thai gian thuc
« Hién thi Dashboard

(1} y
Wbt }* ‘ A ‘% ‘ » "+ Bidu db, lich sir di liéu
2 7 s’ =
- - « Push Notification
nrnan car:h bao Firebase Realtime  Hignthidirligu ~ Thongké&  Thong bao ddy car bdo
va luu trir Cloud. Database thaigianthye  Bidudélichst  (Notifications)
LUONG DU LIEU TONG QUAT oHO Ao
s~ H-@-- - [Jr —umew
™ --=» Ludng diéu khién
Sensors ESP32 MQTT Edge Al Decision Android App /
Firmware Broker Engine Module Firebase

V.5.2. Giao thiee MOQTT
MQTT duogc st dung dé:

- Gui dir liéu sensor



- Dong bo thoi gian thyc

- Giam bang thong

Topic vi du:
factory/airquality/pm?25
factory/airquality/co
factory/alert/fire

V.5.3. Firebase Realtime Database

Google Firebase ho tro:

- Ll}'u dir liéu thoi gian thuc
- Dong bd Android App

- Notification

V.6. M6 hinh Edge Al trong hé thong
V.6.1. Dit ligu dau vao

Dit liéu gom:

- PM2.5

- PM10

- CO

- Nhi@t do

- Dboam

V.6.2. Tién xii Iy die ligu

Cac budc:

1. Loc nhiéu

2. Chuan hoéa dit liéu

3. Trich xuat dic trung
V.6.3. AI Model

Cac mé hinh c6 thé sir dung:
- Random Forest

- LSTM

- CNN

- TinyML

Vi du:

Mo hinh Al du doan:

- Nguy co 6 nhiém cao

- Xu hudng tang bui

- Kha nang chay no

V.6.4. Al Inference tai Edge
Edge Device thyc hién:

- Chay TensorFlow Lite
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- Phan tich thoi gian thuc
- Ra quyét dinh cuc bd

AirSentinel Dashboard

Dashboard - .
Air Quality Index

Q" Devices

[2] Locations 4 2

Settings

Good

Air Quality Index

Recommlellation

V.7. Co ché canh bio tw dong
V.7.1. Piéu kién cinh bdo

Vi du:

- PM2.5>150 pg/m?

- CO vuot ngudng

- Nhiét do tang bat thuong
V.7.2. Cac hinh thirc canh bdo
Hé thong co thé:

- Batcoi

- Batdén

- Gui SMS

- Push Notification Android
So d6 canh bao
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QUY TRINH CANH BAO EDGE Al

Phat hién - Phan tich - Canh bao - Théng bao thgi gian thire

Sensor Data

Céc cam bién

Dt liéu tho tir

1 \I
I 1
a - pea I ]
I s, tht{tha") Sy ”3 «: cac cam bién i
‘ ST moltuang » ! (IoT Devices) !
(¢ ) lién tuc va gui . )
S vé Edge Device.
PM2.5 / PM10 "’('813)5 s
L as; 5 &m
Edge Al Analysis Pl it S
, Edos:al phan fich | Xirly tai bién
du= |n_au‘,' phat hién | (Edge Device)
m /\f\/ Mt 'bat tl-':.ubn'g | nhanh - chinh xac -
. b s | tiét kiém bang thong
dod nguy hiém. el B T T LY
+Tiénxirlyditligu  +Mohinh AUML  « Phan tich thdi gian thuc
\ ==
25 o - @il . R R e S S .
@ Danger Detection I
- Hé thdng xac dinh - Phat hién sém -
R Mitc a3 nguy hiém mitc 48 nguy hidm ,/"""'r) | Gidm thiéu rdiro -
' ‘ @ Antoan dua trén ngudng | - Bao vé con nguai
4 Canh béo va mé hinh Al. va thiét bj
Chi s6 an toan Phat hién bat thudng @ Nguy hiém

e g
' Activate Alarm ;
‘ Khi nguy hiém dugc
‘ LY phét hién, hé thdng
‘ - ‘— . ty d6ng kich hoat
' P4 céc thiét bj canh bao
Cai bao dong Péncanhbdo  Quat hit/ Hé théng va diéu khién.
\ théng gio6 i
/ =
e Send Notification Rt
~ @ o o bao dén ngudsi van Q
o= ‘ ‘ hanh qua nhiéu @
| l M LS kénh dé theo dbi
Ung dung Email SMS Push va xirly kip thi.
Mobile Notification
LGI iCH HE THONG
O Phat hién sdm Phan héi thi Giam phuy thudc T6i uu chi phi
nguy co gian thyc Cloud van hanh

Hinh 5.2 — So do6 canh bdo

V.8. Ung dung Android giam sat hé thong

Ung dung Android hd tro:

Hién thi dit liéu realtime

Biéu do PM2.5
Théng ké lich sir

Canh bdo ttrc thoi
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An toan cao
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va thiét bi



Cac chire nang:
Login
Dashboard
Alert Screen
Historical Analytics

V.9. Panh gia hiéu qua hé thong
V.9.1. Uu diém
Hé théng:
Phén hdi nhanh
Hoat dong offline
Tiét kiém bang thong
Tang an toan lao dong
V.9.2. Han ché
Céc han ché:
Edge Device tai nguyén han ché
Céan t6i vu AT model
Kho trién khai quy mé 16n
V.9.3. So sanh voi Cloud Al

Tiéu chi Edge Al Cloud Al

Do tré Thap Cao

Internet Khong phu thudc Phu thudc

Chi phi mang Thap Cao

Bao mat T6t hon Rui ro cao hon
Al Model Nho Lon

V.10. Kha niing mé rong hé thong

Hé thdng c6 thé mo rong:
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- Nhiéu khu vyc mé

- Camera Al

- Drone giam sat

- Robot kiém tra tir dong

V.11. Huéng phat trién twong lai
Cac hwong phat trién:

- TinyML trén ESP32

- Federated Learning

- Drone Al giam sat bui

- Edge Generative Al

- Digital Twin cho mé thong minh

US832 Gen2
CLALANRR) LELETEE .

PoE

Fanless Edge Al System with
NVIDIA® Jetson Orin™ NX 16GB,

THDMI, 1 GbE PoE, 125 GbE PoE,

2 USB, 1 COM/CAN, Isolated DIO =
(4-inf4-out), and 4-CH GMSL for GMsL
AMR & Robotics

Satellite-based
Navigation System =

® 0
Edge Computer
. Moxa
MC-1220 Series
Sensors I
& PTZ

=7 @ Camera
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KET LUAN

Trong bdi canh chuyén doi s6 va su phat trién manh mé cua Internet van vét (IoT), nhu

cau xir 1y di liéu thoi gian thue ngay cang tré nén cap thiét trong cac hé thong:

Thanh phé thong minh;
Cong nghiép 4.0;

Y té thong minh;

Giao thong thong minh;
Giam sat moi truong. ..

Mo hinh x@ 1y tap trung dua trén Cloud truyén thong tuy c6 kha ning tinh to4an manh

nhung van ton tai nhi€u han ché:

Do tré cao;

Tiéu ton bing thong 16n;

Phu thudc két ndi Internet;

Rui ro bao mat dir liu;

Chi phi luu trtr va xtr 1y tang cao...

Sy ra doi cua Edge Al di mé ra hudng tiép can méi cho cac hé thong AloT hién dai

bang cach dua kha nang xir 1y tri tué nhan tao xudéng gan ngudn sinh dit liéu hon. Nho do,
hé thong co thé:

Phan hoi nhanh hon;

Giam do0 tré;

Hoat dong 6n dinh ngay ca khi mat két ndi mang;
Tang cudng bao mat va quyén riéng tu dit lidu;
Téi wu chi phi truyén tai va luu tri.

Xu hwéng nghién ciru rng dung Edge Al trong IoT:

TinyML va Al siéu nhe trén thiét bi IoT cong suat thap: Sensor thong minh;
Federated Learning va Al phan tan tai Edge: Smart Healthcare;

Edge Generative Al va Edge LLM: Robot, Smart Home;

Edge Al két hop 5G/6G va mang thong minh: Xe ty hanh;

Autonomous Edge Systems va AloT ty thich nghi: Smart Factory.
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