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Mé diu

HUMG Codelab 1a nén tang web hd trg day—hoc va danh gia trong cac hoc
phan 1ap trinh, huéng t6i chuan hda méi trudng thyc hanh, rat ngén vong phan hoi
hoc tap va gidm tai van hanh cho giang vién. Nghién ctru nay trinh bay qua trinh xay
dung hé théng theo mé hinh client—server, trong d6 frontend cung cap trinh soan
thao mé ngudn truc tuyén va cac giao dién quan 1y 16p hoc/bai thi, con backend dam
nhiém xéc thyc—phan quyén, luu trit dit liu, thyuc thi chwong trinh va chim tu dong
theo bo kiém thur. H¢ théng hd tro bién dich va chay chuong trinh trén may chu, tra
két qua theo thoi gian thuc; dong thoi cung cdp co ché giam sét tién d6 va mot sb tin
hiéu chéng gian 1an (nhu phat hién thao tac copy—paste, chuyén tab) nhim ting tinh
minh bach trong kiém tra 1ap trinh. Bén canh ngon ngit Java (trong tam cho hoc phan
OOP), nén tang mé rong hd tro Python va Jupyter Notebook dé phuc vu cac noi dung
hoc tap da dang. Két qua trién khai cho thdy hé thong dap ung cac chirc nang ct 161
cua mot codelab hoc thuat: quan 1y ngan hang bai tap/bai thi, chay thu—nop bai, tu
dong cham, theo ddi realtime va hd tro twong tac hoc tap thong qua khong gian chia
sé noi dung. Bao cdo ciing thao ludn cac yéu cAu quan trong vé an toan thuc thi, gisi

han tai nguyén va kha nang mé rong khi phuc vu 16p hoc dong nguoi.
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1. Gidi thi¢u chung

Trong bdi canh chuyén ddi sd gido duc dai hoc, cac hoc phén 1ap trinh dat ra yéu
cau ngay cang cao vé mdi truong thuc hanh, danh gia thuong xuyén va quan 1y 16p
hoc theo dit liéu. O md hinh truyén théng, hoat dong luyén tap va kiém tra 1ap trinh
thudng phu thudc vao phong may, viéc cai dat cong cu phat trién khong dong nhat
giita cac thiét bi, quy trinh ndp bai rdi rac va thiéu co ché chdm tu dong theo tiéu chi
chuan hoa. Nhitng han ché nay 1am giam tinh kip thoi ctia phan hoi (feedback), ting
tai van hanh cho giang vién va kho dam bao cong bang trong danh gia khi sb lugng

nguoi hoc 16n.

Dé tai “Xay dung hé thong HUMG Codelab phuc vu cac hoc phan lap trinh” tap
trung thiét ké va trién khai mot nén tang web hd trg toan bo vong doi ctia hoat dong
hoc 1ap trinh: tir cung cip ngan hang bai tp/bai thi, soan thao va chay chwong trinh
truc tuyén, dén tu dong chidm diém theo bo kiém thir va giam sat tién do theo thoi
gian thyc. Hé théng hudng ti viéc chuan hoa trai nghiém thuc hanh, rit ngin vong
phan héi hoc tap, dong thoi ting cuong niang lyc quan tri 16p hoc thong qua céc chirc
ning theo ddi realtime, ghi nhan tién d6 lam bai va cac co ché han ché gian lan (vi

du: phét hién hanh vi copy—paste, chuyén tab trong qua trinh 1am bai).

V& pham vi, hé théng HUMG Codelab cung cip cac mo-dun cdt 18i gom: (i) quan
1y bai tap/bai thi va thu vién nd1 dung theo murc dg tir co ban dén nang cao (dac biét
phit hop cac cha dé Java va lap trinh huéng ddi tuong); (i) moi trudng soan thao ma
ngudn truc tuyén voi kha ning bién dich—thuce thi trén may chi; (iii) chAm tu dong
dua trén test case, tra két qua/biéu hién 1i bién dich—thoi gian chay; (iv) truyén
thong thoi gian thyc phuc vu giam sat 16p hoc; va (v) mé rong hd trg da ngon ngir
1ap trinh (Java, Python, Jupyter Notebook) nham dép tng céc hoc phan/hoat dong

hoc tap da dang. Bén canh d6, nén tang con tich hop khong gian twong tic hoc thuat
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dang bang tin (feeds) dé khuyén khich chia sé tri thirc va thao luan trong cong dong

hoc tap.

Pong gop chinh ciia dé tai thé hién & viéc hién thuc hoa mot kién trac hé thong
web c6 kha ning phuc vu dong thoi nhu cau day—hoc—danh gia trong cac hoc phan
1ap trinh: két hop giao dién nguoi dung hién dai (trinh soan thiao ma ngudn) véi dich
vu thuc thi ma nguén phia may chu, co ché cham tu dong theo bd kiém thir, va 16p
ha téng realtime/giam sat nham dam béo trai nghiém hoc tap lién mach, minh bach
va c6 thé mé rong. Trén phuong dién trién khai, hé thong duoc xdy dung theo mo
hinh client-server, sit dung Node.js/Express cho backend, React cho frontend, co s&
dir liéu MongoDB va kénh giao tiép thoi gian thue Socket.io; dong thoi dit trong
tAm vao cac yéu cau phi chirc nang nhu hiéu ning, an toan thuc thi va quan tri van

hanh.

2. Co sé 1y thuyét va tong quan nghién ciru

2.1. Day hoc lip trinh va yéu ciu cong cu hd tro

Hoc lap trinh 13 qué trinh hinh thanh ning luc giai quyét van dé thong qua thiét
ké thuét toan, hién thuc hoa béng ma nguén va kiém chiing bﬁng cac ca kiém thu.
Khac vé1 mot ) hoc phén thién vé ghi nh¢, tién bo trong hoc 14p trinh phu thude
manh vao tan suit luyén tap va chat luong phan héi. Do d6, mot méi truong hd tro
hoc 1ap trinh can dap tng t6i thiu cac yéu cau: (i) cung cp bai tap/bai thi theo tién
trinh nang luc; (ii) cho phép thuc hanh lién mach trén nhiéu thiét bi ma khong phu
thudc cau hinh cai dat; (iii) dua ra phan hdi nhanh, rd rang, c6 thé lip lai; va (iv) hd
tro giang vién quan sat trang thai 16p hoc, phat hién sém nguoi hoc gap kho khan va

tong hop minh ching danh gia.
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Trong thuc tién dao tao, hoat dong danh gia 1ap trinh c6 thé dién ra theo nhiéu
hinh thtrc: bai tip vé nha, bai kiém tra trén 16p, thi két thuc hoc phan hoic danh gia
qua trinh. Céac cach tiép can thuong gip gdm: (i) chdm theo két qua chay dung
(correctness) thong qua test case; (i) chidm theo rubric (tiéu chi) cho céc khia canh
nhu ciu trac chuong trinh, phong cach ma, hiéu qua; va (iii) danh gia theo qua trinh
(process-based) dua trén lich sur stra bai, tan sudt chay thir, mac do tién bo. Trong
khuon kho nén tang codelab, cham theo test case 13 nén tang k¥ thuat quan trong vi
cho phép tu dong hoéa phan hdi & quy mo 16n; tuy nhién dé dam bao tinh su pham,
hé thdng can thiét ké co ché phan hoi phu hop (vi du: phan loai 151, goi ¥ ting phén)

va cung cap dir liéu dé giang vién can thi¢p khi can.

2.2. H¢ thong cham ty dong (Auto-grading) va danh gia chwong trinh

Cham tu dong (auto-grading) trong bai toan 1ap trinh thuong dya trén nguyén Iy
thyc thi chuong trinh ngudi hoc véi tap dau vao chuan héa va so sanh dau ra thu
dugc véi dau ra ky vong [1]. V& mit k¥ thuat, quy trinh chdm gdm céc budc: tiép
nhan ma nguén, kiém tra dinh dang/céu tric ti thiéu (vi dy: 16p main, ham main),
bién dich (déi vo1 ngdn nglt bién dich), thyuc thi trong moi trrong gid1 han, thu thap
chuan ra/chuan 18i (stdout/stderr), sau d6 ddi chiéu véi dap an theo quy tic so khop
(exact match, normalize whitespace, hodc so khdp co dung sai). Piém s6 c6 thé duoc
tinh theo ti I¢ test case vuot qua, hodc theo trong ) tung nhom test (co ban/bién/hi¢u

nang).

Mot thanh phan khong thé tach roi cua auto-grading 13 quén tri tai nguyén: gidi
han thoi gian chay, s6 tién trinh con, bo nhé, va kich thudc dit lidu I/O. Cac gi6i han
nay vua giup phong tranh hanh vi vo tinh (vong 1ap v6 han) vira gidm ruai ro lam
c6 gid tri hoc tap: phan biét 16i bién dich, 16i runtime, sai két qua, qua thoi gian, hodc

vi pham chinh sach an toan.
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Vé vu diém, auto-grading cung cdp phan hdi nhanh va nhit quan, dic biét phu
hop véi 16p hoc dong, gitp giang vién giam tai cham tay va ngudi hoc co thé tu didu
chinh bai lam thong qua chay thir nhiéu 1an. Tuy nhién, cham theo test case c6 cac
han ché: (i) phu thudc d6 bao phu cta bo kiém thi; (ii) kho danh gia chit lugng ma
va tu duy thiét ké (dic biét & ndi dung OOP); (iii) nguy co “hard-code” dau ra khi
ngudi hoc doan dugc test; va (iv) khé xtr 1y cac bai toan c6 nhiéu dap an hop 18 hoic
yéu cau trinh bay. Vi vay, trong thiét ké hé thong hoc thuat, auto-grading nén duoc
xem 1a co ché “danh gia ding/sai” cbt 16i, dong thoi cin mé dudng cho bo sung
rubric, kiém tra dao van va danh gia theo qua trinh & cac giai doan phat trién tiép

theo.

2.3. Thye thi ma ngudn an toan (Sandboxing) va quan tri tai nguyén

Viéc cho phép ngudi hoc giri va thuc thi ma ngudn trén may chu dit ra yéu cu
an toan dac thu vi ma nguén dugc xem nhu dit li¢u khong tin cay (untrusted). Céc
rui ro phé bién gf’)m: truy cap h¢ théng tép, goi 1énh hé diéu hanh, truy cap mang,
khai thac thu vién nguy hiém, tiéu thy tai nguyén bat thuong (CPU/RAM), hoic tao
tién trinh con dé né gidi han. Do d6, thiét ké sandbox can két hop nhiéu 16p bién
phap:

- Rang budc hanh vi: chin cac API/statement nguy hiém (vi du: cac 1oi goi thuc
thi hé théng, thao tac tép, thao tdc mang) béng kiém tra tinh (loc chudi/tir khoa) hoic

kiém tra & runtime.
- G161 han tai nguyén: ap dat timeout cho bién dich va chay; gidi han b nha; gidi
han s tién trinh; gi6i han kich thudc output dé tranh “spam stdout”.

- C6 1ap mdi trudong: chay ma trong thu muc tam/khong gian c6 1ap; tach tién

trinh thyc thi khoi tién trinh web; dam bao don dep tai nguyén sau khi chay.
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- Ghi log va truy vét: luu thong tin yéu cau (nguoi dung, bai, ngdn ngit, thoi gian

chay), trang thai 161 va cac su kién vi pham dé€ phuc vu gidm sat va diéu tra.

Trong bdi canh hé thong HUMG Codelab, sandbox con can twong thich da ngon
ngir: Java (bién dich bang javac va chay bang java), Python (thuc thi truc tiép bang
python3) va Jupyter Notebook (trich xuat ma tir cac cell va chay tuan tu). Didu nay
lam tang yéu cau chuan héa pipeline thyc thi, ddng thoi ting do phuc tap trong kiém
soat phuy thudc va kiém soat output (ddc bi¢t vai notebook co thé sinh biéu dd/dau ra
phirc hop). Vi vay, chién luoc thiét ké can uu tién “an toan mic dinh” (secure-by-
default), chi cho phép tip tinh ndng tbi thiéu phuc vu hoc tdp va mé rong dan theo

nhu cau.

2.4. Nén tang hoc tap xi hdi (Social learning)

Hoc tap xa hoi (social learning) nhan manh vai trd cta twong tac, thao luin va
chia s¢ kinh nghiém trong viéc hinh thanh tri thirc va k¥ nang. Dbi voi hoc 1ap trinh,
nguoi hoc thuong tién bd nhanh hon khi dugc tham khao cach tiép can da dang, nhan
phan hi tr ban hoc/giang vién va thao luan vé 15i sai. Vi vay, viéc tich hgp mot
khong gian trao doi (vi du: bang tin, bai dang, binh luan, chia s¢ doan ma c6 t6 mau

¢l phap) c6 thé nang cao dong luc va hd tro hoc tip ngoai gid hoc chinh khoa [1].

Trong hé théng HUMG Codelab, mo-dun feeds duoc xem nhu 16p bd tro su
pham: tao kénh chia sé kién thirc, dit cau hoi, thao ludn 101 giai, dong thoi cung cap
kha niang kiém duyét theo vai tro dé duy tri méi truong hoc thuét an toan. Khi két
hop v6i auto-grading va dir liéu tién do, nén tang co6 thé phat trién theo hudng hoc
tap dya trén cong dong (community-based learning), trong d6 tri thirc duoc lan toa

khong chi tir giang vién ma con tir chinh nguot hoc.
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3. Bai toan, muc tiéu va yéu cau hé thong

3.1. Mo ta bai toan va pham vi ap dung

Cac hoc phén 1ap trinh tat HUMG (déc biét cac hoc phén Java va 1ap trinh hudng
d6i twong) thudng co quy md 16p 16n, nhu cau luyén tap theo tuan va kiém tra/thi
dinh ky. Bai toan dit ra 1a xay dung mot hé théng codelab phuc vu dong thoi hai
muc tiéu: (i) hd trg hoc tap thuc hanh v&i phan hdi nhanh théng qua chay thir va
cham tu dong; (ii) hd trg kiém tra/thi lap trinh véi co ché quan tri 16p hoc va giam

sat theo thoi gian thuc nham dam bao minh bach va gidm tai van hanh.

Trong thyc tién, cac kho khin ndi bat gdm: méi truong cai dit khong dong nhat
gilta cdc may; quy trinh ndp bai tha cong, kho tong hop; thoi gian chidm kéo dai;
thiéu kénh quan sat tién do khi thi; va thiéu cong cu giao tiép/chia sé tri thirc gan véi
ngit canh mon hoc. Do d6, hé théng HUMG Codelab can cung cip mot “vong lap
thuc hanh” khép kin: giao bai — lam bai trén web editor — chay thit — ndp bai —
cham theo test case — phan hdi va luu vét, ddng thoi cho phép theo ddi tién do

realtime va ghi nhan mot s6 tin hi€u hanh vi dé ho trg chong gian lan.
Pham vi ap dung cia hé thong trong bao cdo nay gom:
- Bo1 tugng: sinh vién, gidng vién (va vai tro quan tri/di€u phoi néu can).

- Hoat dong hd tro: hoc tap (luyén tap, lam bai, trao d6i) va danh gia (kiém tra/thi

1ap trinh).

- Ngon ngir: Java 13 trong tim; mé rong Python va Jupyter Notebook dé phu hop
cac hoc phén/kich ban hoc tap khac nhau.

- Hinh thire trién khai: hé théng web theo mo hinh client—server; tich hop kénh

realtime bang Socket.io; Iuu trir dit lidu trén MongoDB.

Céc gia dinh/gi61 han chinh:
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- H¢ thong cham tu dong wu tién danh gia correctness theo test case; cac ti€u chi

chat luong ma/rubric c6 thé bo sung ve sau.

- Tin hiéu anti-cheat mang tinh hd tro ra quyét dinh cua giang vién, khong tu

dong két luan vi pham.

- Thyc thi ma ngudn 1a ving riii ro cao nén can 4p dung chinh sach an toan mic
dinh va gidi han tai nguyén.

3.2. Muc tiéu nghién ciru va muc tiéu trién khai

Muc tiéu nghién ctru ctia dé tai 1a dé xuat va hién thuc héa mot mo hinh hé théng
codelab phuc vu hoc phén 1ap trinh theo hudng dit liéu va phan hoi nhanh, két hop
cac thanh ph?m: (1) editor va trai nghiém thuc hanh lién mach; (i1) pipeline thyc thi
va chim ty dong theo test case; (iii) giam sat realtime trong bdi canh 16p hoc/thi; va
(iv) co ché an toan thuc thi va quan tri tdi nguyén, ddm bao hé thdng van hanh 6n

dinh khi phuc vu nhiéu ngudi hoc dong thoi.
Muc tiéu trién khai duogc cu thé hoa theo hai nhom:
(1) Muc tiéu chirc nang (Functional goals):

— Quan Iy nguoi dung va phan quyén theo vai tro (giang vién/sinh vién).

— Quan 1y 16p hoc, ndi dung bai tap/bai thi, test case va cau hinh cham.

— Cung cap web editor hd tro viét ma, chay thtr (run) va ndp bai (submit).

— Ty dong chim theo test case, luwu két qua va phan hoi 16i
(compile/runtime/wrong answer/timeout).

— Theo ddi tién d0 va mot sd hoat dong theo thoi gian thuc (realtime
monitoring), bao gdbm diém danh realtime theo 16p.

— Thu thap tin hiéu anti-cheat & mtrc hd trg (copy—paste, chuyén tab) va luu

vét su kién.
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— Mo rong ho tro da ngdn ngit (Java/Python/Jupyter Notebook).

— Ting cudng twong tac hoc tip: bang tin chia sé (feeds) va hé thong nhin

tin realtime (messaging), hd tro Markdown chia sé code.

(2) Muc tiéu phi chirc nang (Non-functional goals):

Bao mat va riéng tu (xac thuc/iy quyén, gii han truy cap dit liéu theo 16p).

An toan thyc thi (sandbox), kiém soat timeout/bd nhé va don dep tai

nguyeén.

Hi¢u nang va kha nang chiu tai (d6 tré chap nhan dugc cho run/submit, co

ché han ché qua tai).

Do 6n dinh va kha nang van hanh (logging/monitoring, sao luu/khéi phuc,

trién khai production).

3.3 Pdi twong sir dung va kich ban nghiép vu (Use cases)

Hé thdng xac dinh cac tac nhan (actors) chinh va cac kich ban nghiép vu twong

ung nhu sau.

Vai tro | M Use Case | Tén Use Case M0 ta chi tiét
Sinh UC-S01 Tham gia Xem danh sach 16p, truy cap ndi dung hoc
vién 16p/hoc phan tap theo tung 16p.
UC-S02 Lam baitrén | M& dé bai, viét ma, nhan goi y va hién thi
web editor 16i cti phap (editor support).
UC-S03 Chay thtr Guri ma nguon 1én server, nhan két qua
(Run) (output) hodc 15i theo thoi gian thuc.
UC-S04 Nop bai Nop ma ngudn dé cham theo test case,
(Submit) nhan két qua tong hop va chi tiét timg test.
UC-S05 Xem lich str va | Xem céc lan chay/nQp, trang thai chadm
phan hoi diém, 15i bién dich hoic runtime.

10




Bao cdo hoc thudt — Xay dung hé théng HUMG Codelab phuc vu cac hoc phcin ldp trinh

UC-S06 Piém danh Tham gia phién diém danh cua 16p va cap
realtime nhat trang thai c6 mat.

UC-S07 Tuong tac hoc | Pang bai/binh luan trén feeds, nhén tin
tap trao doi v6i giang vién va sinh vién khac.

Giang UC-TO1 Quan ly l6p Tao 16p, quan 1y danh sach sinh vién, t6
vién churc céac hoat dong theo 16p.

UC-T02 Quan 1y bai Tao, stra, x6a dé bai; thiét lap cau hinh
tap/bai thi (thoi gian, ngdn ngit, hudng dan).

UC-TO03 Quan 1y test Nhap test case, thiét lap quy tac so khop
case output va trong s6 cham diém.

UC-T04 Giam sat Theo dbi tién d6 1am bai, trang thai
realtime run/submit va tong quan tinh hinh 16p.

UC-TO05 Diém danh Bit dau/két thuc phién diém danh, theo
realtime ddi cap nhat tac thoi theo 16p.

UC-T06 Xu ly anti- Xem log su kién (copy—paste, chuyén tab)
cheat va déi chiéu khi can thiét.

UC-T07 Trao d6i va hd | Nhan tin realtime, phan hdi trén feeds va
trg kiém duyét noi dung.

UC-TO08 Tong hop két | Xem két qua bai 1am theo sinh vién/16p,
qua trich xudt bao cdo danh gia.

3.4 Yéu cau chirc nang

Yéu cau chirc nang dugc mo ta chi tiét theo bang sau:

Ma FR

Tén yéu cau chirc ning

Noi dung dic ta chi tiét

FR-01

Xac thuc nguoi dung

Heé thong cho phép dang ky, dang nhap va duy tri

phién lam vi¢c (session) an toan.
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FR-02

Phén quyén theo vai tro

Phan biét toi thiéu vai tro Giao vién va Sinh vién;
kiém soat quyén truy cap churc nang va dir licu

tuong ung.

FR-03

Quan 1y 16p hoc

G140 vién tao va quan 1y 16p; sinh vién truy cap

16p hoc theo quyén dugc cap.

FR-04

Quan 1y ngan hang bai

Gido vién tao/stra/xda de¢; hé thong luu trit va hién

thi dé theo 16p, chuwong hodc chu dé.

FR-05

Quan 1y cau hinh bai

Cho phép thiét 14ap cac thudc tinh: thoi gian, trang
thai kich hoat, ngon ngit 1ap trinh hd trg, huéng

dan lam bai.

FR-06

Quan 1y test case

Gido vién quan 1y (tao/stra/x0a) test case; hé thong

gan test case voi bai d€ cham diém tu dong.

FR-07

Web Editor tryc tuyén

Cung cap trinh soan thao ho trg t6 mau ci phap
theo ngdn nglr va cac thao tac co ban (copy, paste,

format).

FR-08

Chay thir ma nguén
(Run)

Sinh vién giri ma nguén va input; hé théng thuc thi
va tra vé output/error (stdout/stderr) theo thoi gian

thue.

FR-09

Nop bai (Submit)

Hé¢ théng chay toan bg test case khi sinh vién ndp
bai, tong hop trang thai dat/khong dat va luu két

qua.

FR-10

Phan hoi 101 ¢o6 cau truc

Phén loai v tra vé cac nhom 16i: Compilation,
Runtime, Wrong Answer, Timeout, Vi pham chinh

sach.

FR-11

Luu vét va lich str

Luu trir lich st Run/Submit cta tirng ngudi hoc

theo ting bai; cho phép xem lai két qua chi tiét.
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FR-12

Ho trg da ngdn ngir

HO tro t6i thiéu Java; mo rong Python, Jupyter
Notebook; cho phép chon ngon ngir theo cau hinh
bai bai tap.

FR-13

Giam sat Realtime

Cap nhat tlrc thoi céac sy kién (run, submit, trang
thai tién d6) ctia sinh vién 1én giao dién quan ly

cua giang vién.

FR-14

Diém danh Realtime

Hb trg bat dau/két thac phién diém danh; sinh vién
tham gia va giang vién nhan cdp nhat trang thai co

mat ngay lap tuec.

FR-15

Thu thap tin hi¢u Anti-

cheat

Ghi nhan hanh vi (copy-paste, chuyén tab) trong
bbi canh lam bai thi/kiém tra dé giang vién dbi

chiéu.

FR-16

Bang tin hoc tap (Feeds)

Cho phép ding bai, binh luan, tha tim; hd tro dinh
dang Markdown, khdi ma code va co ché kiém

duyé¢t ndi dung.

FR-17

Nhin tin Realtime

HO trg nhén tin 1-1, dinh dang Markdown, hién thi

trang thai da doc va tin hi¢u "dang soan bai".

FR-18

Thong bao (Push/PWA)

Gui thong bao day khi co tin nhan méi hodc su
kién quan trong ngay ca khi nguoi dung khong

online.

FR-19

Tai 1én nd1 dung s6

HO tro tai tép (vi du: anh trong feeds) c6 gidi han

dung luong va kiém soat dinh dang tép.

FR-20

Béo c4o va tong hop

Cho phép gido vién xem tong hop két qua theo
bai/lép/sinh vién va xuat dir liéu bao cao (vi du:

file CSV).
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4. XAy dwng va trién khai h¢ thong HUMG Codelab

4.1 Cong nghé va mdi truong trién khai

Hé théng HUMG Codelab dugc hién thuc theo kién triic web client—server, trong

d6 backend cung cdp REST API va kénh realtime, con frontend cung cap giao dién

codelab cho nguo1 hoc va giao dién quan tri cho giang vién.

(1) Backend:

Nén tang: Node.js + Express.

Co s¢ dit liéu: MongoDB thong qua Mongoose. Két ndi dugc tdi uvu hoa bang
pool (vi du: maxPoolSize, minPoolSize, timeout va tham s6 cho két néi) dé
phuc vu sb lugng ngudi dung dong thoi 10n trong gid hoc/thi.

Bao mat va tbi vu truyén tai: helmet (CSP tiy méi trudng), cors, compression,
va express-rate-limit cho nhom endpoint /api/* (kém gidi han nghiém ngat
hon cho /api/auth/*).

Realtime: Socket.io, ciu hinh hd trg polling va websocket, giéi han kich thudc
buffer, timeout ping, gidi han sé két nbi dong thoi va co ché don dep két ndi
“stale”.

Thuc thi ma ngudn: md hinh “worker pool” dua trén worker_threads, cho phép
thuc thi da ngon ngtt (Java/Python/Jupyter) c6 hang doi (queue), timeout va
gidi han tai nguyén; dong thoi quan 1y thu muyc tam dé tranh ro i tai nguyén.
Quan sat hé thong: endpoint /api/health va /api/metrics cung cap thong tin sirc

khoe va so liéu van hanh phuc vu gidm sat.

(2) Frontend:

— Nén tang: React.
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— Thu vién UI: két hop Ant Design (mot s6 component) va TailwindCSS cho bd
cuc/giao dién hién dai; hién thi noi dung Markdown béng react-markdown +
remark-gfm.

— Trinh soan thdo mé ngudn: Monaco Editor (@monaco-editor/react).

— Quan ly truy van va trang thai dir lidu: react-query cho fetch/caching; Axios
cho giao tiép API véi interceptor tu gan JWT; ¢ 16p “request optimizer” hd
trg throttle/deduplicate mot ) request nhay cam (dac bi€t 1a chay code).

— Tich hop realtime: Socket.io client ding cho giam sat thi, diém danh realtime,

nhan tin realtime; kém co ché tranh tao nhiéu két ndi trung 1ap

Vé mdi trudng trién khai, hé thong sir dung bién moi trudng (.env/.env.production)
dé cau hinh URI MongoDB, JWT secret, origin hop 1¢, cong dich vu, tham sb giGi
han thyc thi, va khéa VAPID (phuc vu web push). Trong ché do phat trién, frontend
thudng chay riéng (cong 3000) va proxy vé backend API; trong trién khai production
c6 thé dat phia sau reverse proxy (nginx/PM2) tiiy ha tang.

4.2 Hién thuc cac mo-dun backend
Backend duoc td chirc theo ciu triic dién hinh routes/—controllers/~models/, cho

phép tach biét rd: dinh tuyén API, xir Iy nghiép vu va mé hinh dir liéu.
(1) Xac thye va phan quyén

- Xé4c thyuc dua trén JWT: middleware authenticate Token kiém tra token, tai thong

tin nguoi dung (trir mat khau) va gan vao req.user.

- Phan quyén theo vai tro: requireTeacher/requireStudent dam bao nguoi ding
chi truy cap chirc ning dung vai tro; dong thoi hd trg kiém tra quyén truy cap tai
nguyén (vi du bai thi, bai ndp) theo nguyén tic “chi chi so hitu/giang vién tao bai
dugc truy cap”.

(2) Quin 1y bai thi (Exam)
15
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- API routes/exam.js hién thuc cac chirc nang: 1y danh sach bai thi theo quyén,

xem chi tiét bai thi, tao—stra—x6a bai thi (giang vién), théng ké va truy xuét bai ndp.

- M6 hinh dit liéu models/Exam.js hd tro: dé bai, starter code theo ngdn ngit, danh
sach test case (co cd isHidden), giéi han thoi gian (phuat), s 1an ndp tdi da, khoang
thoi gian dién ra, danh sach 16p/sinh vién dugc phép, va co bat/tit chdng gian lan.
Céc virtual field isOngoing/isUpcoming/isEnded gitip frontend hién thi trang thai
bai thi.

- Trong bdi canh thi, hé théng che dap an cua test case an dé giam rui ro 16 dap
an; déng thoi kiém tra quyén truy cap theo 16p (dua vao classCode cua sinh vién va

allowedClasses cua bai thi).
(3) Nop bai, chay thir va lvu nhap (Submissions & Drafts)

- API routes/submission.js tdch r0 cac hanh vi: run (/submissions/run), submit
(POST /submissions), draft (Iuu/doc nhap), truy xuat bai ndp (theo sinh vién, theo

bai thi), cham thu cong (giang vién), va ghi nhan vi pham.
- controllers/submissionController.js hién thuc:

- Submit: tao ban ghi Submission, kiém tra quyén va trang thai bai thi (dang dién
ra), kiém tra gi6i han s6 1an ndp, sau d6 cham theo test case theo hudng bat dong bo
dé giam thoi gian chd cua request; trang thai bai ndp duoc cip nhat theo vong doi

pending — running — completed/error.

- Run: thuc thi code theo input tuy chon hodc theo test case cua bai thi; tra vé

output/error va (néu c6) két qua timg test.

- Draft & session: luu nhap code theo bai thi (ExamDraft) va quan 1y phién lam

bai (bat dau/két thuc) dé dong bo bd dém thoi gian con lai.
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- M6 hinh models/Submission.js luu cac trudng: code, ngdn ngit, trang thai, két
qua tung test, 161 bién dich, thoi gian thyc thi, va co ché tinh diém tu dong dua trén
ti 1é test case dat; déng thoi hd trg chim thu cong  voi

manualScore/teacherComments.

- M6 hinh models/ExamDraft.js ghi nhan nhéap va thoi gian lam bai theo session:
startSession/endSession/getRemainingTime, phuc vu déng bo “thoi gian con lar”

phia client va giam sai léch khi reload/mét két ni.
“4) Piém danh realtime theo 16p (Attendance)

- Mb-dun 16p hoc (routes/class.js, controllers/classController.js) hd trg quan 1y

16p, import danh sach sinh vién tir Excel/CSV, xuét danh sach va quan ly diém danh.

- Piém danh realtime dung models/AttendanceSession.js luu phién diém danh
dang hoat dong; sinh vién diém danh qua API va server phat sy kién Socket.io
student attendance updated/attendance session updated t&i room attendance-

{classId} d¢é giao dién giang vién cap nhat tuc thi.
(5) Ghi nhan vi pham va anti-cheat

- Vi pham dugc Iluu & models/Cheatinglog.js thong qua API
/submissions/violation, bao gém loai vi pham, s6 lan, userAgent, [P va dir liéu bo

sung.

- Backend cung cép théng ké vi pham theo bai thi (tong, gan day, theo loai, theo
sinh vién) dé giang vién theo doi.
(6) Realtime monitoring (Socket.io)

H¢ thong thiét ké cac “room” theo ngir canh:
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- exam-{examId}: theo ddi tién do bai thi, cAp nhat code (gidi han payload) va

su kién hoat dong.

- attendance- {classId}: cap nhat diém danh realtime.

- user- {userld} va conversation-{conversationId}: phuc vu nhan tin realtime.

Pé tranh qua tai, backend két hop:

- Gi6i han sb két ndi Socket.io déng thoi, timeout két ndi khong hoat dong, don
dep két ndi stale.

- Rate limiting cho ting loai su kién (code-update, activity, heartbeat, violation)

thong qua “socket rate limiter”.

- “Smart monitoring”: trong production chi phét cac hoat dong quan trong, va t6i

uu payload (vi du chi gtri hash/d¢ dai thay vi toan bg code).
(7) Nén tang hoc tap xa hoi (Feeds)

- API routes/feeds.js va controllers/feedController.js cung cdp CRUD bai ding,
binh luan 16ng nhau (giéi han mc), like/unlike, thong ké cong dong, va co ché kiém

duyét (an/hién).
- Upload anh st dung multer v6i giéi han dung luong, gidi han sé file va whitelist
dinh dang; luu & thu muc uploads/feeds va public qua /uploads.

(8) Nhin tin realtime va thong bao (Messaging & Push)

- Mo-dun routes/messages.]s, controllers/messageController.js,
models/Conversation.js va models/Message.js hién thuc nhén tin 1-1, trang thai da
doc, dém unread, goi vy “dang soan”, va nglt canh hdi thoai

(general/class/exam/exercise).
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- Khi gui tin nhén, backend c6 thé phat su kién realtime qua Socket.io, dong thoi

tich hop web push dé guri thong bao khi ngudi nhan khong online (PWA)).

4.3 Co ché thyc thi ma ngudn va cham ty dong
Hon Thuc thi ma nguén 1a 161 k¥ thuat caa HUMG Codelab. H¢ théng hién thuc
theo md hinh “pool thyc thi” (universal execution pool) nham kiém soat dong thoi,

gidi han tai nguyén va giam chi phi spawn tién trinh tran lan.
(1) Tang diéu phoi: codeExecutor va universal pool

- utils/codeExecutor.js dong vai tro fagade, cung cép executeCode(language,
code, input) cho controller va cac ham
validateJavaCode/validatePythonCode/validateJupyterNotebook dé kiém tra cau

triic va chdn mot so pattern nguy hiém.

- utils/universalExecutionPool.js hién thuc hang doi va cum worker theo tung
ngoén ngtt bang worker threads. Mo1 ngbébn ngtr c6 cau hinh s6 worker to1 da va
timeout riéng; khi hét worker ranh, request dugc dua vao queue (c6 gioi han kich

thudc va timeout cho).
(2) Worker thue thi theo ngon ngir
- Java (utils/java-execution-worker.js):

- Tao thu muc tam theo session; trich xuét tén 16p public class ... dé dat tén file

Java.

- Bién dich bang javac voi giéi han bo nhé compiler; thoi gian bién dich bi

khéng ché (compile timeout) va diung SIGKILL khi qua han.

- Thyc thi bang java voi gidi han bo nhé JVM; input duge pipe qua stdin; thu

thap stdout/stderr; don dep thu muc tam “aggressive” dé tranh ro ri file.
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- Python (utils/python-execution-worker.js):

- Ghi code vao main.py trong thu muc tam; kich hoat méi trudong venv va chay

python3.

- Ep backend db hoa ctia matplotlib vé Agg dé chay trén server khong c6 GUI;

gi61 han timeout va buffer output; don dep thu myc tam theo chu ky.
- Jupyter Notebook (utils/jupyter-execution-worker.js):

- Nhan notebook JSON (.ipynb), luu vao file tam va thuc thi bang jupyter

nbconvert --execute --stdout.

- Trich xuét output theo timg cell (text, HTML) va thu thap anh biéu do
(PNG/SVG) tir display data/output.data, tra vé cellOutputs va (néu co) plotimage
phuc vu hién thi tryc quan trén frontend.

- Thiét ké nay cho phép hd tro cac hoc phan thyuc hanh phan tich dir liéu/do thi,

noi output khong chi 1a text.
(3) Co ché cham tu dong theo test case

- D&t ligu test case nam trong Exam.testCases, moi test case cO input,

expectedOutput, isHidden, va weight (md dudng cho chdm theo trong sd).

- Khi submit, hé théng chay tudn tu cAc test case, so sanh output chuan hoa (trim)
va ghi két qua vao Submission.testResults. Piém tu dong duoc tinh theo ty 18 test

case dat so vo1 tong so test va dugce luu vao Submission.score.

- Khi run, hé théng wu tién tra phan hdi nhanh: chay theo input tily chon (console
input) hodc chay mot phén test case; phan hdi dugc ciu tric hoa theo nhom 15i

(validation, compilation, runtime).
4) Quan trij tai nguyén va chéng qua tai
! guy gq
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Ngoai timeout theo worker, hé thong con ap dung:

- Gi6i han kich thudc output (buffer), giéi han hang doi, va co ché tir chdi yéu

cau khi hé thong “under heavy load”.

- T6i wu frontend bang throttling khi ngudi hoc bam chay code lién tuc; dong thoi
han ché phat realtime monitoring trong production dé giam tai Socket.io.

4.4 Frontend va trai nghiém nguwoi dung
Frontend duoc thiét ké theo hudong “tac vu theo vai tro”, tdi wu vong ldp hoc tap
(viét—chay—stra) va tdi uu bdi canh thi (gidi han thao tac rui ro, luu nhap, dong bd)
(1) Trai nghiém sinh vién khi lam bai/thi
- Trang 1am bai (‘pages/ExamTaking.js') b6 cuc hai ving: dé bai (Markdown) va

editor + console.

R student

/> HUMG CodeLab O 1:56
He théng 13p trint

Sép xép mang

g5 Dashboard Dé bai Code Editor Auto-save: @ Daliu Ngonngl: ® Java  (Cédinh)

[)| HUMG Feeds S&p xép mang s6 nguyén ting dan
Test Cases mau:

Input: 531415
Expected Output: 11345

Console & Két qua @ Save

Input Console Xéa  Output Console

m ——

- Editor dung ‘components/CodeEditor.js’:
- Vé6i Java/Python: Monaco Editor chudn, hd trg ‘onRun’ va ‘onSave'.

- Vi Jupyter: ché do “notebook” cho phép tao nhiéu cell code/markdown, chay
ting cell hoic chay tt ca; output hién thi ngay dudi cell, hd trg anh plot (base64).
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- Console hd tro:
- Input console (nhap stdin) va Output console (stdout/stderr).

- Hién thi két qua test case (passed/failed) va hién thi anh plot/cell outputs cho

Jupyter.
- Ty dong luu nhap:

- Luu cuc bd (localStorage) dé chéng mat dir liéu khi reload.

- Luu 1én server theo co ché debounce (vi du 2 gidy) qua API */submissions/draft".
- Pong bo thoi gian lam bai:

- Khi vao bai thi, client goi ‘/submissions/exam/:examld/session/start’, dinh ky
sync ‘/session' dé giam sai léch; khi roi trang, goi ‘/session/end’.

- Khi hét thoi gian, hé thdng tu dong ndp bai va diéu hudng vé danh sach bai thi.
(2) Co ché anti-cheat phia client

Trang thi gidm sat cac hanh vi nhu chuyén tab/an ctra s6, mé dev tools (phim tat),
click chudt phai; cic sy kién dugc ghi nhan 1én server qua API
‘/submissions/violation'. Pong thoi UI hién thi canh bao theo muc do va (khi dat

nguong) tu dong ndp bai.
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© 28:08

thi!

Developer Tools, hodc r&i khdi trang thi. Vi pham 3 1an sé& tu ddng nop bai.
ban dudc luu tu déng mdi khi thay ddi va khi rdi khoi trang.

java.util.Scanner;
java.util.Arrays;

Solution {

main(String

r

Auto-save: & D3 luu

Canh béo: Khoéng dugc rdi khoi cifa s&

Ngon ngr:

[® D3 luu > Chay Input @ Test Cases < Nop bai

= Java (C6 dinh)

(3) Trai nghiém

args) 1

giang vién

Céc trang quan tri hd trg:

- Tao/stra bai thi, cau hinh test case, cau hinh 16p/sinh vién duoc phép.

HUMG CodelLab

Dashboard

HUMG Feeds

Bai thi

Quan Iy bai kiém tra

Bai viet

Viét bai blog

Tai liéu hoc tap

Quan Iy Study Materials

Thu vién bai tap

Quan 1y 16p hoc

®11:58

Danh sach bai thi
Quan ly cac bai thi
Tatcalsp 20 JavaOOP 5 dataviz_100 2
Tat ca bai thi
C6 20 bai thi

sép xé’p mang Pang dién ra
S3p x€p mang s6 nguyén ting dan
© 30m
R 100 diém
<> Java
£ 11:55 30-12 - 11:55 31-12

@ Chinhstta

array  sorting  algorithms

® Xem

Bai 3. Bang cifu chudng DA két thic

[0 Teacher Mode

java_100 9 testjava 4

Bai tap tim hiéu biéu dé hinh D3 két thic
hop & biéu dé phan tan

Bai tap tim hiéu biéu d6 hinh hdp & biéu d6 phan tan
® 3h0m

R 100 diém

<> Jupyter

£ 12:30 13-09 - 15:30 13-09

® Xem

Bai 2. Mang s6 nguyén 4 két thic

Nguy&n Van Thé...
Giang vién

o Q

Tao bai thi mdi

1 [ 19
Pangdiénra Siptéi DA két thic

Bai 1. Chuyén ddi chif hoa DA ket thiic
thudng

Chuyén ddi chir hoa thanh chif thudng va ngudc lai

® 2hom

R 100 diém

<> Java

B9 15:40 11-09 - 17:40 11-09

® Xem

sting  character  case

notebook DA két thic

- Theo do1 bai ndp va thong ké; ho trg xem sinh vién “dang lam” dua trén draft va

hoat dong; va xem tin hi¢u vi pham theo bai thi.

23



Bao cdo hoc thudt — Xay dung hé théng HUMG Codelab phuc vu cac hoc phﬁn ldp trinh

- Quan ly 16p hoc: import danh sach sinh vién bang Excel/CSV; xuat danh sach; cau
hinh so d6 cho ngoi (seating chart) phuc vu giam sat.
- PBiém danh realtime: giang vién m¢ phién diém danh va xem cap nhat tirc thoi tu
sinh vién.

HUMG Feeds © 11:58 [ Teacher Mode o Q ' rN‘Q:x]/e‘n'\‘/anTha

Bai thi

2 Piém danh I8p bigdata_05 @ Comit: 62 @ Véng: 0 (O Da diém danh: 62/62
@ Tiéu dé bui hoc * £ Ngay hoc [ Ghi chu
30/12/2025 =}

Viét bai blog

Tai ligu hoc tap

Sa dd chd ngdi - Nhan vao sinh vién dé danh dau cé mit/vang mit
Quén ly Study Materials

Ban giang

[ [~

n o
08 Xuin Bich Bich

2221050372

Hb sd ca nhan

4 Théng ké nhanh

Bai thi dé tao

(4) Twong tac cong dong (Feeds & Messaging)

- Feeds cung cép trang chia sé ndi dung hoc tap, hd trg Markdown va chén code;

binh luan 16ng nhau va like.
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. Nguyén Van Thi...
HUMG Codelab (CAE (WA HEEEAE S o Q . Giang vién

Programming Community Hub

Dashboard Q Search Posts Sortby:  Latest v Descending 5 posts found 2, Community Stats
Total Posts 5
HUMG Feeds 7 )
Bang tin céng déng ho.. Nguy&n Vin Thing Active Users 245
®nstructor  © 20/9/2025 Total Likes 7
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Quan 1y 16p hoc

- Messaging cung cép nhén tin realtime véi trang thai “dang soan”, da doc/chua doc;
tich hop thong béo trinh duyét (khi duoc cip quyén) va hd trg push/PWA theo ciu
hinh hé théng.

5. Két luan va huéng phat trién

5.1. Két luan

Nghién ctru “Xay dung hé théng HUMG Codelab phuc vu cac hoc phan lap trinh”
dd hoan thanh muc tiéu thiét ké va hién thuc mot nén tang web hd tro day—hoc va
danh gié 1ap trinh theo hudng chuan héa moi trudng thue hanh va ting téc vong phan
héi hoc tap. Trén phuong dién chirc ning, hé thong cung cp day du cac thanh phan
¢t 181 cua mot codelab hoc thuét: quan 1y bai thi/bai tap va test case; trinh soan thao
mi ngudn tryc tuyén; chay thir (run) va ndp bai (submit) voi co ché chim tu dong
theo bd kiém thir; luu vét bai 1am va két qua; ciing cac chirc nang hd tro quan tri 16p
hoc va trao ddi hoc thuat.

Trén phuong dién danh gia va quan tri 16p hoc, nén tang tich hop kénh realtime
va cac co ché hd tro minh bach trong kiém tra/thi 1ap trinh, bao gdm theo ddi tién
dd, diém danh realtime theo 16p va ghi nhan mdt s6 tin hiéu hanh vi phuc vu chéng
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gian 1an (anti-cheat). Céc tin hiéu nay duoc thiét ké véi muc dich hd tro giang vién
ra quyét dinh, dong thoi nhidn manh nguyén tac minh bach va thu thap t6i thiéu dir

li€u can thiét.

Mot dong gop nodi bat ciia hé thong 1a kha niang mé rong da ngon ngit & murc thuc
thi—phan hoi: bén canh Java (trong tdm cho hoc phan OOP), hé thdng hd trg Python
va Jupyter Notebook véi co ché trich xudt output theo cell va xir Iy anh biéu dd, qua
d6 mé rong dang ké pham vi ing dung sang cac hoc phan thuc hanh dit liéu. Mt
khac, viéc hién thuc mé hinh worker pool va hang doi thyc thi da tao nén tang k¥
thuat quan trong dé kiém soat dong thoi, gidi han tai nguyén va giam rui ro qué tai

khi phuc vu 16p dong nguoi.

Téng hop lai, HUMG Codelab c6 gia tri tmg dung truc tiép trong t6 chic hoc
phan lap trinh tai HUMG: gitp giam tai chdm bai, tang tinh kip thoi ctia phan hoi
cho sinh vién, hd trg gidng vién quan sat trang thai 16p hoc theo thoi gian thyc va
chuan hoa quy trinh kiém tra/thi lap trinh. Dong thoi, hé thdng mé ra co hoi tiép tuc
hoan thién theo huéng nang cao chit luong danh gia, ting cudng an toan thuc thi va

m¢& rong kha nang van hanh & quy mo 16n.

5.2. Huwéng phat trién
Duya trén két qua trién khai va cac yéu cau thuc tién trong giang day, hudng phat

trién ctia hé thong co thé tap trung theo cac nhoém sau:

- Mo rong ngdn ngir va mo hinh chdm: b sung thém cac ngdn ngit phd bién
trong dao tao (C/C++, JavaScript/TypeScript, SQL, Go...), ddng thoi hoan thién co
ché chim theo trong sb test case va hd tro cac dang so khdp linh hoat (tolerance cho
s6 thue, so khép theo tap/dinh dang). Vi ndi dung OOP, c6 thé bod sung bai chidm

theo “interface/contract” va bo test nang cao dé kiém tra thiét ké.
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- Cham theo rubric va danh gia chéat luong ma: tich hgp cong cu phan tich tinh
(linters, checkstyle/pylint), do d6 phtc tap, phat hién code smell, va chdm theo rubric
dé danh gia cac khia canh ngoai correctness (phong cach, cau trac, hiéu qua). Pay la
budc quan trong dé ning chat luong danh gia trong cac hoc phan hudng dbi tuong

va du an.

- Tang cudng sandbox va an toan thuc thi: chuyén tir co ché han ché theo pattern
va gi6i han tién trinh sang sandbox manh hon bang container (Docker) hodc co ché
c6 1ap cap hé diéu hanh, ap dung gi¢i han CPU/RAM/IO chit ché&, quan 1y filesystem
theo whitelist, va chuan hoa quy trinh don dep tai nguyén. Didu nay giup giam rui

ro bao mat va ting d6 6n dinh khi chay code phirc tap.

- Nang cao kha ning chiu tai va van hanh production: tdi uu pipeline run/submit
theo hudng tach worker service, bod sung cache cho dir liéu doc nhiéu (dé thi/bai tap),
trién khai multi-instance v adapter cho Socket.io khi can mé rong ngang; hoan thién
giam sat (metrics, tracing), canh bao ty dong va co ché “graceful degradation” khi
qua tai.

- Phan tich hoc tap (Learning analytics) va dashboard: phat trién dashboard theo
16p/bai thi cho gidng vién dya trén dit 1i€u run/submit/draft/session time va vi pham;
cung cip chi bao su pham nhu tién d6, nhom 13i pho bién, mirc do luyén tap, va goi
¥ can thiép. Vi sinh vién, cung cap bang tién do ca nhan va goi ¥ bai luyén tap phu

hop.

- Tang cudng chdng gian 1an va tinh liém chinh hoc thuat: bd sung phat hién
trong ddng ma ngudn (code plagiarism), phan tich hanh vi theo chudi thoi gian, doi
chiéu da nguén (log h¢ théng, su kién realtime) va co ché xuét bao céo vi pham theo
minh chimg. Pong thoi can xay dung chinh sach st dung dit liéu 16 rang nham dam

bao quyén riéng tu.
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- Cai thién trai nghiém hoc tdp va mé rong kénh hoc tip: hoan thi¢n PWA/offline-
friendly cho mét s6 chirc nang, tdi wu giao dién mobile, bd sung “goi ¥ theo budc”
(scaffolded hints), thu vién 101 giai mau c6 kiém soét, va tich hop hoat dong hoc tap

xa hoi (feeds/messaging) theo ngir canh bai hoc.

Céc hudng phat trién trén co6 thé dugc wu tién theo nhu cau thuc té cua ting hoc
phan va ha ting trién khai. Trong ngan han, wu tién cic hang muc lién quan dén an
toan thyc thi, gidi han tai nguyén va giam sat van hanh; trong trung han, mo rong
ngdn ngit va hoan thién co ché cham; trong dai han, phat trién analytics va cac chirc

nang ho trg su pham nang cao.
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