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LOI MO DAU

Trong thoi dai ki thuat sd hién nay, bao mat thong tin tré thanh mot trong nhiing van
dé quan trong va cap thiét nhat. Cac hé thong ma héa hién dai gitp bao vé dit liéu
khoi cac cude tin cong, dam bao tinh toan ven ,bi mat va xac thuc trong qué trinh
truyén tai thong tin.

Trong sb cac thuat toan ma hoa khoa cong khai, chit ky Rabin 1a mot trong nhiing
phuong phap dang cht ¥, dugc dé xuat bdi Michael Rabin vao nim 1979. Thuit toan
nay dya trén bai toan khai cin bac hai theo modulo sé nguyén 16n,twong duong véi
do kho cua viéc phan tich thira s6— mot bai toan kho trong 1y thuyét sb6 hoc va mat
ma hoc.

B4o c4o ndy s& gidi thiéu vé chit ky Rabin, bao gdm nguyén 1y hoat dong, co ché ky
va xac minh , ciing cac dic diém ndi bat. Bén canh phan 1y thuyét, bao céo ciing s&
trinh bay mot ing dung thuc té ciia hé mat ma Rabin thong qua viéc trién khai ma
ngudn bang ngdn ngit 1ap trinh Python. Viéc 1ap trinh thuét toan nay khong chi gitp
hiéu r hon vé co ché hoat dong ma con cung cip mot cai nhin thyc tién vé cach Gmg
dung n6 trong bao mat thong tin.

Muc tiéu ctia béo cdo 1a cung cap mot cach tiép can toan dién vé chit ky Rabin, gitip
nguoi doc ndm rd nguyén 1y toan hoc dang sau thuat toan, dong thoi hiéu dugc cach
trién khai va tmg dung né trong thuc té.



CHUONG 1: TONG QUAN VE AN TOAN BAO MAT
THONG TIN

1. Gi6i thiéu hé thong bio mat an toan thong tin

1.1. Téng quat

An toan bao mat thong tin 1a viéc bao v€ thong tin khoi cac mbi de doa tiém tang,
bao vé cac tai san k¥ thuat sb khoi bi truy cap trai phép, thay d6i, hoic pha huy.
Trong mdi trudng sb ngdy nay, viéc bao vé thong tin trd nén quan trong hon bao gio
hét. Cac hé théng bao mat thong tin bao gdm cac bién phap dé dam bao rang thong
tin duoc bao vé dudi ba yéu td chinh:

Bao mat (Confidentiality): Pam bao rang thong tin chi dugc truy cdp boi nhing
ngudi ¢ quyén truy cap hop phap.

Toan ven (Integrity): Pam bao rang thong tin khong bi thay d6i mot cach trai phép
trong qua trinh Iuu trit hoac truyén tai.

San sang (Availability): Pam bao rang thong tin ludén ¢ san va c¢o thé truy cap khi
can thiét.

1.2. TAm quan trong cua an toan bao mat thong tin

Moi truong hién dai, vo1 sy phat trién nhanh chong cua céng nghe thong tin va truyén
thong, ddng thoi lai chung kién su gia ting cla cic cudc tin cong mang, da tao ra
nhu cau 16n d6i véi cac hé thong bao mat thong tin manh m¢&. An toan bao mat thong
tin khong chi bao gdm cac phuong thic bao vé dir liéu trong qua trinh luu trit hay
truyén tai ma con phai dam bao rang thong tin duoc xtr Iy mot cach toan ven, khong
bi thay doi trai phép.

Céc linh vyc chinh ctia bao mat thong tin bao gém:

M3 hoa (Encryption): Bién di dit liéu thanh mot dang khong thé doc duoc ma khong
c6 khoa giai ma.

Xéc thuc (Authentication): Pam bao rang ngudi hodc hé théng truy cap 1a hop 18.
Kiém soat truy cap (Access Control): Dam bao chi nhitng ngudi co quyén mai co thé
truy cap vao cac tai nguyén h¢ thong.

Chir ky s6 (Digital Signatures): Xac nhan tinh toan ven cta dit liéu va nguoi guri
thong qua cac thuat todn ma hoa:



Xac minh:
— Nguoi gui
— Tinh toan ven dir liéu
— Chéng chdi bo trach nhiém

Trong d6, chit ky s6 Rabin 12 mot thuat toan chit ky quan trong trong mat ma khoa
cong khai, c6 do an toan cao nhd dya vao bai toan phan tich s6 nguyén lon.

Céc thanh phan trén két hop giup xay dung hé thong bao mat toan dién, bao vé dir
liéu trude cac moi de doa khong ngirng phat trién.

1.3. Ly thuyét
1.3.1. Ma hoa thong tin

- M3 hoéa thong tin 1a qua trinh chuyén doi dit liéu tir dang dé doc thanh dang ma hoa
nham bédo v¢ thong tin khoi truy cap trai phép.

- Muc ti€u chinh cua ma hoa la dam bao rang chi nhitng nguodi cd khéa giai ma phu
hgp mai c6 thé doc duoc nd1 dung goc.
- Co hai loai ma hoa chinh:

+ M3 hoa d6i xtmg: Sir dung mot khoa duy nhat cho ca qua trinh ma hoa va giai ma.
Vidu: AES, DES.

+ M4 hoa bat ddi xtmg: St dung cip khoa gdm khoa cong khai (public key) dé ma
hoa va khoa bi mat (private key) dé giai ma. Vi du: RSA, Rabin Cryptosystem.

1.3.2. Chit ky sb

- Chit ky s6 1a mot k§ thuat mat ma cho phép xac nhan nguoi giri va dam bao ndi
dung khong bi thay do1

- N6 hoat dong dua trén cap khoa cong khai — bi mat . Nguoi gui dung khoa bi mat
dé ky , nguoi nhan dung khoa cong khai dé xac minh

- 3 tinh chét co ban cia chit ky so:

— Xac thyc(Authentication):dam bao chit ky thudc vé dung nguoi gui
— Toan ven (Integrity) : dam bao dit liéu khong bi thay d6i
— Khéng chbi bo(Non-repudiation):Ngudi giri khong thé phu nhan viée di ky

1.3.3. Xac thuc va quan ly danh tinh



- Xac thue (Authentication):xac minh danh tinh ngudi dung hodc thiét bi trude khi
cap quyeén truy cap

- Quan ly danh tinh (Identity Management):Quan 1y thong tin ddng nhdp va phan
quyén nguoi dung trong h¢ thong bao mat.

1.3.4. Bao vé dit liéu trong qua trinh truyén tai

- Khi dir li€u dugc gui qua mang, n6 cé thé bj tan cong hodc danh cép.

- Giai phap bao vé: Ap dung chit ky séq(Digital Signature) dé dam béq tinﬁh toan ven
cua dﬁ’ li,éu. Chﬁ’, ky Rabin cling c6 thé dugc st dung trong chitr ky s6 dé xdc minh
ngudn goc va chong gia mao thong tin.

1.3.5. Gidm sat va phan tng

- Theo d&i hé thong phat hién dau hiéu tan cong bat thuong

- Xur 1y va ¢o lap mbi de doa nham gidm thiét hai

1.3.6. Bao mat mang va co s& ha t?mg

- Bdo mat mang bao gom viéc cau hinh va quan 1y tuong Itra, phat hién xam nhap va
bao v¢ khoi cac cude tan coOng mang tir bén ngoai.

- Bdo mat co s& ha tang bao gom viéc bao vé cac may chu, co s& dit li¢u va hé thong
luu trit thong tin quan trong.

Hé théng bao mat an toan thong tin 1a mdt hé théng phtrc tap bao gém nhiéu thanh
phan va phuong phap dé dam bao tinh bao mat va toan ven cta thong tin. Su két hop
clia cac bién phap bao mat nay 1a can thiét dé dbi pho véi cac moi de doa mang ngay
cang phtc tap va da dang.

Hé thong bao mat thong tin 14 tap hop nhiéu bién phap phdi hop chit ché dé bao vé
dir li¢u toan dién.Trong do,chit ky rabin 1a giai phap dam bao tinh xac thuc va toan
ven dit li€u , rat quan trong trong viéc giao dich s6 , chir ky dién tu,...

2. Chuyén dé

2.1. Vidu

Chung ta c6 thé md phong quy trinh ky va kiém tra chit ky Rabin nhu sau:

Gia str Bob muén gui mét thong diép M cho Alice va dinh kém chit ky sb dé Alice
c6 thé xac minh day dung 1a do Bob gui



- Khoéa cong khai: Alice chon hai s6 nguyén t6 16n p va q, sau d6 tinh N=p x q. Bob
cong khai N .

- Khoéa bi mat: Cac sé nguyén p va q duogc gitt kin bai Bob.
Khi Bob muén gtri thong diép M cho Alice, anh thuc hién cac budc sau:

— Ma hoéa: Bob tinh gid tri S = M? mod N
— Bob gtri cap (M,S) cho Alice

Sau d6 Alice Kiém tra chit ky
M2 = M?

2. Giai ma: Khi nhan dugc C, Alice st dung khoa bi mét (cac sd p va q) dé tim céc
can béc hai ciia C modul N. Do tinh chét ctia phép binh phuong modul N, qua trinh
giai mi c6 thé cho ra toi bon két qua. Alice s& ap dung cac quy tic dé chon ra gia tri
M nhu ban dau.

2.2 Nghién ctru

bé dam bao tinh bdo mat cua hé mat ma Rabin, can tién hanh nghién clru va phan
tich cac van dé sau:

- Tinh an toan cua hé mat ma: Nghién ctru danh gid mac d§ bdo mat cua hé mat ma
Rabin dua trén bai toan khai cin bac hai modul N. Piéu nay bao gdm viéc phén tich
cac diéu kién can thiét dé lwva chon cac s6 nguyén t6 p va q phu hop, ciing nhu viée
ap dung cac k¥ thuat padding nham dam bao rang qua trinh giai ma c6 thé duy nhét
xéac dinh duoc thong diép ban dau.

- X4c dinh nguyén tic cua tan cong: Phan tich cdc phuong phép tan cong tiém an vao
hé mat ma Rabin, ch'fmg han nhu tin cong brute force va cac dang tan cong dua trén
ciu trac s6 N. Nghién ctru ndy nham hiéu rd cac diém yéu c6 thé bi khai thac va tir
d6 dé xuét cac bién phap phong ngira hiéu qua.

- Phat trién phuong phap bao mat: Dé xuat va phat trién cac giai phap nham cai thién
tinh bao mat ciia hé mat ma Rabin. Diéu nay bao gdm viéc tdi vu héa quy trinh giai
mi bang Python, cai tién k¥ thuat padding va thém cac co ché nhan dang théng minh
dé dam bao rang thong diép ban dau duoc giai ma chinh xac du c6 bon két qua kha
di tir phép tinh can bac hai modul N.



CHUONG 2: THUAT TOAN RABIN

1. Ly do va muc dich chon thuat toan

1.1.Ly do

Thuat toan chir ky Rabin dugc lya chon dé nghién ctru va trién khai nho vao vj thé
dac biét cua nod trong linh vuc mat ma hoc, dac bi¢t 1a trong nhom cac lugc do chir
ky cong khai. Tinh an toan cta chir ky Rabin duoc xay dung dua trén bai toan phan
tich s6 nguyén 16n thanh cac thira sb nguyén t6 — mot trong nhitng bai toan kho nhat
trong 1y thuyét s6 hoc hién dai. Bai toan ndy yéu cau phan tich mét sé nguyén 16n
(thuong co kich thude tir 1024 bit tro 1én) thanh tich cta hai s6 nguyén t6; day 1a
nhiém vy tinh toan phtrc tap vuot xa kha ndng ctia cac may tinh ¢ dién khi sb co
kich thudc da 1on. Sy kho khan nay mang lai cho chir ky Rabin mot mirc d§ bao mat
1y thuyét cao, khién né tré thanh mot lya chon hép dan trong bdi canh nhu cau bao
v¢ tinh toan ven va xac thuc thong tin nhay cam ngay cang tang (giao dich tai chinh
trye tuyén, bao mat dit lidu y té, hop dong dién tir...).

So v6i cac luge dd chir ky khac nhu RSA, chir ky Rabin c6 mot s6 wu diém 1y thuyét
dang cht y. Pau tién, tinh bao mat ctia n6 di dugc chimg minh twong dwong truc
tiép v4i bai toan phan tich thira s6: phd lugce dd chit ky Rabin (vi du, tao chir ky gia)
tuong duong vai viée phan tich NNN thanh ppp va qqq. Pay 1a mdt dang chimg minh
an toan mang tinh toan hoc manh mé hon so véi RSA, noi mdi quan hé giira viéc pha
RSA va phan tich thira s6 khong hoan toan 1a mot tuong duong chit ché trong moi
bién thé. Thir hai, co ché toan hoc cua chit ky Rabin, dya trén phép binh phuong
modulo va vi¢c tinh cdn bac hai modulo, don gidn hon vé mat khai niém so véi cac
phép lity thira phirc tap trong mot sé bién thé khac, giup dé dang phén tich va 1am
sang to ban chat luoc dd. Ngoai ra, dic diém rang phép 1dy cin bac hai modulo NNN
c6 thé sinh ra téi bon nghiém vira ting do kho cho ké tin cong (vi ¢6 nhiéu nghiém
kha di) vira dit ra thach thtrc thyuc tién cho trién khai (phai dung padding/tag dé chon
nghiém dung), tao nhiéu hudng nghién ctru tha vi.

Chir ky Rabin cling dugc lua chon vi tinh linh hoat trong cac ting dung hoc thuat va
nghién ctru. Su don gian trong d6i ctia né 1am cho Rabin tré thanh cong cu 1y tudng
dé giang day cac khai ni¢ém nén tang cua mat ma hoc: cdp khoa cong khai/bi mat,
phép tinh modulo, Pinh Iy Du Trung Hoa (CRT), va cac bai toan kho trong 1y thuyét
s6. Pong thoi, nghién ctru chit ky Rabin mo ra co hoi dé kham pha cac van dé thuc
tién nhu hiéu suat tinh toan, quan 1y nghiém da dang, cac k¥ thuat dém/padding va
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hash-to-square — tir d6 déng gdp vao su phét trién cua cac hé théng chit ky sb va
bao mat trong twong lai.

1.2. Muc dich
Muc dich chinh cta viéc chon chit ky Rabin 13 nghién ciru sau vé cach mot lugc dd
chir ky cong khai dugc Xéy dung dua trén cac bai toan khoé trong toan hoc, nham lam
sang to cac nguyén ly cot 16i ciia mat ma hoc hién dai. Viéc nay giup ngu:cn nghién
ctru ndm vitng nhitng khai niém nhu cip khoa cong khai/bi mat, tinh bat d6i Xung,
cac phép tinh modulo, ciing nhu co s& an toan dua trén bai toan phan tich thira sé.

Cu thé, muc ti€u bao gom:

Phan tich ciu tric toan hoc cua lwge dd chir ky Rabin (sinh khoa, ky, xac minh) va
minh hoa qua trinh lay cin bac hai modulo bang cic phuong phép thyc té (cong thirc
khi p,q=3(mod4)p,q\equiv3\pmod4p,q=3(mod4), thuat toan Tonelli-Shanks, CRT).

Panh gia hiéu qua va han ché ctua Rabin so vdi cac luoc do chit ky khac (RSA,
ECDSA), dic biét vé tinh an toan 1y thuyét, chi phi ky/xac minh, va van dé nghiém
nhiéu.

Nghién ctru cac ki thuat thuc dung dé xt Iy van dé da nghiém (padding, tag, hash-
to-square, thém nonce) va phong chéng cac tin cong nhu chosen-message.

Pé xuat va kiém nghiém cac phuong phap t6i wu hoa trién khai (t6i wu CRT, chéng
side-channel), tir d6 chuan bi co sé cho cac ing dung thuc té nhu chir ky so trong hé
thong xac thuc, blockchain hodac ma hoa lai.

Mot muc tiéu quan trong khéc 1 phat trién k¥ nang 1y thuyét s6 va 1ap trinh bao mat
thong qua trién khai thuat toan (vi dy: moé phong bang Python) dé ki€m tra hi€u nang,
tinh dang dan va cac bién phap bao vé.

2. Tong quat vé thuit toan chir ky Rabin

2.1. Giéi thiéu

Chir ky Rabin 1a mét luge d6 chit ky cong khai do Michael O. Rabin dé xuat vao
nam 1979. Thay vi ding dé ma hoéa dit liéu nhu hé ma héa Rabin hay RSA, phién
ban chit ky dugc thiét ké danh cho xac thuc va toan ven thong diép: ngudi ky (s¢
hiru khoa bi mat) tao chit ky sao cho binh phuong ctia chitr ky (modulo N) khop voi
mat gia tri bdm cua théng diép; ngudi kiém tra chi can dung khoa cong khai N dé
xac minh diéu nay. Tinh bao mat cta luoc do duoc xay trén bai toan phan tich thira
s6: viéc gia mao chir ky tuong dwong véi viéc phan tich N thanh p,q.
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So v&i cac luge d6 khoa d6i xing nhu DES/AES (ding mot khoa chung), chir ky
Rabin thuéc nhom khéa bat dbi ximg: cap khoa cong khai/bi mat cho phép xac minh
cong khai ma khong tiét 16 kha nang ky. So v6i RSA, diém nbi bat ciia Rabin 1a mdi
lién hé truc tiép va chat ché hon tdi bai toan phén tich thira s6 (security reduction to
factoring), nhung Rabin gip thuc té van dé da nghiém trong budc rut cin modulo,
yéu cau thém co ché padding/tag.

2.2. Cach hoat dong cua thuat toan Rabin
Chir ky Rabin str dung ba qui trinh chinh: tao khoa, ky, va xac minh — kém cac thao
tac toan hoc nhu tinh cin bac hai modulo va két hop nghiém bang CRT.

Tao khoa

Chon hai s6 nguyén t6 16n ppp va qqq. Thong thudng ngudi ta chon p=q=3(mod4)
dé don gian hoa cong thirc 1dy can bac hai a”((p + 1)/4) (khi d6 mét can c6 thé lay
bang néu a 1a quadratic residue).

Tinh N=p-q
Khéa cong khai: N.
Khéa bi mat: (p,q)

Trong thuc té, p,q c6 kich thudc 16n (tong do dai N thudng > 2048 bit tiy yéu cau
bado mat).

Ky: Muyc ti€u: tim sss sao cho s*2 = x (mod N), véi x 1a gia tri bAm/dém cua thong
diép m.
Céc budc thuc dung:

Tao gia tri bam/padding: x = H(m || padding) dam bao 0 < x < N. Padding c6 thé
chtra tag/nonce dé phan biét nghiém.

Kiém tra x 13 quadratic residue modulo p va q. Néu khong, thay padding/nonce va
thur lai (hash-to-square).

Dung khéa bi mat dé tim nghiém r p : t* = x (mod p) va nghiém 1y cla t> = x (mod
q). Mbi phuong trinh ¢ hai nghiém — téng cong 4 nghiém kha di trén modulo N.

Két hop céc cap nghiém bang Dinh 1y Du Trung Hoa (CRT) dé c6 4 nghiém s1,...,s4.
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Chon,nghiém phu hop theo quy tic padding/tag (vi du chon nghiém c6 log2(4) = 2
bit thap khép tag) va xuat sslam chir ky.

Xéac minh

Nguoi kiém tra:

Tinh x = H(m || padding) theo cung quy udc.

Kiém tra: s>= x (mod N)

Néfu Qﬁng tag — kié;n tra thém diéu kién phan biét ’(Vi du s (mod 4) = tag).
N¢éu tat ca dang — chap nhan chir ky; nguogc lai — tir choi.

2.3. Dic diém noi bat

Pa nghiém khi giai cin: Vi N=p.q 1¢ khong chia hét 2, phuong trinh s> = x (mod
N) ¢6 thé c6 dén 4 nghiém. Piéu nay budc phai dung padding/tag dé chon nghiém
ding.

Bao mat twong duong v4i phan tich thira s6: Phé lugc d6 chir ky Rabin twong duong
v61 phan tich N, nén c6 co s& ching minh an toan chét ché hon cho mot s6 khia canh
so voi RSA.

Xéac minh nhanh: Kiém tra chi 1a mot phép binh phuong modulo N, nhe hon so véi
nang lily thira 16n nhu trong RSA — loi cho hé thong can xac minh nhanh, tan suat
cao.

Han ché trién khai thuc té: Van dé chon nghiém duy nhét va chdng chosen-message
attacks yéu cau padding/phuong phap hash-to-square phirc tap hon. Ngoai ra, viéc
ky (tinh can mdi modulo va CRT) ning hon mét chat so véi mot sd luoc d6 khac.
2.4. Phuong phap tan cong

Nhitng phuong phap tan cong chinh gom:

Phén tich thira s6 N: Con duong truc tiép nhat dé pha luoc dd 1a tim p,g tir N. Cac
thuat toan nhu Quadratic Sieve (QS) phu hop véi N kich thudc vira phai; General

Number Field Sieve (GNFS) 14 thuat toan manh nhat hién nay trén may c6 dién cho
N rat 16n. Néu p,¢ bi do dugc, ké tin cong c6 thé tinh moi cin va ky/gia mao chit ky.

Tan cong dwa trén padding (chosen-message): Néu padding hodc phuong phép hash-
to-square thiét ké kém, ké tan cong co thé thyc hién chosen-message attack dé thu
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thap thong tin vé méi quan hé giira gia tri bam va nghiém, tir 46 dung chir ky hop 18
cho thong di¢p khac hodc suy ra khoa.

Tan cong dua trén da nghiém: Néu lugce d6 khong cung cap co ché phan biét nghiém,
ké tan cong co thé tan dung nghiém sai dé gy xung dot hodc dung chudi kién toan.
Tan cong side-channel: Ro ri thong tin trong qua trinh tinh cin modulo hay CRT
(thot gian, dién nang, ro ri bo nho) co thé tiét 10 thong tin vE p,q.

Ngoai ra, may tinh lugng tir (voi thuat toan Shor) s€ pha vo bai toan phan tich thira
s0 trong thoi gian da thirc — khi mdy tinh lugng tir manh xuat hién, Rabin (nhu RSA)
khong con an toan.

2.5. Do phtc tap
Sinh khoa: Ton cong cho viéc sinh va ki€m tra primality cua p, g, thuc hién mdt lan.

Ky: Chi phi gom tinh nghiém modulo p va q (c6 thé ding cong thtrc nhanh khi

p, q = 3 (mod 4) hodc thuat toan Tonelli-Shanks) va két hop bang CRT — chi phi
chap nhan duoc dbi véi khoa 16n.

Xéac minh: Rat nhe — mot phép binh phuong modulo N.

Tan cong phan tich thira s6: Thoi gian chay ting rit nhanh theo kich thudc N; GNFS
1a thuat toan tot nhat trén may co dién. Khi Nbdu 16n (2048 bit tré 1én), phan tich
thira s thuc té 1a bat kha thi v6i cong nghé hién tai. Tuy nhién, Shor trén may luong
tir c6 thé 1am diéu nay trong thoi gian da thic, 12 rai ro cho tuong lai.

Goi y kich thuéc khoa: Pé dam bao an toan trén may cb dién, khuyén nghi N tdi
thiéu 2048 bit; v&i mure rai ro cao hon hodc bao mat lau dai, nén dung 3072—4096
bit hoac chuyén sang thuat toan hau-lugng tir néu can chong luong tir.

2.6 Vi du chir ky rabin
Chonkhéa:p=7,q=11 ->n=p.q=77

Thong diép: m = 20

Ky:

Tim s s sao cho s’=m ( mod 77 )

Taco 62 =36 =20, 14>=196 =196 — 154 =42 =20

132=169=169 — 154 =15
13



thir tiép: 272 =729 = 729 — 693 = 36
thir: 182=324=324—-308=16

Ta phai chinh thong diép bang ham bam H. Gia sit H (m ) = 36 H(m)=36, thi ta lay
chitky: s =6

Kiém tra: 62=36=H (m) = hop 1&
Vidu2:
Khoéa: p=13,q=17=>n=221
Thong diép: m=19
Ham bam gia su: H (m ) =81
Ky:s?=81=>s=+9
Chitky cothé la: s =9
Kiém tra: 92=81=H (m) = hop 1&
Vidu3
Khoa:p=11,q=23 > n=253
Thong di¢p: m =45
Ham bam gid su: H (m ) =100
Ky: Giai s>= 100 ( mod 253)
Vi 10? = 100
Chtt ky: s = 10 (hodc —10)
Kiém tra: 10>=100=H (m ) = hop 18
Vidu4
Khoéa: p =19, q=23 = n=437
Thong di¢p: m =51
Ham bam gid su: H (m ) = 144
Ky:s’=144 > s=+12
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Chitky: s =12
Kiém tra: 122=144=H (m ) = hop 18

Trong Rabin Signature phai dung ham bam H dé chic chan rang gia tri can giai
phuong trinh s? =H(m) mod, n 12 phan du bac hai.

MGi chit ky thudng c6 4 nghiém, ngudi ky phai chon dung nghiém theo quy téc.

2.7. Bi¢n phap bao v¢
D¢ trién khai chir ky Rabin an toan, can ap dung céc bién phap sau:

Str dung khoa du 16n: Chon p,q sao cho N c6 do dai phu hgp véi muc ti€u bdo méat
(>2048 bit 13 ngudng pho bién cho bao mat hién dai).

Padding va hash-to-square: Khéng ky truc tiép H(m) ma dung co ché
padding/tag/monce dé d¢am bao x c6 thé 1a quadratic residue va dong thoi chia bit
phan biét dé chon nghiém duy nhit. K§ thuat hash-and-sign véi thr nhiéu nonce
(hash-to-square) hoac thém tag 1a phuong phéap thuc dung.

Chon primes manh: Tranh primes c6 cau trac d& khai thac (vi du tranh primes khién
Pollard’s p—1 hi¢u qua).

Chéng side-channel: Bao v¢ viéc thuc hién toan hoc (CRT, tinh can) khéi ro ri thot
gian/di¢n ndng/bd nhd.

Kiém toan & test: Thuc hién kiém thir, kiém toan ma ngudn va danh gia an ninh (dic
biét kha nang chosen-message) dé ddm bao khong c6 so hé thuc thi.

Luu y lugng tir: Néu méi truong yéu cau bao mat trude may lugng tir, khong ding
Rabin; thay bang luoc d6 hau-luong tir.

2.8. Ung dung thuc té

Mic du chir ky Rabin it ph6 bién hon RSA hay ECDSA trén thi truong do van dé da
nghiém va quy chuan tiéu chuan hod, nd van c6 mot sé tmg dung va vai trd quan
trong:

Chir ky s6: Khi van dé lya chon nghiém duoc xir Iy bang padding/tag an toan, Rabin
c6 thé dung cho chir ky s trong cac hé yéu cau xac minh nhanh (vi xac minh chi 13
mot phép binh phuong modulo).
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Hé théng hoc thuét va dao tao: Rabin 14 vi du dién hinh cho bai giang vé mbi lién hé
gitra bai toan so hoc va an toan mat ma; thich hop dé minh hoa CRT, can modulo, va
security reductions.

M3 héa lai / trao d6i khoa: Rabin c6 thé dugc tmg dung trong ciu trac lai noi Rabin
ky/ma hoa khéa phién (két hop véi AES dé ma hoa dit lidu 16n), tan dung loi thé xac
minh nhanh.

Ung dung chuyén bi¢t: Trong mot s6 hé théng ndi b hodc Uimg dung co thé kiém
soat t6t phan padding/tag (vi du hé théng nhung, thiét bi kiém tra nhanh) Rabin c6
thé 1a Iyra chon hop 1y.
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CHUONG 3: PHAN TICH VA THIET KE HE THONG BO
PHIEU PIEN TU SU DUNG MAT MA RABIN

3.1. Gioi thiéu Bai toan

Trong ky nguyén s6 hoa, hé théng bo phiéu dién tir (E-voting) dang dan thay thé cac
phuong thtrc bé phiéu truyén thong nho vu diém vé tde do, su tién loi va kha ning
tiét kiém chi phi. Tuy nhién, thach thtrc 16n nhat ngan can su pho bién rong rii cta
E-voting chinh 12 van d¢ an toan va bao mat thong tin. Mot hé thong bo phiéu dang
tin cdy phai dam bao duoc hai yéu to cot 16i:

1. Tinh bi mat (Confidentiality): Khong ai (trir nguoi c6 tham quyén kiém
phiéu) biét duoc ndi dung 14 phiu cua cir tri.

2. Tinh xac thwe va toan ven (Authentication & Integrity): Phai x4c minh
duogc 14 phiéu dén tir mot cir tri hop 16 va ndi dung phiéu khong bi chinh stra
trong qué trinh truyén tai.

Pé giai quyét bai toan ndy, viéc ap dung cac hé mat ma khoa cong khai (Asymmetnc
Cryptography) 1a phuong an t6i wu. Trong bao céo nay, chung t6i dé xuét sir dung
H¢ mat ma Rabin — mot thuat toan c6 do an toan dua trén do kho cua bai toan phan
tich thira s6 nguyén t6 (twong duong véi RSA) nhung ¢ uu diém vuot troi vé toe do
ma hoa.

3.2. Tong quan vé Kién tric hé thong

Hé thong dugc xdy dung dua trén mo hinh Client-Server phi tip trung (Decentralized
workflow) thong qua trao ddi tép tin (File-based communication). M6 hinh nay bao
gdm hai thuc thé chinh:

1. Thue thé Cir tri (Voter Client): Pong vai tro 1 phia nguoi dung (Client).
Phan mém nay chiu trach nhiém sinh khoa cé nhan cho ct tri, tao ndi dung
phiéu bau, thuc hién ky s6 dé xac thuc va mi hoa phiéu bau dé bao mat trudc
khi gui di.

2. Thue thé Kiém phiéu (Authority Server): Dong vai tro 1a phia quan 1y
(Server). Phan mém nay chiu trdch nhi€m sinh cap khoa cua hé¢ théng, thiét
1ap céu hinh cudc bau cir, tiép nhan cac gbi tin phiéu bau, giai ma va xac minh
chit ky dé dua ra két qua cudi cung.
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Giao thirc truyén thong giita hai thuc thé sir dung dinh dang JSON (JavaScript
Object Notation), dam bao tinh tuong thich va dé dang kiém tra cau trtc dit liéu.

3.3. Thiét ké ludng dir liéu va thuit toan an toan
3.3.1. Quy trinh sinh khoa (Key Generation Phase)
Heé théng str dung hai cap khoa riéng biét cho hai muc dich khac nhau:

o Cip khéa Authority (auth_priv.json, auth_pub.json)Dung dé ma hoa phiéu
bau (Bao mat).

o Authority cong khai auth pub.json dé tit ca cir tri dung né ma hoa
phiéu.

o Authority giit bi mat auth_priv.json dé giai ma khi kiém phiéu.

« Cipkhéa Voter (voter_priv.json,voter_pub.json): Dung dé ky s6 phiéu bau
(Xac thyc).

o MObi ctr tri sinh mot cip khoa riéng.
o Cirtri ding voter priv.json dé ky 1én 14 phiéu.
o Curtri guri kém voter pub.json trong géi tin dé Authority xac minh.

Hé thong sir dung s6 nguyén t6 Blum (Blum Prime) dé dam bao tinh kha thi cua viéc

giai ma. Mot s6 nguyén t6 p dugc goi 1a Blum Prime néu p = 3 (mod 4).

def gen_blum_prime (bits):
""Sinh Blum prime p =3 (mod 4).
while True:
p = gen_ranocdom_odd(bits)
if p = probable_prime(p):
return p

3.3.2. Quy trinh dong goi phiéu bau (Voting Protocol)
Quy trinh tao mot 14 phiéu hop 1& dién ra theo céc budc sau tai phia Voter:

1. Budc 1: Khéi tao dir licu (Initialization):

Nguoi dung chon tmg vién. Hé thdng tao mot object JSON chtra thong tin: ID bau
cu, thoi gian, lya chon.
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2. Budc 2: Chuan hoa (Canonicalization):

Pé dam bao chit ky s6 1a duy nhat va chinh xac, di liéu JSON phai duoc chuan hoa
(sap xép key theo thir ty alpha, loai bo khoang trang thira).

3. Budc 3: Ky sd Rabin (Rabin Signature):
Str dung so dd ky Full Domain Hash (FDH).

o Ban tin dugc bam (hash) cuing vi mot gia tri ngau nhién salt va bd dém
ctr.

o Hé théng lap lai viéc bam cho dén khi tim duoc gia tri hash y 1a mot
thang du bac hai (Quadratic Residue) modulo n.

o Chir ky S 1a cdn bac hai cua y: S = H(m,salt,ctr) (mod n).

def rabin_sign_ballot(ballot_obj, priv_hex, salt_len=16):
Ky ballet obj bang Rabin FDH;:

{'p','q', 'n} (hex strings)

"s hex, 'salt':hex, 'ctr':int, '), ]}

p = int(priv_hex['p'], 16); q = int (priv_hex['q'], 16) ;nint

message_bytes = canonical_json(ballot_obj)
salt = secrets.token_bytes(salt_len)
ctr = @

raise RuntimeError("Qua nhiéu vong thu' trong FDH sampling")
else;

s = canical_root_of_y(y, p, Q)
return {'s':format(s, 'x'), 'salt: salt.hex(), ctr: ctr,}

Budc 4: Ma héa Rabin (Rabin Encryption):
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Noi dung phiéu (sau khi dd chuin hoa) dugc ma hoa bang khoa cong khai cia
Authority.

o Cong thitc: C = m? ( mod naum)

« Vén d8&: Khi giai mi $C$, ta s& thu duoc 4 nghiém m,;, m,, ms, my. Authority
s& khong biét dau 1a ban 1 gdc.

. Giai phap trong hé thong: Sir dung k¥ thuat Redundancy Padding. Trudc
khi binh phuong, ban 18 dugc dém thém mot chudi danh dau dac biét
##R ABINPAD##.

PAD_MARKER = b'##RABINPADi#t'

rabin_encrypt bytes(m bytes, pub hex):

W

es bang Rabin (chi danh cho m int < n).
s || PAD_MARKER

W

n = int(pub hex['n'], 16)
salt = secrets.token bytes(16)
padded = salt + m bytes + PAD MARKER
m _int = int.from bytes(padded, 'big")
m int »>= n:
ValueError("Thong diép qua dai so voi modulus n")
¢ = pow(m_int, 2, n)
{'c’': tormat(c, 'x'), 'pad len': len(padded)}

3.3.3. Quy trinh Kiém phiéu (Vote Counting Protocol)
Tai phia Authority, quy trinh nguoc lai dugc thuc hién:

1. Budc 1: Gidi ma (Decryption & Disambiguation):
Authority ding khoa bi mat (p, q) dé tim 4 can bac hai cta ban mi C.
o Hé thdng duyét qua 4 nghiém nay.

o Nghiém nao c6 chtra chudi ##RABINPAD## & cudi s& duoc chon 1a
ban ro dung.
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o Neéu khong nghi€ém nao c¢6 chira marker nay, goi tin bi coi 1a rac hoac
da bi tan cong.

2. Buoc 2: Xac minh chit ky (Signature Verification):

Sau khi giai ma duoc ndi dung phiéu M, hé thdng lay chit ky S (di kém trong goi tin)
va khoa cong khai Voter (voter pub).

o Tinhy'=S? (mod voter pub).
o Tinh lai gié tri hash y = H(M, salt, ctr).
o Sosanhy' vay. Néu tring khép, phiéu bau hop 1é.
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CHUONG 4: XAY DUNG UNG DUNG

4.1. Cau tric to chirc ma nguon
Du an dugrc t6 chirc theo cau truc module hoa dé dé dang bao tri va mé rong:

src/utils_rabin.py: Thu vién 161 chira cac ham toan hoc (Miller-Rabin, Jacobi,
CRT, Keygen, Encrypt, Sign).

src/authority.py: Logic nghiép vu cta bén kiém phiéu (Xu 1y file, xac thuc
hang loat).

sre/voter.py: Logic nghiép vu cua ctr tri (Tao file JSON ciu truc).
gui_authority.py: Giao dién nguoi dung cho Authority.
gui_voter.py: Giao dién nguoi dung cho Voter.

config.py: Quan ly duong dan file, thu muc luu trit (votes/, approved/,
clections/).

4.2. Xay dung Module Authority (Phia Quan ly)

4.2.1. Giao dién va Chirc nang chinh
Giao di¢n Authority dugc thiét ké voi muc ti€u quan 1y tap trung.
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Khi nguoi ding bAm nut "Sinh khoa", hé thdng goi ham authority keygen. Ham nay
tao ra file authority priv.json (chtta p, q - phai giit bi mat tuyét d6i) va
authority pub.json (chtra n - cong khai cho ctr tri).

4.2.2. Chirc nang Quan ly Cau hinh Bau ctr

Dé hé thdng c6 thé tai sir dung cho nhiéu cudc bau cir khac nhau (Bau 16p trudng,
Bau chi doan...), chitc ning "Tao cdu hinh" cho phép luu trit thong tin dudi dang
JSON.

By Py e

4.2.3. Chirc nang Kiém phiéu va Sang loc

Pay 1a chirc nang quan trong nhat. Hé thdng s& quét toan bo thu muc votes/ dé tim
cac phiéu moi giri dén. Qué trinh xtr Iy mot phiéu dugc cai dit trong ham
authority decrypt_and_verify. Piém dic biét cta cai dit nay 1a kha nang phan loai
101:

« Néu 16i giai ma (sai khoa, file hong) -> File duoc di chuyén vao thu muc
not_approved kém file log chi tiét 13i.

« Néu giai md ding nhung chit ky sai -> Luu vao not approved véi 1y do
"Invalid Signature".

« Néu hop 1é -> Luu vao approved.
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4.3. Xay dung Module Voter (Phia Cir tri)
4.3.1. Giao dién va Trai nghi¢m ngudi dung
Giao dién Voter dugc toi gian hoa dé tranh nham 1an cho ngudi ding pho thong.
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4.3.2. Céu tric géi tin Phiéu bau
Khi Voter nhan "Tao phiéu", hé thong khong chi gui di lva chon "A" hay "B", ma n6
tao ra mot cau truc dir liéu phuc tap dé dam bao an ninh:

**Piy la phiéu truée khi ma hoa

e cipher ballot: Chtra ban mi cta phiéu bau (d4 che gidu ndi dung).
e voter sig: Chit ky s cua cir tri (dé chimg minh quyén s¢ hiru).
e voter pub: Khoa cong khai cta ctr tri (¢ Authority kiém tra chit ky).
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CHUONG 5: TRIEN KHAI VA KICH BAN KIEM THU

5.1. Thiét 1ap méi truwong
o Moi trwong: Python 3.9+,
« Thuw vién: Tkinter (c6 san), secrets (sinh s6 ngau nhién an toan), hashlib.
o Ciu tric thw muc:
o rabin_ voting/: Thu myc gdc.
o src/: Chira ma ngudn.
o artifacts/: Chira dit li¢u chay thuc té (tu dong sinh ra).

5.2. Kich ban kiém thir: Bau cir Lép truéng
Muc tiéu: Kiém tra kha ning hoat dong thong sudt tir dau dén cudi (End-to-End
Test).

Buéc 1: Khéi tao hé thong (Vai tro Authority)

1. Nguoi quan tri chay gui_authority.py.
2. Nhan nut "Sinh khéa Authority". Kiém tra log thay thong bao "D sinh
khoa...".
3. Nhép thong tin:
o Ma: BauLopTruong
o Vitri: Lop Trudng
o Lua chon: Nguyén Vin A, Tran Thi B
4. Nhén "Luwu cau hinh". File BauLopTruong.json dugc tao trong thu muc
elections/.

**Sinh khoa thanh cong
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Buéc 2: Cir tri bé phiéu (Vai tro Voter)
Gia str c6 2 cur tri: Ctr tri 1 (Hop 18) va Cir tri 2 (C6 tinh pha hoai).



Truong hop 1: Cir tri bé phiéu hop 1¢

1. Chay gui_voter.py.
2. Chon cau hinh BauLopTruong.
3. Nhap ID: SV001. Chon vi tri Lép Truong, chon Nguyén Vin A.
4. Nhan "Tao phiéu".
o Hé thong sinh file vote ballot-SV001 json.
o Thong béo "Thanh cong".

..........

.....

Trwong hop 2: Gia lap tin cong (Sira d6i phiéu)

« Cur tri tao phiéu cho Tran Thi B.

o Mot Hacker can thi¢p vao file JSON, stra ndi dung cipher ballot thanh mdt
chudi ngau nhién.

« Muc tiéu: Kiém tra xem hé thong Authority c6 phat hién ra file bi hong khong.

Buéc 3: Tong hop két qua (Vai tro Authority)

1. Quay lai gui authority.py.
2. Nhin "Kiém phiéu".
o Log hién thi: "Tim thay 2 phiéu".
o Phiéu ctia SV001: Giai ma thanh cong, chit ky khép -> Hop 16.
o Phiéu gia 1ap tin cong: Giai ma that bai (khong tim thay
PAD_MARKER) hodc Chir ky sai -> Khong hep I¢.
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3. Nhan chon cudc bau cir BauLopTruong ¢ menu dudi clng.
4. Nhén "Xem Két Qua".

— [AUTH] Bt déu kiém tra phiéu ... —

[INFO] Tim théy 2 phiéa méi. Bit diu xit If..

—KET QUA KIEM PHIEU —

Vote file: D:'Rabin Vofing system fimalvotes'vote SV00I.json
Ballot ID: SV001
Noi dung {(hoc 161): |

"gallot id™: "SV001",

"choices": "Nguyén Van A",

"election id": "BaulopTruong”,

"issue_time": "2025-11-26T11:22:30Z",

"positions": "Lop Truong"

Chir k¥ voter hop 1€7: True
[SUCCESS] Phiéu hop I&.
—KET QUA KIEM PHIEU —

Yy

Vote file: D:'Rabin Vofing system fimalvotes'vote SV002.json

Ballot ID: N/A - Lai
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Noi dung (hoic 16i): {

"details": "Khéng tim thay nghiém phi hop chita PAD MARKER (decrypt failed)",
"error": "Giai m3 thit bai (Decrypt failed)",
"voter pub": {
”Il":
"4eclc8617d589fd7122868cc6ddasSbe07d4672be815b0128d2d03beedf] 86418c9367c584e6960ea
18c4070698aa94c14¢c7278a23¢c27cel 69813a0cactb87fcdlcb2422d318e48ac6f5545aaefbl 784d6
87313d4492296c9582ba6b65b559e¢19c0d70176c2bafl dabbe8f7¢c1777db4f15d3b8dd763282%a4c

dfc51615bd715f861c0ec36226b4b1d5953cde85ecfedlea23f63c45cbf916345b802f4c5644afaSth
aclbd034428a7d1d2797526ce79404635e34edf1e47c71eb79c873893balb36585cc6bSel16fbi340

0d2494ac3d8317e999cb7e13e2f9047d9cbdd40f9571823e5d227al18c33725b04e5ed6edd1aed685
2b0ac6if7aedb21b2b9276dfa6dc1”
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"1a784c445db6fc6b06ee2919cc3502316d829410e91941a273ceb005077177777be8d2eb7d8edd6
1030c9540261defd6ead 1£36d4abaffaedfad32c90600e45465929deb07ce645a3714767b22c9616d
38£59d34db5427d61{e2275c90dc0966ed43fdb3cc4888ad262ebbb834e97fccb7ef02141abal09aa
572872383 ccfiflac17a68393f29ac91643545¢c550ae4f3b44a8ce6c0c5ad9ef2d2d399204b9b830b
6b47e747492669d631968087b80e918af892614032422ad79136312608bcB8657162b84a7dfd4b577
545e0aca061e61fa5al636f8530e07dfe27f727db3b34d4953b57ef6604£289989002788f0e4a9ddS
68623¢c539dd88ec57{60efdbc54d",
"salt": "aSad81bb3c3dd0755¢c2ccae2e53e68a4"
!
}

Chit ky voter hop 1&7: False

[ALERT] Phiéu KHONG hop 1&.

--- [AUTH] Hoan tit kiém phiéu! ---

[SUMMARY] P4 xut Iy: 2 phiéu. Hop 1é: 1. Khéng hop 18: 1.

5.3. Két qua kiém thir
H¢ théng hoat dong dung nhu thiét ké véi cac két qua cu thé:

« Do chinh xdc: 100% phiéu hop 1é duoc giai ma ding ndi dung.

« Phat hién 18i: 100% phiéu bi chinh stra ndi dung (Tampering) bi loai bo do
co ché chit ky s6 Rabin khong khép véi ndi dung sau giai ma.

« Tinh toan ven: File két qua duoc luu trit tach biét, dé dang cho viéc tra soat
(audit).
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CHUONG 6: PANH GIA VA KET LUAN

6.1. Panh gia wu diém ciaa hé théng
H¢ thong demo da chiing minh duoc tinh kha thi cua viéc &p dung thuat toan Rabin
vao thuc té:

1. Bao mat dua trén toan hoc vitng chac: Khong giong nhu cac hé thong bao mat
bang mat khau truyén thong, hé théng nay dua trén do khé cua bai toan phan
tich thira s6 nguyén td (Integer Factorization Problem - IFP). Dé pha khoa, ké
tan cong phai phén tich sd n (2048 bit) thanh p va q, diéu nay 1a bat kha thi véi
may tinh hi¢n tai.

2. Tdc d6 xir Iy phia Client cyc nhanh: Phép ma hoa (M? (mod n)) va kiém tra
chit ky (S?> mod n)) chi ton 1 phép nhan modulo. Piéu nay giup tng dung Voter
c6 thé chay muot ma ngay cé trén cac thiét bi cau hinh thap hodc thiét bj [oT.

3. Co ché chbng chdi bo (Non-repudiation): Véi viée sir dung chit ky s6 Rabin,
ctr tri khong thé chéi bo 14 phiéu minh di ky. Néu co tranh chap, chi can ding
Public Key cuia cir tri dé xac minh lai chit ky trén 1a phiéu gbc.

6.2. Phan tich cac han ché ton tai
Bén canh uu diém, viéc 4p dung Rabin cling bdc 10 nhitng nhuoc diém cb hitu da
dugc 1y thuyét du bao va thuc té ki€ém ching:

1. Van dé nhap nhang nghiém (Ambiguity): Pay 1a nhugc diém 16n nhat cta hé
mat Rabin. Mdi 1an giai ma sinh ra 4 ban rd.

o Anh hwong thyc té: Hé thong phai ton thém tai nguyén dé thém Padding
(##RABINPAD##) vao ban tin, 1am ting kich thudc file phiéu bau.
Authority phai thuc hién logic chon loc, tén thoi gian xu 1y hon so v&i
RSA (chi ra 1 nghiém duy nhét).

2. Quan 1y khoa cong khai (PKI): Trong hé thong demo, Public Key cua cir tri
dugc gui kém trong goi tin. Trong thuc té, cAn mot bén thir ba tin cdy (CA -
Certificate Authority) dé chimg thuc rang Public Key d6 ding 1a cta cir tri
SVO001, tranh truong hop ké gid mao ty tao khoa va tu bau.
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6.3. Hé thdng bo phiéu dién tir sir dung Rabin véi cac mé hinh khac

Trong bdi canh cac hé thong bo phiéu dién tir ngay cang da dang, viéc danh gid, so
sanh md hinh sir dung mat mi Rabin véi cac giai phap khac 1a can thiét dé 1am rd vu
diém, han ché va kha niang tmg dung trong thuc tién.

6.3.1. So sanh véi bo phiéu truyén thong

So véi mo hinh bé phiéu truyén thdng bang gidy, hé thong bo phiéu dién tir str dung
Rabin c6 mot s6 diém khac biét ndi bat:

Vé téc d6 xtr Iy: Trong mo hinh truyén thong, qua trinh kiém phiéu, tong hop két qua
thuong mat nhiéu thoi gian, phu thudc nhidu vao sitc ngudi va dé xay ra nham 1an.
Heé thdng bo phiéu dién tir ¢6 thé ty dong hda hoan toan bude kiém phiéu, giam dang
ké thoi gian cong bd két qua.

Vé tinh bao mét: Phiéu giéy c6 thé bi thit lac, sao chép hodc can thi¢p trong qua trinh
van chuyén va luu trt. Trong khi d6, hé thong sir dung mat ma Rabin dam bao céc
phiéu bau dugc ma hoa, ky s0, kho bi stra d61 ndi dung ma khong bi phat hién.

Vé kha nang kiém tra, tra soat: Vi phiéu gidy, viéc kiém tra lai toan bo qué trinh
can rat nhiéu nhan luc. Trong h¢ thong dién ttr, log h¢ thong, file phi€u va chit ky so
cho phép kiém tra lai mdt cach c6 h¢ thong, minh bach va nhanh chéng.

Tuy nhién, bo phiéu truyén théng van c6 vu diém 1a d& hiéu, d& trién khai ¢ nhiing
noi ha tang cong nghé¢ thong tin con han ché. Diéu nay cho thay, trong thuc té co6 thé
can két hop hodc chuyén doi dan dan ttr mo6 hinh truyén thong sang dién tu.

6.3.2. So sanh véi hé thong sir dung RSA

Trong nhiéu hé théng bd phiéu dién tir hién nay, RSA 1a lya chon phé) bién vi da
duoc chuan hoa va tich hop séan trong nhiéu thu vién, phén mém. So vdi RSA, giai
phap sir dung chit ky s6 Rabin trong d6 4n c¢6 nhitng diém sau:

Vé d6 an toan 1y thuyét: Ca RSA va Rabin déu dua trén do kho cua bai toan phan
tich s6 nguyén n thanh tich hai s6 nguyén t6 p va q. Tuy nhién, luoc d6 Rabin c6 co
s& chting minh an toan chit ché hon: viée gia mao chir ky trong nhiéu bién thé twong
duong véi viée phan tich n.

V& d6 phure tap tinh toan: Thuat toan Rabin trong budc xac minh chi yéu cau tinh
mot binh phuong modulo n, trong khi RSA phai tinh lily thira véi s6 mii e. Diéu nay
giup viéc kiém tra chit ky Rabin co tiém nang nhanh hon, dac biét khi ) lugng phiéu
rat lon.
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Vé trién khai thuc tién: RSA di duoc tiéu chuan hoa trong nhiéu giao thirc (SSL/TLS,
PGP, ...), con Rabin it phd bién hon. Do d6, dé ung dung Rabin & quy mé 16n can
dau tu nhiéu cong strc hon cho chudn héa, kiém thir va danh gia an ninh.

Trong pham vi bai béo cao, viéc lya chon Rabin mang y nghia hoc thuat ro rét: sinh
vién c6 co hdi ti€p can mot luge do it pho bién hon, dao sau vé ly thuyét va hiéu
duoc cach thiét ké padding, xur Iy da nghiém.

6.3.3. So sanh véi cac hé théng st dung chit ky trén dudng cong elliptic (ECDSA)
Déi v6i cac hé thdng bo phiéu hién dai, ddc biét 1a trén nén tang di dong, ECDSA
thudng duoc uu tién nhd kich thudce khoa nhod va hiéu niang tdt. Tuy nhién, so voi
ECDSA, hé théng st dung Rabin trong dé tai van co nhiing loi thé nhét dinh:

Rabin c6 ciu tric toan hoc don gian hon, dé giai thich, d& cai dt tir dau, phu hop voi
muc ti€u giang day va nghién ctru co ban.

ECDSA yéu cau viéc trién khai can trong dé tranh 161 v€ sinh s6 ngau nhién, reuse
nonce,... trong khi m6 hinh Rabin trong bao cdo tap trung vao viéc dam bao tinh
ding dan cda thudt todn rut can, kiém tra chir ky va cau tric goi tin.

C6 thé thay, tuy chua phai 14 lwa chon t6i uu vé mit tiéu chuan cong nghiép, nhung
Rabin lai rat thich hop dé xay dung cac mo hinh thir nghiém, cac hé thong demo
nham minh hoa day du cac budc cia mot hé thong bd phicu dién tir an toan.

6.4. Két luan

Pé tai Thuat toan Rabin dd hoan thanh cic muc tiéu dé ra: nghién ctru Iy thuyét mat
ma Rabin va xay dyng thanh cong ung dung minh hoa. Du con mot sd han ché vé
tbc do giai ma so voi cac thudt toan khac, nhung Rabin cho thiy uvu thé tuyét ddi vé
tdc dd ma hoa, mé ra tiém nang ung dung cho cac h¢ théng yéu cau xac thuc nhanh
tir phia nguoi dung cudi.

xay dung ung dung thuat toan 1a mot minh chung cu thé cho viéc dua ly thuyét mat
mi va bao mat vao giai quyét cac bai toan thuc tién cta xa hoi so.
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