TRUONG PAI HOC MO - PIA CHAT
KHOA CONG NGHE THONG TIN

BAO CAO SINH HOAT HQC THUAT
PE TAI: Thuit toan Hill

Giang vién thuc hién : ThS. Duong Chi Thi¢n

HA NOI - 2024




MO DAU

Hi¢n nay, cudc cach mang 4.0 dang phat trién manh mé& nhu vii bio, moi
truong mang da trd nén rat pho bién trén toan cau. Thong qua méi trudong mang,
moi ngudi co thé két ndi va trao doi thong tin vi nhau mot cach nhanh chong va
thuan tién, kéo theo d6 1a nhitng hé luy phat sinh trong qua trinh trao d6i thong
tin v6i nhau. Véi trinh do phat trién cta khoa hoc ky thuat, nhiing ké xam nhap
ludn tim cach dé danh cép thong tin nham muc dich thwong mai hay véi nhiing
muc dich khac nhau, di tin cong v6i quy mo 16n, ciing nhu tan suat nhidu hon
gay thiét hai cho cac t6 chirc, c4 nhan mot cach nghiém trong. Piéu nay da khién
nhiing nha san xuat, kinh doanh va quan 1y trén méi truong mang phai doi dién
v6i nhitng khé khan 16n 13 1am thé nao dé bao vé dir liéu thong tin quan trong
khong bi tin cong, truy xuat dit liéu mot cach bat hop phap, dam bao thong tin
khong bi sai I¢ch hoac bi 10 do xam nhap cua ké thir ba (khong dugce phep).

Trude tinh hinh d6, mot s6 giai thuat ma hoa ciing nhu cac cong cu ma hoa
d3 dugc xdy dung nham dam bao tinh an toan cua dit liéu tai noi luu trit cling nhu
khi dit liéu duoc truyén qua mang. Viéc tim hiéu va phat trién thuat toan Hill ciing
nham vao muyc dich nay.
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CHUONG 1: TONG QUAN AN TOAN VA BAO MAT THUAT TOAN
1. Téng quan an toan bao mét hé thong thong tin
1.1. Khai quat vé an toan thong tin
1.1.1. An toan thong tin la gi?

An toan théng tin (Information security) 1a viéc bao vé chdng truy cép, st
dung, tiét 19, stra do6i, hodc pha huy thong tin mot cach trai phép.

An toan thong tin 1a viéc bao vé€ cac thudc tinh bi mat (confidfentiality), tinh
toan ven (integrity) va tinh san dung (availability) ctia cic tai san thong tin trong
qua trinh chung dugc luu trit, xtr Iy, hodc truyén tai.

1.1.2. Céc thanh phdn ciia an toan thong tin
An toan thong tin ¢6 thé duoc chia thanh ba thanh phan chinh:
+ An toan may tinh va dir licu (Computer & data security)
+ An ninh mang (Network security)
+ Quan ly an toan thong tin (Management of information security).

Ba thanh phan cta an toan thong tin c6 quan hé mat thiét va giao thoa véi
nhau, trong d6 phan chung ctia ca ba thanh phan trén 1a chinh sach an toan thong
tin (Policy).

1.2. Khai quat vé an toan hé thong thong tin
1.2.1. Céc thanh phin ciia hé théng théng tin
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M6 hinh hé théng thong tin co quan, to chirc
Heé thé'ng thong tin 1a hé théng tich hop cac thanh phﬁn nham phuc vu viéc
thu thap, luu trit, xtr 1y théng tin, va chuyén gido thong tin, tri thirc va cc san
pham s6.



Trong nén kinh té s6, hé thong thong tin dong vai trd rat quan trong trong
hoat dong cuia céac t6 chirc, co quan va doanh nghiép (goi chung 1 té chuc). Co
thé noi, hau hét cac to chirc déu str dung cac hé théng thong tin voi cac quy mo
khac nhau dé quan 1y cac hoat dong ctia minh.

Hé thng thong tin dua trén may tinh (Computerbased information system),
hay st dung cong nghé may tinh dé thuc thi cac nhiém vu 13 16p hé thdng thong
tin duoc sir dung rong rai nhat. Hé thong thong tin dwa trén may tinh thuong gom
cac thanh phan: phan cing (Hardware) dé thu thap, luu trit, xtr Iy va biéu dién dit
liéu; phan mém (Software) chay trén phan cung dé xir 1y dir liéu; co s dir licu
(Databases) dé luu trit dit liéu; mang (Networks) 12 hé thong truyén dan thong
tin/dit li¢u; va cac thu tuc (Procedures) la tap h0’p cac 1énh két hop cac bo phan
néu trén dé xur 1y dit lidu, dua ra két qua mong mudn.

1.2.2. An toan hé thong thong tin la gi?

An toan hé thong théng tin 13 viéc dam bao cac thudc tinh an ninh, an toan
ciia hé thong thong tin, bao gdm tinh b mdt (confidentiality), tinh todn ven
(Integrity) va tinh san ding (Availability).

1.3. Cac yéu cau dam bdo an toan hé thong thong tin
1.3.1. Bi mat

Tinh bi mat dam bao rang chi nguoi dung c6 thim quyén méi duoc truy
nhap thong tin, hé thong. Céc thong tin bi mat c thé bao gom:

+ Dir li€u riéng cua ca nhan

+ Céc thong tin thudc quyén sé hitu tri tué ctia cac doanh nghiép hay cac co
quan, to churc

+ Céc thong tin c6 lién quan dén an ninh cta cac qudc gia va cac chinh phi.

Thong tin bi mat luu trir hodc trong qua trinh truyén tai can dugc bao vé
bang cac bién phap phu hop, tranh bi 16 lot hodc bi danh cép. Cac bién phéap c6
thé sir dung dé dam bao tinh bi mat cta thong tin nhu bao v¢ vat ly, hodc st dung
mat ma (cryptography).

1.3.2. Toan ven

Tinh toan ven dam bao rang thong tin va dit liéu chi c6 thé dugc stra doi boi
nhimg nguoi dung c6 tham quyén. Tinh toan ven lién quan dén tinh hop 1¢
(validity) va chinh xéc (accuracy) cua dir li€u.



Trong nhiéu to chtrc, thong tin va dit liéu co gia tri rat 16n, nhu ban quyén
phan mém, ban quyén Am nhac, ban quyén phat minh, sang ché. Moi thay d6i
khong c6 thim quyén co thé anh hudng rat nhiéu dén gia tri cua thong tin. Thong
tin hodc dit liéu 1a toan ven néu no6 théa man ba diéu kién:

+ Khong bi thay d6i
+ Hop 1€
+ Chinh xac

1.3.3. Sin ding

Tinh sén dung, hoic kha dung dam bao rang thong tin, hodc hé théng co thé
truy nhap bdi nguoi dung hop phap bat cr khi ndo ho c6 yéu cau. Tinh san ding
c6 thé duoc do bang cac yéu to:

- Thoi gian cung cap dich vu (Uptime);
- Thoi gian ngimg cung cip dich vu (Downtime);
- Ty 1€ phuc vu: A = (Uptime) / (Uptime + Downtime);
- Thoi gian trung binh giita cac sy cd;
- Thoi gian trung binh ngimg dé sira chita;
- Thot gian khoi phuc sau sy cd.
1.4. Cac moi de doa ddi véi mot hé thong va cac bién phap ngin chin
C6 3 hinh thitc chii yéu de doa ddi véi hé thong:

- Phé hoai: ké thu pha hong thiét bi phan cing hodc phan mém hoat dong
trén hé thong.

- Stra doi: Tai san ctia hé thong bi sira doi trai phép. Piéu nay thudng lam
cho hé thong khong lam ding chtic ning ciia né. Chang han nhu thay d6i mat
khau, quyén ngudi dung trong hé thong 1am ho khong thé truy cap vao hé thong
dé lam viéc.

- Can thiép: Tai san bi truy cap boi nhitng ngudi khong co tham quyén.

Cac de dao do1 vor mot hé théng thong tin c6 thé dén tir nhiéu ngué)n va
dugc thuc hién béi cac ddi tuong khac nhau. Chung ta ¢ thé chia thanh 3 loai dbi
tuong nhu sau:



+ Céc d6i twong tir ngay trong hé théng(insider): day 1a nhimg ngudi co
quyén truy cap hop phap dbi véi hé thong.

+ Nhitng d6i tugng ngoai hé théng (hacker, cracker): Thuong cac dbi tuong
nay tin cong qua nhimg dudng két ndi voi hé thdng nhu internet

+ Cac phan mém (syware, adware...) chay trén hé thong.
Cac bién phap ngan chan:

- bicu khién thong qua phan mém: dua vao cac co ché an toan bao mat cua
hé thong nén (hé di€u hanh), cac thuat toan mat ma.

- Piéu khién thong qua ph?m cung: Cac co ché bao mat, Céc thuét toan mat
mi hoc duoc cimg hoa dé sir dung.

- Diéu khién thong qua cac chinh sach cua t6 chirc: Ban hanh cac quy dinh
cua cac to chirc nham dam bao tinh an toan bao mat ctia hé¢ thong.

2. Co s6 toan hoc

Hé mat ma Hill dya trén co s& toan hoc cia dai sb tuyén tinh, dac biét la
trong linh vuc ma tran. Trong h¢ mat ma Hill, thong diép duoc biéu dién duéi
dang céc vector cot va dugc ma hoa bang ma tran khoa. Qua trinh ma hoa va giai
ma trong hé mat ma Hill déu str dung phép nhan ma tran va ma tran nghich dao.

Pé bat dau qué trinh ma hoa, thong diép can dugc chia thanh cac khoi co
kich thudc phu hop v&i ma tran khoa. Mai khéi s& dugc biéu dién dudi dang vector
¢t va nhan véi ma tran khoa dé tao ra thong diép da dugc ma hoa. bé gidi ma, ta
can tinh toan ma trn nghich dao ctia ma tran khéa va nhan véi thong diép dd ma
hoa dé khéi phuc lai thong diép gdc.

Trong qué trinh thyc hién phép nhan ma tran, ta can cha y dén viéc thyuc
hién phép toan trong khong gian modulo mét sd nguyén duong nao do, thuong 1a
kich thudc cua bang chit cai. Diéu nay giup bao vé thong diép trude cac cudc tan
cong mat ma thong thuong va ting cudng tinh bao mat cua hé thong mat ma Hill.

Nho vao co sé toan hoc viing chic trong dai $6 tuyén tinh va ma tran, hé
mat mi Hill duoc 4p dung trong nhiéu linh vyc nhu an ninh mang, truyén thong
va bao mat thong tin. Piéu nay lam cho h¢ mat ma Hill tré thanh mot cong cu
quan trong trong vi¢c bao v¢ thong tin va dit liéu quan trong.



3. Chuyén dé

Thuat toan Hill 1a mot phuong phap ma héa ddi xur véi thong tin bi mat

thong qua viéc st dung ma tran khoa dé thyc hién qué trinh ma hoa va giai ma.

Tuy nhién, nhu moi h¢ théng mat ma khac, thuat toan Hill cling ddi dién véi mot

s0 van dé¢ lién quan dén an toan va bao mat. Dudi day 1a mét s6 van dé chung ma

thuét toan Hill can xem xét:

Kich thudc ma tran: Viéc chon kich thudc ma tran trong thuat toan Hill c6
thé anh hudng dén tinh bao mat cua hé thong. Kich thudc ma trdn qua nhod
c6 thé dé dang bi tdn cong bang cac phuong phap phan tich tin s6 hodc tan
cong do phuc tap tuyén tinh. Nguoc lai, kich thudc ma tran qua 16n c6 thé
lam tang do phirc tap tinh toan va tao ra kho khan trong qua trinh thuc hi¢n
ma hoda va giai ma.

Khéa ma hoa: Viéc quan 1y va bao vé khoa ma hoa trong thuat toan Hill
cling 1a mot van dé quan trong. Néu khoa ma hoa bi 16 hodc khong dt manh,
thong tin ma hoa co thé bi d& dang giai ma bai ké tan cong.

Tin céng twong quan: Mot van dé khac 1a tin cong tuong quan, trong do
ké tin cong c6 thé sir dung cac quan hé tuong quan giita cac phan tir trong
ma tran dé pha v hé thong ma hoa.

Kha ndng chéng lai cdc tin cong: Thuét toan Hill can c6 kha ning chdng
lai cac loai tdn cong phd bién nhu tin cong brute-force, tan cong twong
quan, tan cong tur chdi dich vu (DoS),...

Hiéu suét va tinh linh hoat: Dé dugc ung dung rong rai, thuat toan Hill can
dam bao hiéu suat cao va tinh linh hoat trong viéc tich hop vao cac hé théng
va tmg dung khac nhau ma khong anh huong dén trai nghiém nguoi ding.

Viéc xem xé€t va giai quyet nhirng van dé an toan va bao mat 1a quan trong

khi trién khai thuét toan Hill.



CHUONG 2: HE MAT MA HILL
1. Ly do, muc dich chgn hé¢ mat ma Hill
Ly do chon hé¢ mat ma Hill:

e Da dang hoa bao mdt: Hill Cipher st dung phép toan ma tran trong qua
trinh ma hoéa, tao ra mot cach tiép can doc dao va hi€u qua trong viéc bao
v¢ thong tin.

o Kha nang linh hoat: Vi kha niang thay doi kich thudc ma tran khoa, Hill
Cipher cung cap su linh hoat cho viéc diéu chinh mirc d6 bao mat theo nhu
cau cu thé.

o Thach thirc cho ké tan céng: Viéc sit dung ma tran trong qua trinh ma hoa
tao ra mot thach thirc ddi v6i ké tin cong, dong thoi gitip ting cudng tinh
an toan cua hé théng.

Muc dich chon hé¢ mat ma Hill

e Bdo vé thong tin quan trong: Hill Cipher dugc chon dé bao vé thong tin
quan trong va nhay cam, dam bao réng dir liéu khong bi 16 ra ngoai mot
cach dé dang.

o Sir dung trong cdc ing dung can mirc do bdao mdt trung binh: Hill Cipher
thich hop cho cac ung dung can muc do bao mat trung binh, noi ma viéc
ma hoa thong tin 13 can thiét nhung khong can phiic tap qua nhiéu.

e Nang cao hiéu biét vé mdt ma: Viéc chon Hill Cipher cling c6 thé nham
muc dich nang cao hiéu biét va k¥ nang trong linh vuc mat ma cia ngudi
st dung.

Tuy nhién, cling can luu y réng nhu bat ky h¢ mat ma nao khac, hé¢ mat ma
Hill ciing c6 nhuge diém va yéu td can can nhic, nhu kha niang dé dang bi tin
cong bang cach phan tich tuyén tinh néu khong ap dung céc bién phap phong ngira
phu hop.
2. Tong quan vé hé¢ mat ma Hill

H¢ mat ma Hill dugc phat minh vao nam 1929 boi Lester S. Hill

H¢ mat ma nay duoc thuc hién trén ting bd m ky tu lién tiép, diéu khac 1a
mdi ky tu ciia ban ma duoc xac dinh boi mot t6 hop tuyén tinh (trén vanh Zs) cta



m ky tu trong ban rd. Nhu vay, khoa s€ dugc cho bdi mdt ma tran cép m, tuc la
mot phan tir cuia K € 2™,

Dé phép bién dbi tuyét tinh xac dinh béi ma tran K c6 phép nghich déo, ban
than ma tran K cling phai ¢6 ma trin nghich dao K-! theo mod 26; ma diéu kién

can va du dé K ¢6 nghich dao 1a dinh thirc cua n6, ky hi¢u det K, nguyén td 26.

Ma3 Hill dugc mo ta nhu sau:

Tap khéa K Ham ma hoa e Ham gidi ma d
K = {K € (Zas)™™: det
(K,26) = 1} Ban ma y € (Zye)™ Ban 10 x € (Zy6)™
Cho m 14 s6 nguyén Y =(Y1, Y2, ¥3,..,¥m) = X = (X1, X2, X3,....Xm) =
duong P=C = (Z2)™ = ek(X1,X2,X3,..,.Xm) = = dk(Y1,¥2,Y3,--,ym) =
= (X1,X2,X3,..,Xm). K mod 26 = (Y1,¥2,¥3»-.,.ym). K’ mod 26

Y tudng & day 1a lay m to hop tuyén tinh cia m ky tu trong mot phan tir ca
ban 16 dé tao ra m ky tu & mot phﬁn tir cua ban ma.

C6 thé 1ay mot ma tran K kich thuéc m x m lam khoa. Néu mot phan tir &
hang i va cot j ciia K 14 k;; thi c6 thé viét

K = (kij), vo1 x = (X1, X2,..., Xm) € Pva K € K, ta tinh y =(y1,y2,...,ym) nhu
sau:

k1,1 k1,2 kl,m
(Yl [ AR ,Ym) (Xl E Xm) k..z.’l k2’2 kz’m
kmi kmz - kmm

N6i mot cach khac y = xK.

Chung ta néi rang ban ma nhan duoc tir ban rd nho phép bién doi tuyén tinh.
Ta s€ xét xem phai thuc hién giai ma nhu thé nao, tirc 12 1am thé nao dé tinh x tur
y. Ba lam quen véi dai s6 tuyén tinh s& thiy rang phai dung ma tran nghich dao
K'!' dé gia ma. Ban ma duoc gidi ma bang cong thirc yK™' .

Sau day 1a mot s6 dinh nghia vé nhitng khai niém can thiét lay tir dai s6
tuyén tinh. Néu A = (xi;) l|a m§t ma tran cap 1 x m va B = (b;) 1a mot ma tran cép
m X n thi tich ma tran AB = (c;x ) dugc dinh nghia theo cong thurc:
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m
Cik = Z a;j bj
j=1
Véil <i<lval<k<L Tuc lacac phan to & hang i va cot thir k cia AB
duogc tao ra bang cach ldy hang thtr i cia A va cot thi k ciia B, sau d6 nhan tuong
g cac phan tir voi nhau va cong lai. Can dé y rang AB 1a mot ma tran cdp 1 x n.
Theo dinh nghia nay, phép nhan ma tran 1a két hop (tic (AB)C = A(BC))
nhung khong giao hoan (khéng phai luc ndo AB = BA, thdm chi d6i v6i ma tran
vuong A va B).
Ma tran don vi m X m (ky hi¢u 1a ;) 1a ma trén cép m x m ¢6 cac sd 1 ndm
& dudng chéo chinh va cac s6 0 ¢ vi tri con lai. Ma trin don vi cap 2 1a:

G 1)

I;n dugc got 1a ma tran don vi vi Al, = A v61 moi ma tran cép Ixmval,B
=B v&1 moi ma tran cép m X n. Ma tran nghich ddo cua ma tran A cép m X m (néu
ton tai) 1a ma tran A™' sao cho A"A = A" A =1, . Khong phai moi ma tran déu c6
nghich dao, nhung néu ton tai thi né duy nhat.

Véi cac dinh nghia trén, c6 thé dé dang xay dung cong thuc giai ma da néu:
Viy=xK, taco thé nhan ca 2 vé cia déng thtrc voi K!' va nhan duge:

yK'!=xK K =xI,=x

Tinh kha nghich ciia mot ma tran vuong phu thudc vao gia tri dinh thirc cua
n6. Pé tranh su tong quat hoa khong can thiét, ta chi giéi han trong trudng hop
2x2,

Dinh nghia

Dinh thirc cua ma tran A = (a;)) cdp 2% 2 la gid tri

detA=a;;ax:-as; az;

Nhdn xét: DPinh thirc cia mot ma tran vudng cép m x m ¢6 thé duoc tinh
theo cc phép toan hing so cap.

Hai tinh chét quan trong ctia dinh thirc 1a det I,= 1 va quy tic nhan det(AB)
= det A x det B.

Mot ma tran thirc K 1a c6 nghich ddo khi va chi khi dinh thuc ctia né khac
0. Tuy nhién, diéu quan trong can nhé 1a ta dang lam viéc trén Zys Két qua tuong
ung 1a ma tran K c6 nghich dao theo modulo 26 khi va chi khi UCLN(det K,26)
= 1.
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Sau ddy s& chtirng minh ngan gon két qua nay.

Trudc tién, gia su rﬁng UCLN(det K,26) = 1. Khi do6 det K c6 nghich dao
trong Zys. Vo1 1 <1<m, 1 <j <m, dinh nghia K;;ma tran thu duoc tir K bang
cach loai bo hang thir i va cot thtr j. Va dinh nghia ma tran K* ¢ phan tir (i,j) cua
n6 nhén gia tri(-1) det K;; (K" dugc goi 1a ma tran bu dai s6 cua K). Khi d6 c6 thé
chung to rang:

K= (det K)'K".

Béi vay K 1a kha nghich.

Nguoc lai K ¢6 nghich dao K'. Theo quy tic nhan cta dinh thirc:

1 =detI=det (KK!)=detK det K'!

Baéi1 vay det K ¢o6 nghich dao trong Zoe.

Nhdn xét: Cong thirc dbi v6i ¢ trén khong phai 1a mot cong thire tinh toan
c6 hi¢u qua trir cac truong hop m nhod (chang han m = 2, 3). V41 m 16n, phuong
phap thich hop dé€ tinh cac ma tran nghich dédo phai dya vao cac phép toan hang
SO cap.

Trong truong hop 2x2, ta c6 cong thuc sau:

Dinh ly

Gid sir A = (a;;) la mot ma tran cdp 2 % 2 trén Zyssao cho det A =a;az;-
a2 az;co nghich dao. Khi do:

azo _a1,2)
—Adz1 Q411

A= (det A)? (

Vi du minh hoa vé ma héa va giii ma cia thuat toan Hill

VDI: Cho ban 16 1a cht TUDO, chon m =2 vaK = (131 ;3)
a_(7 18

K (23 11)

Ma hoa:

(19,20) tuong tmg véi TU va (3,14) tuong trng voi DO

(19,20) (131 S) — (209 + 60, 152 + 140)
— (269, 292)
=(9,6)

12



=, 6)

(3,14) (131 3) — (33 +42,24 +98)
— (75, 122)
— (23, 18)
=(X,S)

Ban mi sd: 9 6 23 18 twong tmg véi ban mi chir: JGXS
Giai ma:
Tir ban ma chit JGXS ¢6 ban ma sd: 9 6 23 18

7 18\ _
9, 6) (23 11)—(63+138,162+66)

= (201, 228)
= (19, 29)

(23, 18) (273 }?) — (161 + 414,414 + 612)

= (575, 612)
= (3, 14)
=(D, 0)
Vay ban rd $6 14 19 29 3 14 , ban rd chit 1a TUDO
VD2: Gia st can ma hoa ban rd: JULY. Van st dung khoa K nhu VD1
Ma hoa:
(9, 20) tuong ung vo1 JU va (11, 24) tuong tmg voi LY

9, 20) (131 g) — (99 + 60, 72 + 140)

— (159, 212)
=3,4)
= (D, E)

(11, 24) (131 g) = (121 + 72, 88 + 168)
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= (193, 256)

= (11, 22)

= (L, W)
Ban mi s: 3 4 11 22 twong Gmg v6i ban mé chir: DELW
Giai ma:

7 18y _
(3, 4) (23 11)—(21+92,54+44)

= (113, 98)
= (9, 20)

(11, 22) (273 1?) — (77 + 506, 198 + 242)

= (583, 440)
= (11 24)
Vay ban rd s6 12 9 20 11 24 , ban 13 chir 1a JULY
Tham ma
Hé ma Hill 1d mot hé mat kho pha hon néu tan cong chi véi ban ma. Tuy
nhién hé mat nay dé bi pha néu tin cong bang ban rd di biét. Trudc tién, gia su
rang, tham ma da biét duoc gia tri m dang str dung. Gia str thAm ma c6 it nhat m
cap véc to khac nhau xj = (X1, X2,- .. Xmj) VA& ¥i= (Y14 Y25+ -+ Ymj) (1 <J < m)
sa0 cho y; = ex(x;), 1 <j < m. Néu xac dinh hai ma tran: X = (x;;) Y = (yi;) cip
mxm thi ta c6 phuong trinh ma tran Y = XK, trong d6 ma tran K cap mxm 1a khoa
chua biét. Véi diéu kién ma tran Y 1a kha nghich. Oscar c6 thé tinh K= X' Y va
nhd vay pha duoc hé mat. (Néu Y khong kha nghich thi can phai thir cac tap khac
gdm m cip rd - ma).

Vi du:

Gia str ban 18 Friday duoc ma hoa bang ma Hill véi m = 2, ban mi nhan
duoc 1a PQCFKU.

Ta co ex (5,17) = (15,16), ex (8,3) =(2,5) va ex(0,24) = (10,20). Tt hai cap
13 - md dau tién, ta nhan duoc phuong trinh ma tran:
15 16\ _ (5 17
( 2 5 ) - ( 8 3 )K
14



Dung dinh 1y dé dang tinh duoc:

5 17\'_/9 1
(8 3 ) ( 2 15)
Béi vay:
_ (9 1y\(15 16\ _ (7 19
k‘(z 15)(2 5)_ (8 3)

Ta c6 thé dung cip rd - ma thir 3 dé kiém tra két qua nay.

Van dé ¢ day 1a tham ma phai lam gi néu khong biét m?.

Gia str rang m khong qua 16n, khi d6 tham ma c6 thé thir véi m = 2,3,. . .
cho t&i khi tim duoc khod. Néu mot gia tri gia dinh cia m khong dung thi ma tran

m>xm tim dugc theo thuat toan dd mo ta ¢ trén s€ khong tuong thich véi cac cap
rd - ma khac. Phuong phép nay, c6 thé xac dinh gia tri m néu chua biét.

3. Cai dat cong cu sir dung thuit toan Hill
3.1. Mt s6 dic trung clia ngoén ngir 1ap trinh Python

Python 1a mot ngdn ngit 1ap trinh bac cao cho cac muc dich lap trinh da
ning, do Guido van Rossum tao ra va lan dau ra mat vao nam. Ngon ngir ndy so
hiru nhitng diém manh nhu dé doc, d& nhd va dé hoc nén vi vay Python tré thanh
1 trong 3 ngdn ngit ma nhiing ai bat dau hoc lap trinh nén hoc.

Ddi voi cac ban dang mudn bat dau hoc 14p trinh, thi day 1a ngdn ngit nén
duoc Xép dau hang muc hoc tap cua ban, vi n6 vira dé& hoc, dé hiéu, lai c6 thé ung
dung ngay trong céng viéc va doi song, cling nhu c6 nhiéu co hoi phat
trién trong twong lai.

Python tuong thich v&i nhiéu hé diéu hanh nhu: Windows, MasOS, Linux...
Chuong trinh Python c6 thé di chuyén dugc qua lai giita cic nén tang ma khong
c6 thay d6i nao.

Thu vién trong ngdn ngit Python dugc thiét ké c6 kha nang luu trit sé lugng
16n cong viéc nhd d6 trong qua trinh hoc tap va 1am viéc ban dugc hd tro tbi da.
Céc thu vién cta Python cho phép ban kiém tra, danh gia ma khéng anh huong
dén cac dong code hay ung dung ban dang thiét ké.
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O pham vi cai dit va trién khai cong cy ma hoa nay, ching ta s¢ st dung
Python dé cai dat phﬁn 161 cia Umg dung, tirc ban chit thuat toan ctia nd, nham
dat dugc hi€u qua thyc thi tinh toan cao nhit.

3.2. Cai dat cong cu
Budc 1: Cai dat Visual Studio Code

e Truy cadp trang chinh thic cua Visual Studio Code:
https://code.visualstudio.com/.
e Tai va cai dat phién ban méi nhat cho hé diéu hanh cua ban.

Budc 2: Cai dat Extension cho VSCode

e Mo VSCode.
e Trong thanh bén trai, chon biéu tuong “Extensions” (hodc nhan
Ctrl+Shift+X).

e Tim kiém “Python” trong 6 tim kiém.
e Chon extension “Python” dugc phat trién boi Microsoft va nhan nut
“Install”.

Budc 3: Cai dat Numpy trong Python

e Mo terminal hoic command prompt va chay 1énh sau dé cai dit NumPy:
pip install numpy

Budc 4: Tao va Chay mot File Python
e Mo VScode
Chon “File” > “New File” dé tao mot file mai.

e Luu file vdi dudi .py, vi du: hello.py.
e Viét mi Python vao file. Vi du: pythonCopy codeprint("Hello, World!")
e Chon “View” > “Terminal” dé mo terminal tich hop tai day cua VSCode.
e G& 1énh sau dé chay script Python: bashCopy codepython hello.py hoic
bashCopy codepython3 hello.py
Budc 5: Debugging
e Dit breakpoints bang cich nhin vao canh sé dong code ban mudn dimng lai.
e Nhén F5 dé bat dau ché do debug. Ban ciing c6 thé sir dung cac biéu tuong
debug trén thanh cong cu.
Budce 6: Cai dat Thém (Optional)

e Python Docstring Generator:
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https://code.visualstudio.com/

Cai dit extension “Python Docstring Generator” dé tu dong tao docstrings
cho ham va phuong thtc.

e Pylint hoac flakeS:
Cai dit extension “Pylint” hoic “flake8” dé kiém tra md ngudn Python va
cai thién chat luong ma.
e Jupyter (Néu can):
Cai dit extension “Jupyter” dé hd tro Jupyter Notebooks trong VSCode.
Budc 6: Cap nhat Extension va VSCode
Hay thudng xuyén kiém tra va cip nhat cac extension Python va VSCode
dé dam bdo ban sir dung phién ban méi nhat vdi cac tinh nang va sura 101.
4. Hé mat ma Hill
CODE MA HOA:

import numpy as np

from docx import Document
# Khai bdo bién ky tu tiéng Viet va ham tao ma tran khoa

vietnamese characters =

AAAAAAAAAAAAAAAAAAAA

6oGopqrstutttiauutrtirruvwxyyyyyy0123456789!"#$%&"()*+,-
S5 <=2@ N\~
def generate invertible matrix(n):
while True:

key matrix = np.random.randint(0,
len(vietnamese characters), size=(n, n))

if np.linalg.det(key matrix) % len(vietnamese characters)
'=0 and np.linalg.det(key matrix) % 2 !=0:

return key matrix

# Ham md héa mot chudi thong diép
def hill encrypt(message, key matrix):
message = message.lower()
n = key matrix.shape[0]

while len(message) % n = 0:
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message +="x'

message vector = [vietnamese characters.index(char) for

char in message]
encrypted vector =[]
for 1 in range(0, len(message vector), n):
block = message vector[i:i+n]
encrypted block = np.dot(key matrix, block) %
len(vietnamese characters)

encrypted vector.extend(encrypted block)

encrypted message = ".join(vietnamese characters[num] for
num in encrypted_vector)

return encrypted message

# Ham ghi thong diép da ma hoa vao tép tin
def save encrypted message(encrypted message, file path):
with open(file_path, 'W', encoding="utf-8'") as file:

file.write(encrypted message)

def process_text(text):
processed_text = text.lower()

valid_chars = [char for char in processed text if char in
vietnamese characters]

return ".join(valid chars)

# Doc noi dung tur tép DOCX
def read docx(file path):
doc = Document(file path)
full text =[]
for para in doc.paragraphs:
processed para = process_text(para.text)

if processed_para: # Chi thém vao danh sdch néu doan

van ban khong rong
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full text.append(processed para)
return "\n'.join(full text)

T ".

if  name __main__":

input_file =
r'c:\Users\cpbri\Downloads\Hill\File test toc do.docx'

message = read docx(input_file)

key matrix = np.array([[62, 96], [115, 128]])

# key matrix = generate_invertible matrix(2)

# print(key_matrix)

encrypted message = hill _encrypt(message, key matrix)

save encrypted message(encrypted message, 'encrypted message.txt')

CODE GIAI MA:

import numpy as np

# Khai bdo bién ky tu tiéng Viét va ham tao ma tran khoa

vietnamese characters =

AAAAAAAAAAAAAAAAAAAA

6oGopqrstutttiauuairuvwxyyyyyy0123456789!"#$%&"()*+,-
<=1 @N ]~
def generate invertible matrix(n):
while True:

key matrix = np.random.randint(0,
len(vietnamese characters), size=(n, n))

if np.linalg.det(key matrix) % len(vietnamese characters)
'=0 and np.linalg.det(key matrix) % 2 !=0:

return key matrix
# Ham tinh nghich dao modulo
def mod_inverse(a, m):
for x in range(1, m):
if (a *x) Y%om=—=1:

return X
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return None
# Ham giai ma mot chudi da dwoc ma héa
def hill decrypt(encrypted message, key matrix):
n = key matrix.shape[0]
det = int(np.round(np.linalg.det(key matrix)))
det inv =mod _inverse(det % len(vietnamese characters),
len(vietnamese characters))
if det == 0 or det_inv is None:
raise ValueError("Matrix is not invertible (det =0 )")
adj_matrix = np.round(det *
np.linalg.inv(key matrix)).astype(int) % len(vietnamese characters)
key inverse matrix = (det inv * adj matrix) %
len(vietnamese characters)

encrypted vector = [vietnamese characters.index(char) for
char in encrypted message]

decrypted vector =[]
for 1 in range(0, len(encrypted vector), n):
block = encrypted vector[i:i+n]
decrypted block = np.dot(key inverse matrix, block) %
len(vietnamese characters)

decrypted vector.extend(decrypted block)

decrypted message = ".join(vietnamese characters[num] for

num in decrypted vector)

return decrypted message

# Ham ghi thong diép da giai md vao tép tin
def save decrypted message(decrypted message, file path):
with open(file_path, 'w', encoding="utf-8') as file:
file.write(decrypted _message)

"

if name ==" main ":
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with open(‘encrypted message.txt', 'r', encoding="utf-8") as
file:
encrypted message = file.read().strip()
key matrix = np.array([[62, 96], [115, 128]])

decrypted message = hill decrypt(encrypted message,
key matrix)

save decrypted message(decrypted message,
'decrypted message.txt')

print("Decrypted Message saved to decrypted message.txt")
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CHUONG 3: KET LUAN VA PINH HUONG
1. Uu va nhwoc diém ciia hé mat ma Hill

Uu diém:
Thyc hién don gian (dya trén phép nhan ma tran).

- So v6i ma dich vong, ma thay thé thuong, ma Vigenere va ma Affine thi
ma Hill sir dung phép nhén ma tran cho d¢ bao mat thong tin cao hon.

- Khéng gian khoa 16n n™™, sb lugng khoa khong ¢ cong thire tudng minh
dé tinh.

- Thuat toan dé cai dit.

- Mat ma Hill thudéc mat ma khoa bi mat, trong khi mé hinh cua mat ma
khoa bi mat c6 thé dugc thiét ké cho cac dang dit liéu yéu cau tdc do xu 1i cao.
Moét s6 phﬁn cung thuc thi mat ma khoa bi mat co thé thuc hién ma héa véi toc
do hang tram Mbytes/s, trong khi céac phﬁn mém thuc thi mat ma khoa bi mat cling
c6 thé thuc hién tée do Mbytes/s. Do d6, mat ma Hill cling c6 uu diém nay.

- Khoa sir dung cho mat ma Hill 1a ma trin vudng, tuong ddi ngin, ngan
hon rét nhiéu so sanh v&i khoa st dung trong mat s6 hé mat thudc mat mi khoa
cong khai.

- Mt ma Hill ¢6 thé duoc st dung két hop v61 mot s6 mat ma khac nhu ma
dich vong, mi Vigenere... dé tao nén hé mat an toan hon, 6 phtc tap cao hon tir
cac nguyén li khac nhau.

Nhwoe diém:

- Hé mat Hill 12 hé mat ¢ dién, hién nay it dugc sir dung do c6 nhiéu hé
mat méi toi wu hon.
- Néu biét m ciing c6 thé dé dang dung may tinh dé giai ma.

- Do stur dung phép nhan ma tran nén thoi gian 1ap ma 1au hon so véi mét s6
hé mat c6 dién khac nhu ma Vigenere, ma dich vong...

- Trong qua trinh lién lac gitra hai dau méi, khoa bi mét can phai duoc thdéa
thuan hodc phan phéi trude qua mot kénh bi mat, an toan.
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- S6 cip khoa phai phan phéi gitta cac bén lién lac ting nhanh theo quy mo
cia mang. Dong thoi viée thay doi cac dau méi lién lac trong mang phtc tap va
can c6 quy trinh nghiém ngit hon so voi mat ma khoa cong khai.

- Kho str dung trong viée xac thue cong khai trong cac so do chit ki sb.
2. Két luéin vé hé mat ma Hill

H¢ mat ma Hill trong Python la mt phuong phap ma hoa don gian nhung
hiéu qua, str dung ma tran dé ma hoa va gidi ma van ban. NO co nhiéu vu diém
nhu d& dang trién khai, hiéu qua tinh toan va c6 thé mo rong cho cac bang chit céi
khac nhau. Tuy nhién, hé mat ma Hill ciing c6 mot s6 han ché nhu dé bi tan cong
bé khoa néu ma tran khoa dugc tiét 16 va khong phi hop dé ma hoa cac tap dir
liéu 16n.
3. Pinh hwéng phat trién hé mat ma Hill

Duéi day 1a mot sé dinh huéng phat trién tiém ning cho hé mat ma Hill
trong Python:

o Cdi thién tinh bdo mdt: Co thé st dung céac k¥ thuit ma hoa tién tién hon
két hop v61 ma tran Hill dé tdng cuong tinh bao mat cho hé théng. Vi du,
c6 thé st dung ma hoa khéa cong khai hoidc két hop véi cac phuong phap
mi hoa khac nhu ma hoa ludng.

o Ting toc dj: Dbi véi cac tap dir lidu 16n, ¢ thé tdi uu hoa thuat toan ma
hoa va giai ma Hill dé tang toc do xir 1y.

o M6 réng kha nang: C6 thé mo rong hé théng dé hd trg cac bang chit cai
khac nhau, bao gom ca cac bang chif cai phi Latinh.

e Phat trién giao dién nguoi ding: C6 thé phat trién giao dién ngudi dung
than thién dé ngudi ding dé dang st dung hé théng ma hoa Hill.

o Tich hop véi cdc vmg dung khdc: Co thé tich hop hé théng ma hoa Hill véi
cac tng dung khac, vi du nhu tng dung nhén tin hodc luu trir ddm may.

Ngoai ra, cling can nghién ctru va phat trién cac phuong phép tin cong va
phong thi méi cho hé mat ma Hill dé dam bao tinh bao mat va hiéu qua cua hé
théng.
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