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MO PAU

Trudce day khi cong nghé may tinh chwra phat trién, khi néi dén van dé an toan
bao mat thong tin, chung ta thudng hay nghi dén cac bién phap nham dam bao cho
thong tin duoc trao doi hay ct gilt mot cach an toan va bi mat, chéng han Ia cac bién
phap nhu: dong déu va ky niém phong mot birc thu dé biét rang 1a thu co dugc chuyén
nguyén ven dén ngudi nhan hay khong, luu giit tai liéu trong cac két st co khoa tai

noi dugc bao vé nghiém ngat,...

Ngay nay voi sy phét trién cua khoa hoc cong nghé, dic biét 1a sy phat trién cta
internet, viéc sit dung may tinh va dién thoai c4 nhan cang tro 1én rong rdi, dan dén
cang nhiéu thong tin dugc luu trit trén may tinh va giri di trén mang internet.

Theo théng ké ctia Cuc An ninh mang va Phong chdng toi pham sir dung cong
nghé cao, chi tinh riéng trong ndm 2021 da c6 hon 76.977 vu tdn cong tai mot sd hé
théng mang trong yéu dugc thuc hién theo hinh thtrc khai thac 16 hong. C6 khoang 14
nghin vu tin cong do quét mang, hon 12 nghin vu tin cong c6 chu dich (APT), hon
7.300 vu tAn cong xac thuc, gan 7 nghin vy tan cong ma doc va khoang 650 vu tan
cong tur chdi dich vu,...

Do d6 nhu cdu vé an toan va bao mat thong tin ngay cang quan trong va cap
thiét hon bao gio hét. Vi vay nhom em da luya chon dé tai nghién ctru khoa hoc vé linh
vuc ndy véi tén dé tai “Ung dung ctia RSA va chit ky dién tir vao viéc ma hoa thong
tin trén thé cin cudc cong dan Viét Nam”. Bang cach nghién ciru va tng dung hai
cong nghé ndi tiéng 1a RSA (Rivest-Shamir-Adleman) va chit ky dién tir vao viéc bao
v€ thong tin ¢4 nhan trén thé can cudc cong dan, nhom em hy vong dem lai 11 ich to
16n cho ca c4 nhan va xa hoi, dong thdi gop phan vao sy phat trién bén viing ciia dat
nudc.

Pé tai nghién ctru gdm 3 chuong:

Chuong 1: Tong quan
Chuong 2: Thuat toan RSA va chir ky dién tir

Chuong 3: Két luan va dinh huéng



CHUONG 1: TONG QUAN

1.1. Tong quan vé thong tin
1.1.1. Khai niém vé thong tin
Thong tin 12 mot khai niém triru twgng mo ta nhiing gi dem lai hiéu biét, nhan
thirc cho con nguoi cling nhu cac sinh vat khac.
Thong tin ¢ nhimng dic diém sau:

- Tbn tai khach quan

- Co thé tao ra, truyén ra, luu trir, chon loc

- €0 thé bi sai léch do nhiéu tac dong
1.1.2. Su khac biét gifra thong tin va dit li¢u

Hai thuat ngtr dir li¢u va thong tin lién quan chat ch€ véi nhau, trén thuc té
chung thuong duoc sir dung thay thé cho nhau. Tuy nhién, giita chiing cling c¢6 sy khac
biét va chung ta nén phan biét gitra dir liu va thong tin.

Chung ta quan niém thong tin 13 nhitng gi dugc tao nén nham giam su khong
x4c dinh. Néi khic, chiing ta ¢6 thé hiéu thong tin nhu 1a dit li¢u da dwoc xir 1i theo
cach ma chiing ta ¢6 thé 1am ting ham luong tri thirc cho ngudi sir dung no, hay noi
cach khac la thong tin dir liéu dugc dat trong nglr canh véi mét hinh thirc thich hop va
c6 loi cho nguoi str dung
1.2. Hé thong thong tin va van dé an ninh

C6 ba hinh thirc chii yéu de doa dbi véi hé thong:

1. Pha hoai: Ké thu pha hong thiét bi phan cing hodc phan mém hoat dong trén hé
théng.

2. Stra d6i: Tai san cua hé thong bi sira doi trai phép. Diéu nay thuong lam cho hé
thdng khong lam dung chirc ning ctia nd. Ching han nhu thay d6i mat khau,
quyén ngudi dung trong hé thdng, lam ho khong thé truy cap vao hé thong viéc
lam

3. Can thiép: Tai san bi truy cip boi nhitng ngudi khong c6 thidm quyén. Cac

truyén thong thuc hién trén hé thong bi ngan chin, sira do6i.

C6 ba bién phap ngin chin phd bién:



1. Diéu khién théng tin qua phan mém: dwa vao cac co ché an toan bao mat cia

hé théng nén (h¢ diéu hanh), cac thuat toan mat ma hoc.

2. Diéu khién qua phén cung: cac co ché bao mat, cac thuat toan mat ma hoc duogc

ctmg héa dé sir dung

3. Diéu khién thong qua cac chinh sach cta t6 chire: ban hanh cac quy dinh cia to

chitc nham dam béo tinh an toan bao mat cta hé théng.

An toan hé théng thong tin c6 lién quan mat thiét véi cac linh vuc an toan may tinh
(computer security), an toan mang (network security), dam bao tinh chinh xac cua
thong tin (information assurance). Tat ca linh vuc nay déu c6 chung mdt muc tiéu I3
phai ddm bao dugc 3 dac tinh chinh, d6 1a tinh riéng tu (confidentiality), tinh toan ven
(integrity), va tinh san sang (availability). Ba dic tinh d6 duoc coi la cac dic tinh mang

ban chét an toan thong tin.
1.3. Khai quéat vé an toan thong tin

1.3.1. An toan théng tin la gi?

An toan thong tin 1d mot khai niém lién quan dén viéc bao vé tai san thong tin.
D6 1a mot linh vuc rong 16n, bao gdm ca san pham va nhitng quy trinh nham ngin

chdn truy cdp trai phép, hié¢u chinh, x6a thong tin,...

Hiéu mét cach don gian, an toan thong tin 1a thuat nglr dung dé chi viéc bao vé
thong tin s6 va va cac hé thong tin dé chdng lai cac nguy co can thiép c6 muc dich nhu
cac hanh dong truy cap, str dung, phat tan, pha hoai, stra d6i va pha hay bat hop phap
nham dam bao cho thong tin va hé théng thong tin thyc hién dung chic nang, phuc vu
dung dbi tuong.

1.3.2. Céc thanh phan cia an toan thdng tin

An toan thong tin c6 thé dugc chia thanh ba thanh phan chinh: an toan may tinh
va dir liéu (Computer & data security), an ninh mang (Network security) va quan ly an
toan thong tin (Management of information security). Ba thanh phan cia an toan thong
tin 6 quan hé mat thiét va giao thoa véi nhau, trong d6 phan chung cila ca ba thanh

phan trén 13 chinh sach an toan thong tin (Policy)



1.3.3. Tam quan trong cia an toan thong tin

Nhu ching ta déu biét, d6i voi nhiéu to chire, doanh nghiép, ca nhan thi thong
tin va dir liéu dong mot vai trd hét sitc quan trong trong doi song va c6 khi anh
hudng to1 su tdn vong cua ho. Vi vay, viéc bao mat nhitng thong tin va dir li¢u do
1a diéu vo cung can thiét, nhat 1a trong bdi canh hién nay cac hé thong thong tin
ngay cang duoc mé rong va tré nén phic tap dan dén tiém an nhiéu nguy co khong

luong trude dugc.

Mit khéc, tinh chat, mtc do, va pham vi cua cac cudc tan cong vao hé¢ théng
may tinh va mang ngdy cang gia ting bai chua bao gio viée tiép can vai cac ki thuat
va st dung cac cong cu tn cong lai tré nén dé dang va don gian hon thé. Va cudi
cung, xuét phat tir dong co kiém loi hodc chinh tri ma cac to chire tai chinh va co

quan chinh phu dang dang tr¢ thanh muc ti€u chinh ctia cac hacker.

Tat ca nhiing diéu nay cho thay vai tro c¢6t yéu ciia cac chuyén gia an toan
thong tin trong cudc chién bao mat day khdc liét va khong c6 hoi két nay. Nhung
cac ban khoan voi nghi ngay toi cac cong nghé hay cach thire dé dam bao an toan

cho hé théng thong tin.
1.3.4. Muc tiéu cia an toan théng tin

Vén dé an toan thong tin duoc dat ra nham 4 muc tiéu chinh:

1. Bao dam tinh bi mat (bao mat): Thong tin khong duoc phép cung cip hay tiét
cho bat ky ca nhan, t6 chtic, hay quy trinh trai phép.

2. Bdao dam tinh toan ven (bao toan): Ngan chan hay han ché viéc b sung, loai bd
va stra dir liéu khong duoc phép, tic 1a bao dam tinh chinh xac va day du cua
tai san thong tin.

3. Bao dam tinh xéc thyc (chimg thuc): Xac thue ding thyc thé can két ndi giao
dich, x4c thyc dung thuc thé c6 trach nhiém vé noi dung thong tin (xéac thuc
ngudn gdc thong tin).

4. Bao dam tinh sin sang: Thong tin dugc tiép can va st dung mot cach dé dang

theo nhu cau ctia nguoi/to chirc duoc phép.



1.3.5. C4c yéu ciu cia viéce trao dbi thong tin va nguyén tic co ban cia an toan

thong tin

Do giao dich m& trong méi truong Internet, giao dich xuyén qubc gia nén viéc
trao d6i thong tin da dat ra nhitng yéu cau (con dugc xem 1a nhitng nguyén 1i hoat

dong co ban ctuia van dé bao mat thong tin) sau:

Tinh bi mat/riéng tu (confidentiality/privacy)
Tinh toan ven (integrity)

Tinh x4c thuc (authenticity)

Tinh khong thé chéi bé (non repudiation)

ok~ wDdp e

Tinh nhan dang (identification)

1.3.6. Cac ndi dung chinh cia an toan théng tin

Pé dam bao ATTT bén trong may tinh hay dudng truyén tin, ching ta quan tim

ca hai phuong dién vé An toan mdy tinh va An toan truyén tin:

1. An toan may tinh (computer security): La sy bao vé cac thong tin ¢6 dinh
bén trong may tinh (thong tin tinh). P 14 khoa hoc vé dam bao an toan thong
tin trong may tinh

2. An toan truyén tin (communication security): La su bao vé thong tin 1én
duong truyén tin (thong tin dong). D6 1 khoa hoc vé dam bao an toan thong

tin trén duong truyén tin

1.4. Céc cong cu bao dam an toan thong tin

1.4.1. Mat ma

Mat m3 12 mot nganh khoa hoc nghién ctru cach viét va giit théng tin mot
cach bi mat. Noi mdt cach khai quat, d6 1a phuong thuc dam bao sy bi mat cho
thong tin tai noi luu trit cling nhu khi truyén thong tin trén mang, cho du sy trao doi

nay dién ra trén moi truong truyén thong khong an toan.



1.4.2. Giu tin

Trong linh vuc an toan va bao mat hé thdng thong tin, khai niém “gidu tin” dé
cap dén viéc bao vé thong tin bﬁng cach 4n no trong mot ddi tuong dir liéu khac ma
khong 1am thay d6i cam nhan thong thudng cua déi tugng d6. Didu nay gitip ngan chin
viéc truy cap hodc phat hién thong tin mot cach khong mong muébn. K¥ thuat gidu tin

bao gdm hai phwong phép chinh:

1. An mi (Steganography): Nhung thong tin vao trong mot ddi twong nhu hinh
anh, am thanh hodc video ma khong lam thay d6i cam nhan vé ddi tugng do.
Diéu nay gitp thong tin dugc bao mat va kho bi phat hién bdi ngudi khong co
quyén truy cap.

2. Thiiy véan s (Digital Watermarking): Panh dau thong tin vao trong mot d6i
tuong dé xé4c thuc hodc béo vé ban quyén, thuong dugc str dung trong cac tép
da phuong tién.

1.4.3 Céc bai todn théng dung trong an toan théng tin
1.4.3.1. Bai toan bao mgt thong tin
Céc bai toan bao mat thong tin co ban gdm:

1. Nén thong tin
2. Ma hoa théng tin
3. Gi4u thong tin

1.4.3.2. Bai toan bao toan théng tin

Béo toan thong tin hay dam bao tinh toan ven ctia thong tin: Nguoi ngoai cudc
kho thé thay d6i duoc thong tin. Toan ven thong tin 1a dam bao thong tin 13 dam bao

thong tin khong bi thay dbi xuyén tac boi nhiing ké khong co tham quyén.
C6 mot sd cach bao toan thong tin sau:

1. Khong cho phép sira doi thong tin. Bao toan thoogn tin bang cac ki thuat: nén
thong tin, ma hoa thong tin, gidu tin.
2. Dung ham bam tao dai dién ban tin

3. Dung chit ki sb



4. Dung thuy van ki



CHUONG 2: THUAT TOAN RSA
2.1 Ly do, muc dich chon dé tai

Khi nghién ctru vé bao méat thong tin, viéc chon mot thuat toan ma héa phu hop
13 mot quyét dinh quan trong. Trong dé tai nghién ctru khoa hoc ndy, nhém em s&
trinh bay 1y do chon thuat toan RSA, mot trong nhirng thuét toan ma hoa va giai ma

khoa cong khai phd bién nhit.

1. Bao mat cao: RSA dya trén viéc giai bai toan phan tich s6 nguyén t6 thanh
cac thira s6 nguyén t6, mot van dé tinh toan rat phirc tap. Hién nay, khong co
thuat toan hiéu qua nao dé giai quyét bai toan nay trong thoi gian da thic,
gitip cho RSA ¢6 mot mic d§ bao mat cao.

2. Sw pho bién : RSA 13 mot trong nhitng thuat todn mi héa va giai ma khoa
cong khai dugc st dung rong rai nhét va duge hd tro trong nhiéu thu vién va
nén tang phat trién phan mém khac nhau. Piéu nay dam bao rang viéc trién
khai va tich hop RSA vao cac hé théng va ting dung 1a dé dang va thuan tién.

3. Hiéu suat tot: Mic da RSA khong phai 1a thudt toan nhanh nhat, nhung hi¢u suat
clia n6 van kha tot ddi vai hau hét cac ung dung. Pac biét 1a véi cac kich thudce
khoéa 16n, RSA van duy tri duoc mic d6 bao mat cao ma khong anh hudng qua
nhiéu dén hiéu suat.

4. Poc 1ap vé s6 nguyén to: Trong RSA, khong can phai chia sé thong tin vé
sb nguyén td cu thé nao da duoc chon. Piéu nay tao ra mot mo hinh doc lap
va linh hoat, giup cho viéc trién khai va quan 1y hé théng RSA trd nén don
gidn va tién loi.

5. Tinh mot chiéu: RSA 1a mot thuét toan mot chiéu, co nghia 1a qua trinh ma
hoa d& dang nhung viéc giai md nguoc lai 1a kho khin. Didu nay gitp bao vé
thong tin cua ngudi gui va chi cho phép nguodi nhan dugce khoa bi mat moi
c6 thé giai ma duoc dir lidu.

Véi cac vu diém trén, viéc chon thudt toan RSA mang lai sy bdo mat cao,

tinh phé bién, hiéu suét tot.



2.2 Toéng quan vé thuat toan RSA

Thuat toan RSA 1a mgt thuat toan ma hoa va giai ma khoa cong khai dugce
phat trién boi ba nha toan hoc 14 Ronald Rivest, Adi Shamir va Leonard Adleman
vao nam 1977. Tén cua thuit toan duogc dit theo cac chit cai dau tién cua ba nguoi

sang tao.

Nguyén ly hoat dong:

1. Khoa cong khai va khéa bi mat: RSA st dung cip khoa bao gom khéa cong khai
va khoa bi mat. Khoa cong khai duoc chia sé cong khai va ding dé ma héa dix
li¢u, trong khi khéa bi mat dugc gitt bi mat va dung dé gidi ma dir liéu.

2. Mai héa va giai ma: Qué trinh ma hoa dir liéu bang RSA 14 qua trinh nhanh chéng
va dé dang, trong khi qué trinh gidi ma dit liéu da duoc ma hoa trd lai dua trén
khoa bi mat 13 mot van dé rat kho khan d6i voi ké tan cong néu ho khong biét
khoa bi mat.

3. St dung sd nguyén t6:RSA dya trén tinh kho cua viée phan tich mot s thanh cac

thira s6 nguyén t6. Khoa cong khai va khoa bi mat cia RSA duya trén viée chon

hai s0 nguyén t0 16n va tinh toan mdt s6 khac tir chung.

Pé minh hoa nguyén 1y ma hoa RSA, hiy xem xét mot vi du don gian vdi cac budc

Sau:

1. Khéi tao cac tham so:
Chon hai s6 nguyén t6 16n p va q.
Tinhn=p*q.
Tinh ham Euler cua n: ¢(n) = (p-1) * (g-1).

Chon mdt s6 nguyén e sao cho 1 <e < @(n) va e la s6 nguyén to6 cung

nhau véi @(n). e s€ 1a khoa cong khai.

2. Tinh khéa bi mét:

Tim d sao cho (d * €) % ¢(n) = 1. d s€ 1a khoa bi mat.
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3. M& hoa: Mi hoa mot thong diép m thanh mot sé nguyén ¢ bang cach st dung

khoa cong khai (n, €): ¢ = m”e mod n.

4. Giai ma: Giai mi sé nguyén c thanh thong diép m bang cach sir dung khoa
bi mat (n, d): m = ¢*d mod n.

Tinh bdo mat :

Do an toan cua hé théng RSA dua trén 2 van dé: bai toan phan tich ra thira )
nguyén td cac sd nguyén 10n va bai toan RSA. Vi vay mudn xay dung hé RSA an
toan thi n=pq phai 1a mot s6 du 16n, dé khong c6 kha ning phan tich nd vé mat
tinh ton. Vi vay hién nay nguoi ta khuyén céo sir dung khoa c6 do dai tdi thiéu

2048 bit

Cic van dé dit ra trong thue té:
Trong thuc té, ma hoa RSA dbi mit voi mot sd van dé va thach thirc, bao gém:

1. Luwa chon khéa: Viéc chon cac sé nguyén t6 16n va duy nhat 1a rit quan
trong dé dam bao an toan. Néu cac sb nguyén to khoéng duoc chon can than, hé
thdng c6 thé dé bi tin cong.

2. Tinh toan hiéu sudt: Ma hoa va giai md RSA yéu cdu cac phép tinh mil
va modulo v&i cac s6 rat 16n, diéu nay c6 thé ton nhiéu thoi gian va tai nguyén
may tinh.

3. Quan Iy khéa: Viéc phan phdi va quan 1y khoa cong khai/riéng tu can
duogc thyc hién mot cach an toan dé tranh bi 16 hodc bi thay doi.

4. Bao mat khoa riéng tu: Khoa riéng tu phai dugc bao mat tuyét ddi, vi
néu bi 19, toan bd hé théng ma hoa sé& bi pha va.

5. Tan cong hrgng tir: Vi sy phat trién cia méy tinh luong tir, ma hda RSA
c6 thé bi de doa vi kha ning giai ma nhanh chéng cac khoa RSA bang thuat
toan Shor.

6. Cap nhat va bao tri: Hé théng ma hoa can duoc cip nhat thudng xuyén

deé doi pho véi cac moéi de doa mai va tang cuong bao mat.
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Dé giai quyét nhitng van dé nay, cac to chirc thudng sir dung cac bién phap bao
mat bd sung nhu hé thdng quan 1y khoa, stt dung cac thuat toan mé héa khac nhau

cho cac muc dich khac nhau, va thuc hién cac bién phap an ninh mang nang cao.
Ung dung ciia hé mi RSA:

1. Bao mat dir liéu truyén tai trén Internet: RSA dugc st dung dé m3 hoa dit lidu,
dam bao riang chi nguoi co khoa riéng méi co thé giai ma va doc thong tinl.

2. Xac thuc va chir ky s6: Trong giao dich ngan hang va céc giao thirc nhu
SSL/TLS va SSH, RSA giup xac minh danh tinh va tinh toan ven cta dir liu2.

3. Bao mat thong tin ca nhan va tai chinh: Trén cac nén tang truc tuyén, RSA giup
bao vé thong tin ca nhan va tai chinh khoi cac nguy co tin cong mang2.

4. Thuong mai dién ti: RSA dugc s dung rong rai trong cac hoat dong thuong
mai dién tir d¢ bao mat thong tin khach hang va giao dichl.

5. Chung thuc dit liéu: RSA con dugc sir dung trong viéc ching thuc dir li¢u, dam
bao rang dit liéu khong bi thay doi trong qua trinh truyén tai3.

6. Giao thirc mang: RSA 1a mot phan quan trong clia cac giao thirc mang nhu TLS
va OpenVPN, gitip bao mat thong tin truyén tai giita cic may tinh3.

7. Hé théng ngan hang va ing dung cong nghé thong tin: RSA duoc sir dung trong
cac hé thong ngan hang dé bao mat giao dich va trong cac tmg dung céng nghé

thong tin khac dé bao vé dir liéu.

Nhirng tng dung nay cho thay tim quan trong ctia RSA trong viéc bao vé thong tin va

dir liéu trong thoi dai s6 hién nay.

2.3 Cai dat thuat toan RSA

Trong bao cdo nay, ching ta s€ thao luan vé viéc xay dung mot hé ma hoa van

ban tiéng Viét st dung thuat toan RSA:

e Ngon ngir Lap trinh: Ching ta s€ su dung C#, ngon ngit 1ap trinh da ning va
pho bién, dé thyc hién dd an nay.
e Tai nguyén Tinh toan: D6 an s& tan dung kha ning xt 1y s6 16n manh mé da

c6 san trong C#
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e Noi dung Trong tam: Ching ta s€ tap trung vao vi¢c ma hoa céc loai file nhu

.pdf, .word ... st dung thuat toan RSA dé ma hoa va thuat toan ky dién to duoc

tich hop san trong thu vién. Khoa dugc tao ra s€ c6 do dai 1024 bits, dam bao

an ninh va bao mat cao.

Céu triic thuit toin

set;

} =

14

Class User:

public int id { get; set; }

public string name { get; set; }

public RSACryptoServiceProvider RSA { get; set; }
public string diaChiLuuKhoaXML { get; set; } = "";
public string diaChiLuuKhoaCongKhaiDoiPhuong { get;
public bool isEncryptFile { get; set; } = true;
public string N { get; set; } = "";

public string D { get; set; } = "";

public string E { get; set; } = "";

public string giaTriBam { get; set; } = "";

public string N DoiPhuong { get; set; } = "";

public string D DoiPhuong { get; set; } = "";

public string E DoiPhuong { get; set; } = "";

public string diaChiFileMaHoa { get; set; } = "";
public string diaChiThuMucLuuFileDaMaHoa { get; set;
public string diaChiFileCanGiaiMa { get; set; } = "";
public string diaChiThuMucLuuFileSauGiaiMa { get; set; }
public string diaChiFileMaHoaBamCanGiaiMa { get; set; } =
public byte[] giaTriChuKyByte { get; set; }

public string giaTriChuKyString { get; set; }

public string diachireturn { get; set; } = "";

public string diaChiLuuChuKy { get; set; } = "";

public

} = ",

string diaChiFileCanXacMinhTinhToanVen { get;

set;

}
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TaoKey(int doDaiBitKhoa) :dung dé tao khoa riéng tu c6 do dai
(512,1024,2048,4096 ...) sau khi phuong thirc chay xong thi s& luu thanh 2 file
1 file chira thong tin lién quan dén khoa riéng tu 1 va 1 file luu thong tin lién
quan dén khoa cong khai dugc 14y tir thong tin cua khoa riéng tu,cac thudce tinh
lién quan dén khoa cua ddi trong déu duge cap nhat bang thong tin khoa vira
tao.

LoadKeyCuaChinhMinh() :dung dé st dung khoa d3 duoc tao tir trude d6 . Sau
khi phuong thirc chay xong ham thi d6i tugng s& ding cac thong tin khoa trong
file luu khoa ma nguoi dung chon.

void DungKeyCuaDoiPhuongCoSan() :dung dé chon file luu khoa cong khai
ctia d6i phuong . Sau khi phuong thirc chay xong thi cac thong tin khoa cia
ngudi nhan s& duoc cap nhat vao thudc tinh lién quan cia di twong dang dung.
void ChonFileGiaiMa() :ding dé chon dia chi luu file can giai ma bét ci 12 loai
file nao.

void ChonFileMaHoa() :duing dé chon dia chi luu file can ma hoa.

void ChonNoiLuuFileMaHoa() :chon folder dé luu file két qua sau khi ma hoa.
void ChonNoiLuuFileDaGiaiMa() : chon folder dé luu file két qua sau khi giai
ma.

void RSA_Algorithm(string inputFile, string outputFile, RSAParameters
RSAKeylnfo, bool isEncrypt) :diing dé ma héa va giai ma.

static string SHA256(string path) :ding dé bam file voi thuat toan bam SHA-
256 va tra vé chudi két qua bam.

static RSAParameters ExtractPrivateKeyFromXmli(string
privateKeyXmlFilePath) :dung dé 1y dit liéu trong file luvu khoa va tra vé mot
RSAParameters.

byte[] SignString(string plaintext ) :dung dé tra vé két qua bam di duoc ky boi
khoéa riéng tu ctia nguoi gui.

void WriteSignatureToFileInFolder(byte[] signature,string tenChuKy = "sign™)
: dung tao file luu trit chir ky da duoc ky cho tai liéu can giri.

void ReadSignatureFromFile(string filePath) :dung dé doc chit ky Iuu trong file.
void ChonFileCanXacMinhTinhToanVen() :ding dé chon file can xac minh
tinh toan ven cua file biang khoa cong khai ctia ngudi giri.

void ChonFileLuuChuKy():dung dé 1ay dia chi luu file c6 chir ky cin xac minh.
bool VerifyString(byte[] signature) :dung dé xac nhan chir k.
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e void KiemTraTruocKhiGiaiMaVaXuLy() :dung dé kiém tra xem c6 ding dudi
mo rong .lhde dé giai ma.

e void KiemTraTruocKhiMaHoaVaXuLy() :dung dé kiém tra xem da chon dija
chi file cAn mé hoa hay chua, cac thong tin can thiét dé ma hoa .

e void MaHoa() :dung dé kiém tra dia chi thu muc can luu file ¢ ma héa va da
c6 khoa chua.

e void GiaiMa() :dung dé kiém tra dia chi thu muc luu file sau khi giai ma.

2.4 Cai tién
- Trudc day code s¢ khong ma hoa duoc cac khoi dit liéu dai hon do dai khoa
Doan code trudc:

private void RSA Algorithm(string inputFile, string
outputFile, RSAParameters RSAKeyInfo, bool isEncrypt)
{

try

{

FileStream fsInput = new FileStream(inputFile,
FileMode.Open, FileAccess.Read); //Poc file input

FileStream fsCiperText = new
FileStream(outputFile, FileMode.Create, FileAccess.Write);
//Tao file output

fsCiperText.SetLength (0) ;

byte[] bin, encryptedData;

long rdlen = 0;

long totlen = fsInput.Length;

int len;

RSA.ImportParameters (RSAKeyInfo); //Nhédp théng tin
khod RSA (bao gdm khod riéng)

int maxBytesCanEncrypted;

//RSA chi c6 thé md héa cac khdi dit 1liéu ngd&n hon
ddé dai khéa, chia dit 1iéu cho mdét sb khbéi va sau dé ma hoa
ting khdéi va sau d6é hop nhdt chung

if (isEncrypt)

maxBytesCanEncrypted = ((RSA.KeySize - 384) /
8) + 37;// + 7: OAEP - Pém md& hoda bit dbi xting tdi uu
else
maxBytesCanEncrypted = (RSA.KeySize / 8);

//Read from the input file, then encrypt and write
to the output file.
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if (isEncrypt) encryptedData =
RSA.Encrypt (bin, false); //Ma Hoa

else encryptedData = RSA.Decrypt(bin, false);
//Giai ma

fsCiperText.Close(); //save file
fsInput.Close() ;
}
catch (Exception ex)
{
MessageBox.Show ("Failed: trong luc xu ly " +
ex.Message) ;
}
}
Poan code sau khi cai tién: (doan code cai tién str dung phuong phap "ché do ma hoa
v6i dém" (padding mode) nhu PKCS#1.5 . Ché d6 ma hoa véi dém cho phép ma hoa
dir liéu co kich thudc 16n hon kich thudce cua khoa bﬁng cach thém dir liéu dém vao
trude khi ma hoa va loai bo no6 khi gidi ma.)

private void RSA Algorithm(string inputFile, string
outputFile, RSAParameters RSAKeyInfo, bool isEncrypt)
{
try
{

FileStream fsInput = new FileStream(inputFile,
FileMode.Open, FileAccess.Read); //Poc file input

FileStream fsCiperText = new
FileStream(outputFile, FileMode.Create, FileAccess.Write);
//Tao file output

fsCiperText.SetLength (0) ;

byte[] bin, encryptedData;

long rdlen = 0;

long totlen = fsInput.Length;

int len;

RSA.ImportParameters (RSAKeyInfo); //Nhép thdéng
tin khod RSA (bao gém khod riéng)

int maxBytesCanEncrypted;

//RSA chi cé6 thé m& hda cac khdi dit 1iéu ngdn hon
dd dai khoéa, chia dit 1iéu cho mdét sb& khbéi va sau dé ma hoa
ting khdéi va sau dé hop nhit chung

if (isEncrypt)

maxBytesCanEncrypted = ((RSA.KeySize - 384) /

8) + 37;// + 7: OAREP - Pém ma hoda bit dbi xtng tdi uu

else

maxBytesCanEncrypted = (RSA.KeySize / 8);
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//Read from the input file, then encrypt and

write to the output file.
while (rdlen < totlen)

{

if (totlen - rdlen < maxBytesCanEncrypted)

maxBytesCanEncrypted = (int) (totlen - rdlen);
bin = new byte[maxBytesCanEncrypted];
len = fsInput.Read(bin, O,
maxBytesCanEncrypted) ;

if (isEncrypt) encryptedData =
RSA.Encrypt (bin, false); //M& Hoéa

else encryptedData = RSA.Decrypt (bin,
//Giai ma

fsCiperText.Write (encryptedData, O,
encryptedData.Length) ;
rdlen = rdlen + len;

}

fsCiperText.Close(); //save file
fsInput.Close();

}

catch (Exception ex)

{

MessageBox.Show ("Failed: trong luc xu ly
ex.Message) ;

}
}

false);

" +
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Ung dung quan 1y chir ky s6: Puge xay dung trén mo hinh 3 16p
(BLL,DAL,DTO,GUI)

« TrangChu.cs:

R
%

void OpenChildForm(Form childForm):dung dé m¢ form con .
void setBackgroundColorDefault() :dung dé set mau nén chi dinh
cho céc control trong form .

void setBackgroundMacDinhChoTatCaButton():dung dé set mau
forecolor cho céc control.

void setBackground_ForeColor_MacDinh(Button btn): set mau
nén cho cac nat dang dugc kich hoat.

DanhSachTheCCCD.cs :

void LoadDuLieuBieuDoGioiTinh() :dung dé hién thi dit liéu vé
gidi tinh 1iy dugc ¢ tang BLL va hién thi 1én chart.

void LoadDuLieuBieuDoNoiCap() : ding dé hién thi dit liéu vé
noi cap lay dugc ¢ ting BLL va hién thi 1én chart.
Dictionary<string, string> renderCapKhoa(string name = "user",
int doDaiBitKhoa = 1024) :diing dé tao cip khoa cho nguoi ding

ChiTietAnh.cs :

ChiTietAnh Load(object sender, EventArgs e) : dung dé hién thi
chi tiét anh.

Edit.cs: (form dung dé xem, thém, sua) .

DAL:

int LayTongSoDongBangTheCanCuocHandle(Dictionary<string,
string> option):ding dé lay tong s6 dong co option kém theo.
The LayThongTinChiTietTheHandle(string maTheCanLay) :Lay
thong tin chi tiét mot the tir db.

List<The> TimKiemHandle(string

n01DungCanT1m D10t10nary<str1ng, string> optlon) :Dung dé tra
vé Danh sach thé thoa man diéu kién tim kiém.

Dictionary<string, int> ThongKeTheoNoiCapHandle() :dung dé
tra vé mot dictionnary c6 dit liéu sé luong ding ky cia timg noi
cap.

Dictionary<string, string>
ThongKeTheoGioiTinhVaTrangThaiDangKyHandle(): dung de
trd vé mot dictionnary c6 dir li¢u s6 lugng dang ky cua tung gioi
tinh.

List<The> LayToanBoDanhSachTheHandle(int trangHienTai, int
soDongMoiTrang, Dictionary<string,string> option):lay toan bo
danh sach thé trong db.

string ThemTheHandle(The theCanThem) :Dung dé thém thong
tin thé vao db.

string SuaTheHandle(The theCanSua): Dung dé sira thong tin thé
vao db.
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= string XoaDongHandle(string soTheCanXoa) : Dung dé x6a
thong tin thé trong db.

« List<string> LayDanhSachNoiCapHandle() :Dung dé liy danh
sach noi cap tir db.

= string SuaTrangThaiDangKyHandle(string maThe, string
trangThaiDangKly, string ghiChu):dung dé sira trang thai dang ky.

= string LayCapKhoaMoiHandle(string maTheCanLayKhoa,
Dictionary<string, string> capKhoa) :dung dé ghi cip khéa méi
cho nguoi dung.

«  string XoaCapKhoaHandle(string maTheCanXoa) :ding dé xo6a
cap khoa trong db va c4 file luu trir .
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Ung dung H2Sign :
Dung class User & trén dé xay dung va c6 chinh stra dé pht hop v6i mo hinh dir liu
« static RSAParameters ExtractPrivateKeyFromXmiString(string
stringXML) :ding dé tao ra d6i twong RSAParameters tir string xml

1. Form dang nhap (DangNhap.cs)
2. Form tao file dé ky va gui (HopDongDaKy.cs)
3. Form gidi ma va xac nhan chit ky (Hopdongdoiky.cs)



25

CHUONG 3: KET LUAN VA PINH HUONG

3.1 Két luan

Qua qua trinh tim hiéu va thue hanh, chung ta c6 thé thiy rang viéc tmg dung chit ky
RSA vio viéc giri nhan file va chir ky dién tir mang lai nhiéu loi ich dang ké. Pau tién,
RSA cung cip mdt 16p bao mat manh mé cho dit liéu, gitip ngin chin viée truy cap trai
phép va dam bao rang chi nhitng ngudi c6 quyén moi co thé giai ma thong tin. Thir hai,
chir ky dién tr bing RSA giup xac thuc ngudn gbc cta dit liéu, dam bao rang né khong

bi thay ddi trong qua trinh truyén tai.

Tuy nhién, ciing can luu y rang viéc sir dung RSA doi hoi mot sy hiéu biét ky thuat nhat
dinh va viéc trién khai khong dung cach c6 thé dan dén cac 15 héng bao mat. Do do, viéc

dao tao va nang cao nhan thirc vé bao mat cho nguoi dung la vo cung quan trong.

Két luan, viéc tmg dung chit ky RSA vio viéc giri nhan file va chit ky dién tir da va s&
tiép tuc dong mot vai trd quan trong trong viéc bao vé thong tin va dir liéu truc tuyén.
Véi sy phat trién khong ngimg ciia cong nghé, chiing ta c6 thé ky vong vao nhiing tién
bd méi trong linh vuc ndy, gitp ting cuong bao mat va quyén riéng tu cho nguoi dung

trén toan cau.

3.2 Dinh hudéng

Trong boi canh sy phat trién khong ngirng ctia may tinh lugng tir, h¢ mat ma RSA
c6 thé doi mat voi nhitng rui ro vé€ an ninh. May tinh lugng tir c6 kha nang giai ma céc
hé mat ma hi¢n tai nhanh chéng hon rat nhiéu so v&i may tinh c6 dién, di€u nay dat ra

thach thirc 16n cho viéc bao mat thong tin trong tuong lai.

Do d06, viéc tim hiéu va phat trién cac hé¢ mat ma moi, cling nhu céi tién RSA dé doi
pho6 voi thach thue tir may tinh lugng tr, tréd thanh mot hudng di can thiét va cap bach.
biéu nay khong chi doi hoi su tién bd vé mat cong ngh¢, ma con can sy thau hiéu sau

sac ve cach hoat dong ctia RSA va cac h¢ mat ma khac.
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Ngoai ra, viéc nghién ctru sdu hon vé cach hoat dong ciia RSA ciing rat quan trong,
nham t61 vu héa hiéu suat va dam bao an toan cho h¢ thong. Viéc nay khong chi giap
ching ta hi€u rd hon vé cach RSA bao v¢ dit li¢u, ma con gitp ching ta tim ra cach dé

céi tién va t6i wu héa RSA trong tuong lai.

Két luan, trong thoi dai s6 hoa ngay nay, viéc dam bao an toan cho dir li€u 1a vo
cung quan trong. Vi su phat trién ciia may tinh lugng tir, chiing ta can phai khong
ngurng nghién clru va cdi tién cac hé mat ma, bao gdom RSA, dé ddm bdo an toan cho

dir liéu trong tuong lai."
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