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Lai cam an

Loi dau tién, em xin dugc bay to long biét on siu sic nhit dén Ban Giam hiéu Truong, Ban Chu
nhiém Khoa Cong nghé thong tin, cling toan thé quy Thay, C6 gido da tan tinh truyén dat kién
thie, nén tang tu duy khoa hoc va tao moi diéu kién thuan loi nhit cho em trong subt qua trinh
hoc tap va nghién ctru tai truong. Nhiing tri thirc quy bau d6 13 hanh trang viing chic dé em co
thé hoan thanh bao céo dd an tot nghiép véi dé tai:“Secure Chat - Hé thong nhin tin bao mat
tich hgp Al & Video Call”.

Dic bi€t, em xin guri 161 cam on chan thanh va sau sdc nhit t6i giao vién hwéng din Nguyen
Tuéin Anh, nguoi da truc tiép hudng din, dinh huéng dé tai va tan tinh chi bao em trong sudt
qua trinh thuc hién d6 an. Sy nghiém tac trong nghién ctru khoa hoc, nhing gop ¥ chuyén mén
quy bau cua thay/co vé kién trac hé théng Client-Server, giai phap ma hoa dau cudi (E2EE),
cling nhu phuong an toi wu hoa ha tang Docker (Self-hosted) 1 kim chi nam gitip em vugt qua
cac thach thtrc k¥ thuat phuic tap va hoan thanh dd 4n ding tién do.

Em ciing xin guri 101 cam on dén cac k¥ su va chuyén gia céng nghé tai cac cong dong nguén mo
(Jitsi Meet, Ollama, FlatLaf). Nhing tai liéu ky thuét va giai phap cua ho déa giup em giai quyét
duogc bai toan tich hop ha ting hoi nghi truyén hinh (Prosody, Jicofo, JVB) cung nhu téi vu hoa
hiéu nang cua mo hinh ngon ngtr 16n (Llama 3 / Mistral) chay cuc b trén moi trudng giéi han tai
nguyén cua Client.

Cudi cung, em xin cam on gia dinh, ban be va cac ban hoc cung khoa da luén dong vién, chia sé
kho khan va déng gép nhitng y kién trai nghiém ngudi dung quy bau dé h¢ thong duoc hoan
thién ca vé mat cong ngh¢ lan giao dién UI/UX.

Mic du da danh nhiéu thoi gian, tim huyét va ¢b gang nd lyuc t6i da dé hoan thanh d6 4n mot
cach hoan chinh nhit; song do kién thirc ban than va thoi gian nghién ciru con nhiing gii han
nhit dinh, d6 an chic chin khong tranh khoi nhitng thiéu sot. Em rat mong nhan dugc nhiing y
kién dong gop, chi bao quy bau cua quy Thay, Co6 trong Hoi dong cham d6 an tbt nghiép dé hé
thong Secure Chat dugc hoan thién va co thé img dung vao thyc tién mot cach hiéu qua hon.

Em xin chan thanh cam on!



\ 2 /‘\
Lo1 mo dau
Trong ky nguyén chuyén ddi sé va sy bung nd cia cac giai phap lam viée tir xa, nhu cau vé mot
hé théng lién lac ndi bd dam bao tinh an toan dit liéu, téi wu hoéa hiéu nang va tich hop tri tu¢
nhan tao 1a v cling cap thiét. DS 4n nghién ctru va phat trién hé thong “SECURE CHAT - H¢
thong nhin tin biao mat tich hop AI & Video Call” nham giai quyét triét dé cac thach thirc vé
10 ri dir li¢u, phu thudce vao ha tﬁng cloud bén thi ba va t6i wu hoa trai nghiém nguodi dung trong
moi trudong doanh nghiép. Hé thdng duogc trién khai dya trén kién trac Client-Server, két hop ha
tang Container hoa (Docker Self-hosted) dé dam bao kha ning mé rong va toan quyén kiém soat
tai nguyén.

Vé mit ky thuat, 6t 13i cua d6 an tap trung vao viéc hi¢én thuc hoa nam tru cdt cong nghé chinh:

Co ché ma hoa dau cudi (E2EE): D6 an trién khai mot hé thong mat ma lai (Hybrid
Cryptosystem) tdi uu. Dit liéu va ndi dung hoi thoai dugc bao mat tuyét ddi bang thuat toan
AES-256 trong ché 46 GCM, dam bao song song tinh bi mat va toan ven dir liéu. Khoa phién
(Session Key) ctia AES dugc luan chuyén an toan gitra cac Client nho k¥ thuat ma hoa cong khai
RSA-2048. Diém méu chét trong kién tric nay 14 khoa bi mat (Private Key) cia nguoi ding
duoc luu trit hoan toan cuc bd; hé thong str dung ham PBKDEF2 dé dan xuat khoa tir mat khau,
thuc hién ma hoa khoa bi mat ngay trén thiét bi trude khi luwu triv, cam két khong gui khoa vé
phia Server.

Ha tang Video/Audio Conference: Hé thong tich hop truc tiép giai phap Jitsi Meet Stack trén ha
tang tu van hanh (Self-hosted) thay vi 1¢ thudc vao cac API thuong mai. Cau tric cudc goi duge
diéu phéi boi ba thanh phan: Prosody (quéan 1y bao hiéu XMPP), Jicofo (phan bd phong hop) va
Jitsi Videobridge (JVB). Trong d6, JVB dong vai tro la mot SFU (Selective Forwarding Unit),
thyc hién chuyén tiép ludng media ma khong can giai ma hay tron luong, gitip toi uu hoa tai
nguyén may chi va giam thiéu do tré so véi méd hinh MCU truyén théng.

Tro 1y 40 Al cuc bd (Local Al): Dé ngan chin nguy co 10 ri thong tin tir cac mo hinh ngdn ngir
16n (LLM) ddm may, dd an sur dung framework Ollama chay truc tiép trén ha tﬁng nodi bo. HE
théng van hanh cac mo hinh nhu Llama 3 hoac Mistral da dugc lugng tir hoa (4-bit/8-bit) dé
twong thich voi phan cimg. Client giao tiép véi Al qua kénh API bat dong bo riéng biét, dam bao
moi dit liéu nhay cam ctia doanh nghiép ludn nam trong pham vi kiém soat ndi bo.

Giao thirc truyén file an toan: Quy trinh giri nhan tép tin dugc bao mat bang co ché sinh khoa
dong. Khi c6 yéu cau, hé thong ty dong khoi tao khoa dung mét lan FileTransferKey (dua trén
co ché Salt va SHA-256). Dit li€u tép duogc chia nho thanh cac doan (chunks) va ma hoa AES-
256 trude khi truyén qua Socket. May chu chi dong vai trd luu trir tam thoi va didu phéi cac khéi
dit liéu da ma hoa; chi Client s& hitu FileTransferKey hop 1€ (nhan qua kénh chat E2EE) méi co
thé giai ma va khoi phuc tép tin gdc.



TU PIEN THUAT NGU (GLOSSARY)

Dudi dédy 1a danh muc cac thuat ngit ky thuat, giao thirc, thudt toan va thanh phan kién trac duogc
sur dung trong hé thong Secure Chat, cung véi dinh nghia va phéan tich luéng van hanh chi tiét
dudi goc do ky thuat.

1. Cac thuat ngit vé An toan thong tin va M3 hoa

E2EE (End-to-End Encryption - M hoa dau cudi): Co ché bao mat dam bao dit liéu (tin nhin,
tép tin) dwoc ma hoa ngay tai thiét bi ngudn (Client giri) va chi duoc giai ma tai thiét bi dich
(Client nhén). Trong hé thong Secure Chat, may chu trung gian (Server MySQL/Java) chi dong
vai tro luu trir va dinh tuyén cac goi tin d3 ma héa dudi dang ban ma (Ciphertext), hoan toan
khong thé doc duoc ndi dung gbe (Plaintext).

AES-256 (Advanced Encryption Standard - 256 bits): Thuat todn ma héa ddi xtng ap dung kich
thudc khoa (Key size) 1a 256 bits. Hé thong sir dung AES-256 & ché d6 GCM (Galois/Counter
Mode) dé vira dam bao tinh bi mat (Confidentiality), vira dam béo tinh toan ven (Integrity) ctia
dir liéu tin nhan va tép tin thong qua co ché ma héa xac thuc (AEAD).

RSA-2048 (Rivest—Shamir—Adleman - 2048 bits): Thuét toan ma héa bat d6i xtmg sir dung cip
khoa: Khoa cong khai (Public Key) va Khoa bi mat (Private Key). Hé thong str dung cip khoa
RSA-2048 cho pha bit tay (Handshake) dé trao d6i khoa dbi xtg (Session Key ctia AES) mot
cach an toan qua kénh truyén khong bao mat.

FileTransferKey (Khoa chuyen tép tin): Mot chudi byte ngau nhién (chta entropy cao) dugc hé
thong sinh tu dong cho mdi phién tai tép 1én (Upload). Khoa nay dong vai tro la khoa (‘101 xung
AES dung dé ma hoa tép tin d6 tai Client trudc khi ddy 1én bo luu trit tip trung cua ha tang
Docker. Khéa nay chi duge chia sé cho ngudi nhan théng qua kénh tin nhin da ma hoa E2EE.

Key Derivation Function (KDF - Ham dan xuat khéa): Hé thong 4p dung thuat toan PBKDF2
(Password-Based Key Derivation Function 2) két hop véi Salt (mubi ngau nhién) dé bam mat
khau dang nhap ctia nguoi ding. Két qua thu duge vira ding dé xac thyc tai khoan, vira lam khoa
nén tang dé ma hoa ndi bd Private Key cua cAu triic RSA truée khi luu xuéng bd nhé cuc bo cua
Client.

2. Ha tang va Giao thirc truyén thong da phuong tién

Jitsi Meet Stack: Tap hop cac thanh phan mi ngudén md phan tan chiu trach nhiém diéu Rhéj va
thiet 1ap cac phién hoi nghi truyén hinh (Video/Audio Call). Ha tang bao gom ba thuc the cot 161
chay trén cac container Docker doc 1ap: Prosody, Jicofo, va JVB.

Prosody: May chu XMPP (Extensible Messaging and Presence Protocol) trong lugng nhe, dong
vai tro la xuong song bao hiéu (Signaling Server) cho h¢ thong Jitsi, quan 1y trang thai hién dién
va két noi cua cac Client tham gia cudc goi.

Jicofo (Jitsi Conference Focus): Thanh phan chiu trach nhiém quan 1y logic thuc thé phién
(Session focus). No phan bo tai nguyén mang, quan ly viéc nguoi dung tham gia/roi phong hop
va di€u phoi cac luong media gitra Client vo1 JVB.



JVB (Jitsi Videobridge): Thanh phan ha ting dinh tuxén video (Selective Forwarding Unit -
SFU). Thay vi tron luong video (MCU), JVB nhén ludng video tir moi Client va phan phoi truc
tiép ludng do dén cac Client khac, gitip giam thicu dang ké tai nguyén CPU tiéu thu trén may
chu.

3. Tri tu¢ nhan tao cuc bd (Local Al)

Ollama Framework: Kién tric nén tang gon nhe gitip dong goi, quan 1y va van hanh cac mo hinh
ngon ngtr 1on (LLM) cuc bo ngay trén ha tang Self-hosted cta hé thong Ollama cung cap hé
thong RESTful API ndi bo dé tmg dung Java Client tuong tac truc tiép ma khong can cau hinh
phtc tap.

Llama 3 / Mistral: Cac kién tric m6 hinh ngén ngit 16n ma ngudn mé ¢6 kich thude tham sé tdi
uu (7B/8B parameters), dugc tinh chinh (Fine-tuned) dé chay muot ma trén moi trudng may chi
cuc bd hodc thiét bi bién, dam bao xtr 1y ngdn ngit tur nhién tdt nhung van gilr tinh bado mat tuyét
dbi cho dir liéu hoi thoai (Zero Cloud Data Leakage).

4. Kién truc va Giao dién ing dung

Java Swing: B9 thu Viép giao di¢n dd hoa (GUI) nén tang cua Java, dugc su dung dé xay dung
mg dung Client. H¢ thong ap dung mo hinh kién trac MVC (Model-View-Controller) trén
Swing dé tach biét logic xur Iy ma hoa, két nd1i mang va hién thi.

FlatLaf (Flat Look and Feel): Thu vién giao dién hién dai cho Java Swing. N6 cung cép cac cong
cu t6i vu hoéa phan cling d€ render cac hi¢u timg do hoa nang cao nhu Dark mode (Ché d9 t61),
Glassmorphism (Hi¢u ung kinh mo), va cac bong bong chat dang hinh hoc mém (Gradient Chat
Bubbles).

Docker Self-hosted: Giai phap container hoa toan b6 ha tang Server-side (gom MySQL Server,
Jitsi Meet Stack, Ollama AT API). Co ché nay gitp c6 lap méi truong chay ung dung, tang kha
nang mo rong (Scalability) va to1 gian quy trinh trién khai hé thong (CI/CD).

5. Bang tong hop d6i sanh va Ludng kién trac k¥ thuat

Pé 1am 13 co ché ph01 hop hoat dong gitra cac thanh phan thuat nglr néu trén, dudi day la bang
phan dinh vai trd kién tric va so d6 m6 ta tuan ty ludng dir lidu bao mat (E2EE) két hop chuyén
file an toan trong hé thong.

Phdn dinh vai tro va pham vi xi 1y ciia cdc thudt ngiv cot 16i

Thuét ngit / Cong Mo truong thue Vi trd ¢t 16

Nhom thanh phan  nghé thi trong hé théng
Antoandirliéu  AES-256 (GCM  Client Side M3 hoa bat dbi
Mode) xtrng dir liu tin

nhin/file
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MySQL / File Server (Docker)

Java Client A (Sender) Java Client B (Receiver)

Khéi tao phién chuyén File an toan str dung E2EE
1. Tao ngau nhién FileT r@nsferKey (AES-256 Key)

2. Ma hoa File baE:E FileTransferKey

3. Tai File da ma hoa |én Server (Dir liéu an toan)

4. Tra vé FileURL tuong (g trén Storage

5. Lay Public Key RSA cga Client B tir cache/server

6. Ma hoa [FileURL + FileTrgpsferKey] bang Public Key B

7. GUi géi tin diéu phéi da ma hoa (E2EE) qua kénh Chat

e 8. Dinh tuyén gdi tin dén Client B
9. Dung Private Key RSA EEa minh dé giai ma goi tin
Lay dugc FileURL va FileTransferKey géc
10. Tai File ma hoa tir FileURL vé may cuc bd
11. Dung FileTransferKey gid ga dé 1ay File géc (Plaintext)
MySQL / File Server (Docker)
Java Client A (Sender) Java Client B (Receiver)

Hinh 2 So @6 tuan ty ludng chuyén ddi dit liéu va ap dung thuat toan ma hoa khi chuyén file an
toan.

Chuang 1 Gidi thiéu dé tai va B6i canh
1.1 Dat van dé va Bai canh thuc tién

Trong ky nguyén s6 hoa va su bung nd ciia cudc Cach mang Cong nghiép 4.0, nhu ciu trao doi
thong tin truc tuyén da tro thanh mot phan thiét yéu trong hoat dong van hanh cia céc to chiec,
doanh nghiép cling nhu doi song hang ngay cua ca nhan. Tuy nhién, sy tién o1 nay luén song
hanh v6i cac thach thirc 16n v€ an toan thong tin. Theo cac bao cao an ninh mang toan cAu, cac
vu 10 i dir liéu, tin cong nghe 1én (Man-in-the-Middle - MitM) va khai thac thong tin nguoi
duing trén cac nén tang dam may (Cloud-based) ngdy cang gia ting v6i quy mé va thu doan tinh
Vi.

Phan 16n cac img dung nhin tin pho bién hién nay (nhu Messenger, Telegram, Zalo) du di tich
hop céc bién phap bao mat nhat dinh, nhung mé hinh luu trir trung tm trén hé thong Cloud cta
nha cung cép dich vu van tiém 4n nguy co bi khai thac dir liéu tir bén trong (Insider Threats)
hodc bi can thi¢p bdi bén thur ba. Pac biét, ddi voi cac td chire chinh phu, tai chinh, hodc céc
doanh nghiép s& hitu bi mat kinh doanh, vi¢c gtri cac thong tin nhay cdm, ma nguén, hay tai li¢u
chién lugc 16n cac may chi cong cong 13 mot rai ro khong thé chap nhan.



Song song v&i d6, su phat trién vuot bac cua Tri tué nhan tao (Al) ma dic biét 1a cac M6 hinh
ngoén ngir 16n (LLM) da mo ra xu huéng tich hop tro Iy 4o vao hé thdng giao tiép dé toi vu hoa
hiéu sudt lam viéc (tém tat van ban, dich thuat, goi ¥ phan héi). Mic du vay, viée gui dir liéu hoi
thoai 1én cac API dam may thuong mai (nhu OpenAl ChatGPT, Google Gemini) v hinh trung
da pha v& nguyén tic bao mat thong tin ndi bo.

Tur thuc tién d6, yéu clu ditra 1a phai xay dung mot hé théng nhén tin, goi video ndi bo c6 kha
ning ty chii hoan toan vé ha ting (Self-hosted), bao mat tuyét ddi dit lidu truyén tai thong qua ma
hoa dau cudi (E2EE), dong thoi tich hop cac mé hinh Al van hanh cuc bo (Local AI) nham dap
(g toan dién c hai bai toan: Hi¢u niing cdng tic va An toan thong tin tdi da. Dy an
“SECURE CHAT - H¢ thong nhin tin biao mat tich hop AI & Video Call” duoc nghién ctiru
va phat trién nham giai quyét triét dé cac thach thirc néu trén.

Phan tich giai phap cong nghé va Kién trac hé thong

Dé hién thuc hda muc tiéu bao mat va tbi uu nang luc xu 1y, hé théng duoc thiét ké dya trén kién
trac Client-Server két hop ha tang container héa Docker, phéan tach rd rang gitra tang xu ly
nghiép vy, tang truyén thong thoi gian thuc va tang xa ly Al doc 1ap.

Co ché m3 héa dau cudi (End-to-End Encryption - E2EE): H¢ thong ap dung mo hinh mé hoa lai
(Hybrid Encryption) két hop giira thuat toan d6i xting va bat doi xing nham ti uu hoa giira toc
do xtr ly va marc do an toan:

Ma hoa dit li¢u (AES-256): Toan bd ndi dung tin nhén va tép tin truyén tai duoc ma hoa cuc bo
tai phia Client bang thuat toan AES (Advanced Encryption Standard) v6i d6 dai khoa 256-bit &
ché d6 GCM (Galois/Counter Mode) dé dam béao ca tinh bao mat (Confidentiality) 1dn tinh toan
ven (Integrity) cua dir licu.

Trao d6i khoa (RSA-2048): DBé phan phdi khoa ddi xing (Session Key/AES Key) giita cac Client
mot cach an toan ma khong bi 16 trén duong truyén, hé thong sir dung thuat todn ma hoa bat ddi
xtmg RSA véi do dai khoa 2048-bit. Cap khoa Cong khai (Public Key) va Khoa bi mat (Private
Key) duogc tao 1ap ngay khi nguot dung dang ky tai khoan.

Quan 1y Khoa ndi bd (Local Key Management): Khéa Public Key duoc diy 1én Server dé phuc
vu qué trinh dinh tuyén ma héa, trong khi Khoa Private Key duoc luu trit nghiém ngit tai Client,
dugc ma héa bang mot ma bam (Hash/PBKDF2) tir mat khau ctia ngudi ding trude khi ghi vao
bd nhd cuc bd, ddm bao ngay ca quan tri vién hé thdng (Server Administrator) ciing khong thé
doc dugc ndi dung hdi thoai.

Ha tang truyén thong da phuong tién (Video/Audio Call): Hoi nghi truyén hinh dugc xay dung
dua trén giao thore WebRTC thong qua vi€ce tich hop giai phap ma nguon moJitsi Meet Stack,
phan ri thanh cac thanh phan container hoa chay trén Docker bao gom:

Prosody: XMPP Server chiu trach nhiém quan 1y phién (Session Signaling), x4c thuc nguoi dung
va thiét 1ap trang thai hién dién.

Jicofo (Jitsi Conference Focus): Thanh phan diéu phdi va quan 1y cac phong hop, phan bo tai
nguyén ludng media.

JVB (Jitsi Videobridge): B9 chuyen mach video (Selective Forwarding Unit - SFU). Thay vi trén
cac ludng video lai véi nhau gy ton tai nguyén Server (nhu kién trac MCU), JVB chi nhén
ludng media tir cac Client va chuyen tiép truc tlep dén cac Client khac trong phong, t6i uu hoa
bing thong va giam thiéu do tré (Latency) xuéng muc <100ms trong diéu kién mang tiéu chuan.



Tich hop Tri tué nhan tao cuc bd (Local Al Ecosystem): Nham loai bo hoan toan nguy co 10 ri
dir liéu hoi thoai ra Internet, hé thong tich hop framework Ollama dé chay cac mo hinh ngén
nglr 16n ngudn mé nhu Llama 3 (8B) hoac Mistral (7B) ngay trén ha tang Server cta to chirc. Hé
thdng Client guri truy van (Prompt) thong qua mot cong API bao mét n6i b duge thiét 1ap riéng.
Toan bo vong doi cua dit liéu (Data Lifecycle) tir lac tiép nhén, xir 1y tokenization, suy luan
(Inference) cho dén khi tra vé két qua déu dién ra cuc bd trong mang ndi bo, dap tmg tiéu chuin
khit khe vé quyén riéng tu.

Co ché chuyén tép an toan (Secure File Transfer): Khi ngudi ding chia sé mot tép tin, Client s&
tu dong sinh ngﬁu nhién m{t khéa dung mét 14n co tén FileTransferKey. T¢p tin dugc ma hoa
AES-256 bang khoa nay trude khi tai 1én Server luu trir duéi dang cac khéi nhi phan ma hoa
(Encrypted Blobs). Khoa FileTransferKey sau d6 duoc mi hoa bang khoa RSA Public Key cua
ngudi nhan va gii qua kénh chat E2EE. Nguoi nhan sau khi tai khdi nhi phan vé s& dung Private
Key ctia minh dé giai ma 1y FileTransferKey, tir 46 khoi phuc lai tép tin nguyén ban.

Kién trac tong thé va Ludng dir liéu ky thuat: Moi quan hé twong tac va ludng van hanh giira cac
thanh phan trong hé thong dugc mo ta chi tiét thong qua so dd kién trac dudi day:

Client Environment - Java

wing & FlatLaf
Ul / UX Layer

Crypto Engine (AES/RSA) WebRTC / Jitsi SDK

:

Core Server (Java /
MySQL)

Server Infrastructure - Self-
ocker

Jitsi Meet Stack

Local Al (Ollama)

Hinh 1.1: So d6 kién trac phéan tang hé thong Secure Chat



Pé lam 13 hon céc cong ngh¢ dugc ap dung va vai tro chién lugc cua chung trong viéc giai quyét
cac bai toan k¥ thuat cua dé tai, bang dudi day tong hop cac thanh phan cbt 15i ciia hé thong:

Bdng 1.1: Tong hop cdc cong nghé cot 16i va vai tro trong hé thong

Thanh phan

Cong ngh¢ st dung

Vai tro k¥ thuat trong hé
thong

Ung dung Client

Java Swing, Thu vién
FlatLaf

Cung cip giao dién d6
hoa hién dai (Dark
mode, hi¢u ung Glass
Morphism), xur 1y logic
nghi¢p vu tai may tram
va truc tiép thuc thi cac
tac vu ma hoa/giai ma dé
dam bao nguyén tic
E2EE.

Co s¢ dir licu

MySQL

Luu tr@r thong tin tai
khoan, danh ba, cac
khoa cong khai (Public
Key) va lich sir tin nhin
da ma hoa dudi dang
chudi Base64.

Ha tang Container

Docker, Docker
Compose

Dong gbi doc 1ap cac
dich vu (Core Server,
Jitsi, Ollama), giap hé
thong dé dang trién khai
(Self-hosted) va mo rong
quy mo6 mot cach linh
hoat.

Truyén thong Goi Video

Jitsi Meet Stack
(Prosody, Jicofo, JVB)

Dinh tuyén luéng da
phuong tién
(Audio/Video) thoi gian
thuc theo kién triic SFU,
giam tai cho Server va
dam bao chat lugng cudc
go1 do phan giai cao.

Xt 1y Al

Framework Ollama
(Llama 3 / Mistral)

Thyc hién suy luan ngon
ngtr tu nhién ngay tai
may chu cuc bg, khong
két ndi Internet, bao vé
tuyét d6i dit liéu doanh
nghiép.




Muc tiéu va Pong gop cua deé tai

Muc tiéu tong quat ctia dé tai 1a xay dung hoan chinh mét giai phap phan mém nhén tin va hoi
hop truc tuyén c6 tinh thue tién cao, két hop hai hoa gitra cac tiéu chuan an ninh nghiém ngit va
trai nghiém nguoi ding t6i wu. Cu thé, d& tai hudng ti cac muc tiéu k¥ thuét sau:

Thiét ké va cai dat thanh cong giao thirc ma hoa dau cudi (E2EE) hoat dong 6 6n dinh trén nén
tang timg dung desktop Java Swing, dam bao tdc d6 ma hoa/giai ma tin nhin thoi gian thye ma
khong gay treo hodc tré giao dién (UI Thread).

Trién khai va t61 wu hoa ha tang Jitsi Meet Stack trén méi trudng Docker, cau hinh chinh xac
cac tham s6 mang va NAT dé cho phép thiét 1ap cudc goi Video/Audio mugt ma giita cac Client
nam sau cac 16p tudng lira khac nhau.

Tich hop thanh cong mé hinh Local LLM thong qua Ollama, t6i wu hoa cau hinh phan cling
(RAM/VRAM) tai Server dé dat toc d6 xir Iy sinh vin ban (Token Generation Rate) phit hop cho
viéc tuong tac thoi gian thuc cia tro Iy Al
Xay dung giao dién nguoi dung truc quan, thim my bang cach tiiy bién siu thu vién FlatLaf,
pha bo gi6i han tho cing truyén théng cua Java Swing dé dat t6i trai nghiém hién dai twong
duong céac ting dung Electron hay Native hién nay.

Két qua cua dé tai dong vai tro nhu mgt mo hinh tham chiéu thuc nghiém co gié tri cho céc
nghién clru va dy an phat trién tng dung bao mat ndi b, chimg minh kha nang tu chu cong nghé
tir khau ha tang, truyen thong cho den tri tué nhén tao trong bdi canh an toan thong tin ngay cang
trd thanh yéu t6 sdng con ctia moi t6 chirc.

1.2. Nhu cau tich hop AI (Tro 1y 40) va giao tiép da phuong tién an toan

Su phat trién manh mé ctia ky nguyén s6 dit ra nhimng thach thirc méi déi v6i cac hé thong thong
tin lién lac. Ngudi ding hién nay khong chi doi hoi mét kénh truyén tin nhin thuan tiy ma con
yéu cau kha nang tdi wu hoa higu suat lam viéc thong qua tri tué nhan tao (AI) va cac phuong
thire giao tiép da phuong tién thoi gian thyc (Real-time Multimedia Communication). Tuy nhién,
viée tich hop cac cong nghé tién tién nay vao mgt moi truéng bao mat cao doi hoi nhirng giai
phap kién trac chuyén sau dé giai quyét mau thuin giira tinh tién ich va quyén riéng tu di liéu.

1. Nguy co an toan thong tin khi tich hgp Trg ly 4o Al dua trén Dién toan dam may

Trong cac kién tric img dung thong thuong, viée tich hop cac mo hinh ngdn ngit 16n (LLM) nhur
GPT-4 hay Claude thuong dugc thuc hién qua cac API thuong mai dya trén nén tang Cloud
(Cloud-based AI). M6 hinh nay ton tai nhiing 16 hong bao mat nghiém trong d6i véi cac t6 chirc
yéu cau tinh bao mat dir liéu tuyét doi:

St 10 ri dit liéu qua kénh thir ba (Data Leakage): Dé Al c¢6 thé xir Iy va dwa ra phan hoi chinh
xdc, toan bo ndi dung hoi thoai, dir liéu doanh nghiép hoac thong tin ca nhén cua nguoi dung
phai duogc chuyen sang dang van ban rd (Plaintext) va gui 1én may chu cua nha cung cap dich vu
dam may. Tién trinh ndy pha v& hoan toan nguyén ly cot 161 cuia ma hoa dau cuoi (E2EE) vi
ludng dir liéu bi giai ma tai mot ndt trung gian ndm ngoai tim kiém soét cua to chirc.

Nguy co tir viée tai huan luyén m6 hinh (Model Retraining Risks): Nhiéu diéu khoan dich vu
dam may cho phép nha cung cap str dung dit li€u tir cac yéu cau API dé ti€p tuc huan luyén, tinh



chinh mé hinh. Piéu nay dan dén nguy co thong tin chién lugc hodc bi mat kinh doanh bj luu vét
v dinh hinh va vo tinh hién thi trong két qua tra vé cta nhitg ngudi dung khac trén thé gidi.

Do d6, nhu cau tich hop mot hé thong Local AI (Tri tu¢ nhan tao cuc b@) thong qua framework
Ollama 13 mot tit yéu k¥ thuat. Bing viéc van hanh truc tiép cic mo6 hinh ma ngudn mé nhu
Llama 3 hoac Mistral trén ha tang Docker Self-hosted biét 1ap, hé thong thiét 1ap mot ranh gidi
bao mat tuyét doi. Ludng dit liéu Prompt tir Client truyén dén Al hoan toan chay trong mang noi
b, loai bd hoan toan céac vector tAn cong khai thac dir li€u tr xa.

2. Thach thirc bao mat trong truyén thong da phuong tién thoi gian thuc
(Video/Audio Call)

Khac vdi tin nhin vin ban von c¢6 dung luong nho va dé xir Iy bang cac thuét toan ma hoa khéi
(Block ciphers), dit liéu da phuong tién (Video/Audio Streams) cau thanh tir cac ludng bit lién
tuc, dung luong 16n va yéu cau khit khe vé thoi gian thuc. Viée thiét 1ap mot kénh giao tiép da
phuong tién an toan ddi mat voi hai bai toan kién tric 16n:

Su danh dbi giira hidu nang va tinh bao mat: Qua trinh ma héa va giai ma lién tuc cac khung hinh
(Frames) & d6 phan giai cao st dung céac thuat toan ma hoa dong c6 thé gay thit nat co chai tai
nguyén (Resource bottleneck) tai chip xir Iy ciia may tram Client, dan dén hién tuong tré tin hiéu
(Latency) hodc mat ddng bd 4m thanh - hinh anh (Audio-Video desynchronization).

L hong tir kién trac chuyén tiép dix liéu trung gian: Néu str dung kién trac may chu tron ludng
MCU (Multipoint Control Unit) truyén thong, may chu budc phai gidi ma toan bd dir liu stream
tur cac nhanh gui, thue hién trdn hinh anh r61 ma hoéa lai dé gri di. Qua trinh nay bién may chu
trung gian thanh mot "Piém yéu duy nhat" (Single Point of Failure). Néu may chu bj chiém
quyén kiém soat, toan bo ndi dung cudc goi sé bi 10 lot.

Hé théng Secure Chat giai quyét triét dé nhu cau nay bang cach tich hop nén tang Jitsi Meet
Stack (Prosody, Jicofo, JVB) hoat dong theo kién tric SFU (Selective Forwarding Unit). Ludng
da phuong tién tir Client duoc bao vé bang giao thic DTLS-SRTP ngay tai tang truyén tai, dam
bao dir liéu khi di qua Jitsi Videobridge (JVB) chi 1a cac gobi tin dd ma hdéa, may chu trung gian
hoan toan khong c¢6 kha ning doc duoc ndi dung gbe ctia phién Call.

3. So dd Ludng dit liéu va Ranh gidi bao mat hé thong

Dé 1am 16 kién tric van hanh song song ciia phan hé Local Al va phan hé Video Call an toan
trong moi twrong quan va4i ranh gigi bao mat ha tang Docker, luong di chuyén cua dit licu dugce
ddc ta qua so do dudi day:



Hinh 4: Ludng kién trc dit liéu va ranh gidi c6 l4p bao mat cua phan hé Local Al va Media Call.
4. Ma tran phan tich su can thiét k¥ thuat va Giai phap dbi sanh

Sy dich chuyén tir cic giai phap tich hop bén thir ba (Third-party Cloud Services) sang giai phap
tu van hanh, c6 lap dir liéu (Self-hosted & Local Processing) trong h¢ thong dugc luan ching

khoa hoc thong qua Bang 1.

Ma trdn doi sanh nhu cau tich hop cong nghé va gidi phap kién tric

Nhu cau chirc
nang

Tich hop Trg 1y
do thong minh

bam thoai video
da nguoi dung

Luu trr va
Truyén tép tin

Giai phap thong
thuong (Cloud /
Centralized)

Két ndi APT mo
rong té1 OpenAl
GPT / Anthropic
Claude.

St dung nén tang
tron lubng MCU
hodc stir dung API
Zoom / Agora.

Tai truc tiép 1én
cac kho luu triv
dam may cong
cong (AWS S3,
Google Drive).

Rui ro an toan
thong tin phat
sinh

RO ri van ban ro
hoi thoai; vi pham
quyén riéng tu dir
liéu nghiém
trong; phu thudc
duong truyén
Internet.

May chu trung
gian ¢6 quyén
gidi ma dir ligu
cudc goi; nguy co
nghe lén tai cac
diém nit diéu
phéi Cloud.

Quan tri vién nha
cung cp Cloud
¢ quyén tiép can
file; nguy co quét
quét ma ddc tu

Giai phap kién
tric Secure Chat
(Self-hosted /
Local)

Van hanh Ollama
API két hop mo
hinh Llama 3 /
Mistral chay hoan
toan trén
RAM/VRAM noi
bo cua ha tﬁng
Docker.

Ap dung Jitsi
Stack véi co ché
dinh tuyén SFU
(JVB). Ludng da
phuong tién ma
hoéa DTLS-SRTP
xuyén sudt tir dau
cudi.

M3 hoa file bang
FileTransferKey
dbi xtmg ngau
nhién tai may
tram trudc khi



Giai phap kién

Giai phap thong Rui ro an toan truc Secure Chat
Nhu cau chirc thuong (Cloud/  thong tin phat (Self-hosted /
nang Centralized) sinh Local)
dong lam 16 n6i  day 1én bo luu trix
dung. cuc bo cua
Docker.

1.3 Phan tich nén tang Telegram, Signal
Phén tich nén tang Telegram, Signal

Nén tang Telegram va Giao thirc MTProto Telegram 14 mot trong nhiing ing dung nhan tin co
quy mé ngudi ding 16n nhat hién nay, hoat dong dua trén mé hinh kién triic phan tan da ving
luu trr ddm may (Cloud-based platform). Vé mit k¥ thuat, Telegram st dung mot giao thirc mat
ma tu phat trién c6 tén goi 1a MTProto (hién tai la phién ban MTProto 2.0).

Kién truc bado mat ctia Telegram duoc chia lam hai ché do hoi thoai o rét:

Hoi thoai dam may (Cloud Chats): Pay 1a ché do mic dinh ctia Telegram. Toan bo tin nhan, tép
tin da phuong tién dugc ma hoa gitra Client va Server thong qua giao thirc MTProto, sau do dugc
Itru triY tai ha ting dam may cua Telegram. Mic du dir liéu trén dia cimg ctia may chu duge ma
hoa va cac khoa giai ma dugc phan tan & cac thuc thé phap 1y khac nhau nhim chdng can thiép
vat 1y, nhung vé mit kién trac 1y thuyét, Telegram Server van nam giit kha nang giai ma dit liéu
15 (Plaintext) dé phuc vu tinh ning dong bd hoa da thiét bi (Multi-device Synchronization) va
tim kiém toan vin (Full-text Search). Do d6, ché d¢ nay khong dat tiéu chuan ma héa dau cubi
(Non-E2EE).

Hoi thoai bi mat (Secret Chats): Day 1a ché d6 ap dung co ché ma hoa dau cudi (E2EE).
MTProto thiét 1ap kénh truyén bao mat truc tiép giira hai thiét bi dau cudi bang gii thuat trao doi
khoa Diffie-Hellman (DH) két hop v6i ham bam mat ma SHA-256. Dix liéu sau d6 dugc mi hoa
d6i xtng bang thuat toan AES-256 & ché d6 IGE (Infinite Garble Extension). Ban dich ma cua
Secret Chats chi luu cuc bo trén thiét bi va khong duoc déng bo hoa 1én may chu ddm may.

Mic dii ¢6 hidu ning truyén tin tdi wu, kién tric ctia Telegram van boc 10 nhing han ché 16n
dudi goc do an ninh hoc thuat: Giao thirc ma hoa ddi xtmg AES-IGE la mét bién thé khong ti€u
chuén, thiéu cac ching nhan kiém dinh an toan quéc té rong rai so voi AES-GCM. Thém vao do,
viéc cAu hinh mac dinh khong bat E2EE tao ra nguy co ro ri thong tin 16n néu tai khoan nguoi
ding bi chiém quyén kiém soat phién (Session Hijacking) trén may chi.

Nén tang Signal va Giao thirc Signal Protocol Nguoc lai hoan toan véi mé hinh luu trit trung
tam cua Telegram, Signal duoc xem 14 tiéu chudn vang (Gold Standard) trong linh vuc truyén
thong bao mat nho viéc ap dung co ché ma hoa dau cudi mac dinh cho toan bd cac loai hinh dir
liéu (tin nhan van ban, cudc goi, tép tin) théng qua giao thirc ma hoa mi ngudn mo Signal
Protocol (tién than 13 TextSecure Protocol).

C6t 161 toan hoc va kién trac cua Signal Protocol dua trén hai thuc thé giai thuat cép cao:



Giai thuat X3DH (Extended Triple Diffie-Hellman): Giai quyét bai toan thiét 1ap khoa chung bi
mat gitra hai thuc thé ma khong yéu ciu ca hai phai cung tryc tuyén (' Asynchronous Key
Exchange"). X3DH str dung tap hop cac khoa cong khai ngin han (Ephemeral Keys) va dai han
(Identity Keys) dua trén duong cong Elliptic Curve Diffie-Hellman (X25519), gitip chdng lai cac
cudc tan cong gia mao danh tinh ngay tai budc thiét 1ap phién dau tién.

Giai thuat Double Ratchet Algorithm (Ham bam banh ring kép): Day 1a co ché quan 1y khoa
mang tinh d6t phé cua Signal. Khoa phién lién tuc duoc bién d6i (‘Ratchet") sau mdi luot tin
nhin dugc guri hodc nhan. Qua trinh nay dugc thyc hién théng qua sy két hop gitta mot KDF
Chain (Key Derivation Function) dua trén cau trac hinh hoc cdy mat ma (KDF-backed
Symmetric Ratchet) va mot chu ky bién d6i bat ddi xing Diffie-Hellman (DH Ratchet).

Nho su két hop nay, Signal Protocol dat dugc hai dac tinh an ninh tdi cao trong mat ma hoc:
Tinh bao mat hoan hao cho tuong lai (Perfect Forward Secrecy - PFS) — néu khoa phién hién
tai bi 10, tin tic cling khong thé giai ma céc tin nhan trong quéa khir; va Tinh bao mat phuc hoi sau
ton that (Post-Quantum/Break-in Recovery) — néu mot khoa tai thoi diém t bi bé gay, hé
thong sé& tu dong sinh ra mot entropy méi ¢ thoi diém ¢ + 7 dé ¢6 1ap ving ton that, ngan chin
viéc doc 1én cac tin nhan twong lai. May chu cta Signal dong vai trd hoan toan 13 mot niit chuyén
tiép mu (Blind Router), khong luu giit bat ky siéu dit liéu (Metadata) nhay cam nao lién quan dén
danh ba hay lich sir két ndi cuia nguoi dung.

So sanh d6i chiéu ludng kién trac ky thuét Dé 1am r6 sy khac biét ban chat trong ludng dinh
tuyén va xur Iy dir liéu gilra hai nén tdng, so d6 dudi ddy mo ta cau truc ranh gidi gidi ma cua
Telegram (Cloud Chat) va Signal (Mac dinh E2EE):

Kién i Clowd Chat cla

Diréu dang Banma
(Cpherext) —— Telegram Cloud Server

¥ Teegan Clent A ©° o Giima thnh Pt
Sigal Clert A Sl Clent8 J yifhun

Keahgia ma I et oy
hat

Hinh 5: So d6 so sanh ranh gidi giai ma dir liéu giita cau trac Cloud-centric (Telegram) va E2EE
(Signal)

Duya trén cac phan tich chuyén sau vé mit giai thuat va mo hinh véan hanh, bang dudi day tong
hop céc ti€u chi k¥ thuat cot 161 dé doi chi€u chi tiét gifra hai nén tang, lam co s& thuc tién cho
viéc dé xuat kién truc hé thong Secure Chat:

Bang 1.2: Ma trdn so sanh ddc tinh ky thudt gitta Telegram va Signal

Nén tang .
Ti€u chi phan tich Telegram Nén tang Signal
Giao thirc Mat ma MTProto 2.0 (Ty  Signal Protocol
phat trién). (Tiéu chuan mé

nganh ma hoa).



Nén tang

Ti€u chi phan tich Telegram Nén tang Signal
Co ché E2EE Khong bat mac Kich hoat mac
dinh (Chi 4p dung dinh 100% cho
khi khéi tao tha toan bd hoi thoai,
cong phién Secret nhoém chat va
Chat). media.
Thuét toan ddi AES-256-1GE AES-256-GCM
xung (Infinite Garble két hop HKDF
Extension). (HMAC-based
Key Derivation
Function).
Dic tinh PFS\  Break-in ChicoPFStrén  Dat t6i da ca hai
Recovery ludng Secret Chat  dic tinh trén timg
thong qua tinh cAu triic tin nhan
toan lai khéa DH  nho thuét toan
theo chu ky thoi ~ Double Ratchet.
gian.
Mo hinh ha ting ~ P4am may cong Dam may cong

cong tap trung

cong (Hosted on

(Hosted on Signal Server),
Telegram Cloud  luu trt phi trang
infrastructure). thai.
Quanly siéudit  Luutrirdanh ba,  An danh hoa hoan
li¢u (Metadata) dia chi IP, lich st toan bang cong
dang nhap thiét bi nghé Sealed
tap trung tai Sender, khong luu
Server. vét siéu dit liéu.

Ttr bang so sanh trén, c6 thé nhan thdy mic du Signal dat diém tuyét d6i vé mat Iy thuyét an toan
mat ma hoc, nhung cé hai nén tang déu c6 mot diém chung 1a van hanh dya trén kién trac ha téng
phu thudc vao may chii cia nha cung cip (Public Cloud-based). Déi véi bai toan an ninh nodi bd
cta cac td chirc co mat, viéc khong thé tuw chu ha t?mg luu trir (Self-hosted) va khong c6 kha nang
tich hop céac cong cu tri tué nhan tao (Local AI) xir 1y tai chd chinh 1a khoang tréng cong nghé
16n. Pay 1a dong luc cdt 16i dé hé théng Secure Chat ké thira uu diém ma hoa lai manh mé
tuong tu Signal, ddng thoi dong gbi bao boc trong giai phap Containerization ctia Docker dé van
hanh hoan toan dgc lap cuc bd.

Chuong 2: Ca so ly thuyét va cong nghé st dung
2.1 Java & Java Swing (Phat trién giao dién Client v&i FlatLaf)

Java Swing duoc chon lam nén tang phat trién Client nho tinh da nén tang (Write Once, Run
Anywhere) va kha nang can thi€p sau vao giao dién mirc thap.



FlatLaf (Flat Look and Feel): Day la thu vién hién dai giup “10t xac” giao dién Swing cti ky
thanh giao dién phang (Flat Design) gidng nhu cac tmg dung web hién dai. Dark Mode: Hj tro
san cac bo mau tdi chuyén nghiép. Hiéu ing Glassmorphism: Két hop voi do trong sudt dé tao
cam giac sang trong. Hi¢u ning: FlatLaf cuc nhe, khong gay ton tai nguyén GPU nhu JavaFX.

2.2 Moi truong thuc thi (JDK 17+, JRE)

Moi truong thuc thi dong vai tro nén tang quyét dinh hi¢u nang, do on dinh va kha nang bao mat
ctia thanh phan Client (Java Swing) trong hé thong Secure Chat. Dur an Iyra chon phién ban Java
Development Kit tir 17 tré 1én (JDK 17+), cu thé 1a cac ban phan phdi LTS (Long-Term
Support) nhu OpenJDK hoac Oracle JDK, lam méi truong bién dich va chay tirng dung thong qua
Java Runtime Environment (JRE). Viéc lya chon nay dya trén cc phan tich ky thuét chuyén sdu
vé kién trac may a0 JVM (Java Virtual Machine) va cac cai tién c6t 15 sau:

1. Co ché quan 1y bd nhé va Bo thu gom rac (Garbage Collection - ZGC & G1GC)

Dbi voi mot tng dung nhan tin thoi gian thuc tich hop lubng xur ly da phuong tién (Video/Audio
Call qua Jitsi) va ma hoa lién tuc nhu Secure Chat, d6 tré hé thong (Latency) va hién tuong
“Stop-the-World” (STW) ctia Garbage Collector 12 nhitng yéu t6 phan tich sdng con.

G1GC (Garbage-First Garbage Collector): Pugc tdi vu hda mic dinh tir Java 9+, G1GC phan
chia bo nh¢ Heap thanh cac ving (Regions) kich thudc bang nhau tir IMB dén 32MB. Hé thong
Secure Chat tan dung co ché ting toc thu gom cua G1GC trén JDK 17 nho thuat toan du doan
dich (predictive targeting), tw dong tinh toan thoi gian tam dirng muc tiéu (MaxGCPauseMillis)
xudng dudi 200ms, giup giao dién Java Swing khong bi dong biang khi xtr Iy cac mang Byte dir
liéu 16n tir ludng ma hoa AES-256.

ZGC (Z Garbage Collector): La mot cai tién dot pha chuyén sang trang thai sin sang san xuat
(Production-ready) tir JDK 15+. ZGC thyc hién tat ca cac chu ky thu gom rac (Marking,
Relocation, Remapping) mot cach song song (Concurrent) vdi cac ludng tmg dung (Application
threads) thong qua ky thuat rao can tai (Load Barriers) va con tr6 mau (Colored Pointers). Trong
cac phién két ndi hoi nghi truyén hinh tai cao, viéc kich hoat ciu hinh ZGC bang tham s6'-
XX:+UseZGC" dam bao thoi gian dimg STW khong vuot qua 10ms, bat ké kich thudc Heap 1én
t6i hang Gigabyte do bd dém ludng video (Video stream buffering).

2. Céc tinh ning ngdn ngir va Tdi wu hoa kién tric ha tang

JDK 17 cung cap cac mo hinh dit liéu méi gitip t6i gian ma ngudn, gidm thiéu 16i runtime va toi
uu héa hiéu nang giao ti€p mang:

Java Records (JEP 395): Dugc sir dung dé dinh nghia cac cdu trac dit liéu bat bién (Immutable
Data Carriers) trong luéng DTO (Data Transfer Object) gitra Client va Server (vi du: cac goi tin
ma hoa'ChatMessageDTO', FileChunkDTO"). Ban chat bat b1en ctia Record ngdn chan triét dé
cac 16i can thiép dir liéu ludng (Race conditions) va gitip JVM tdi uu hoa ving nh¢ Stack thay vi
cAp phat trén Heap thong qua co ché phan tich thoat (Escape Analysis).

Sealed Classes (JEP 409): Cung cdp kha ning kiém soat chit ché kién trac phan cap ké thira.
Trong module bao mét, 16p*SecureToken’ dugc khai bao dudi dang’sealed” va chi cho phép cac
l6p*AccessToken', FileTransferKey" ké thira. Bi€u nay ngan chan viéc ma dgc tiém nhap (Code



injection) bang cach tao ra cac 16p con gid mao nham danh cap khoa mat ma.

Strong Encapsulation (JEP 403): JDK 17 thuc thi viéc dong goi manh mé& cac thanh phan noi bo
cia JDK, mac dinh v6 hiéu hoa viée truy cép trai phép qua co ché Reflection ddi v6i cac ham noi
bd ngoai trir cdu hinh tudng minh. Co ché nay truc tlep nang cao tinh an toan cho ung dung
Secure Chat trudc cac cudc tin cong khai thac 16 hdng bd nhé trong thoi gian thue.

3. Kién tréc tién xir Iy mat ma hoc qua JCA/JCE trén JDK 17

Mot 1y do k¥ thuat tién quyét cho viée bat budc sir dung JDK 17+ nam & kién triic mé hoa Java
Cryptography Architecture (JCA) va Java Cryptography Extension (JCE). Hé thong Secure Chat
doi hoi thue thi lién tuc cac phép toan sb hoc 16n cho RSA-2048 va cac phép toan dich bit trén
mang khdi cia AES-256 GCM.

Trong cac phién ban JDK cii, viéc tinh toan mat ma phy thudc ning né vao cac ham thu vién
phan mém thuan tay, gay tiéu tén tai nguyén CPU cyc 16n. Tir JDK 17, JCA tich hop sau céc tap
1énh noi tai (Intrinsic Functions) giup JVM bién dich truc tiép ma bytecode thanh ma may tan
dung phan cting chuyén dung ciia CPU:

AES-NI (Advanced Encryption Standard New Instructions): JVM tu dong anh xa cac ham ma
hoa/giai ma AES trong JCE sang tap 1énh phan cing AES-NI trén cac dong chip Modern
x86\ 64 va ARM64 (Crypto Extensions), tang toc do xtr ly dir li€u t€p tin gap nhiéu lan.

Vector API (Incubator - JEP 414): H6 trg thue hién cac phep toan vector hoa song song SIMD
(Single Instruction, Multiple Data), toi wu hoa toc d tinh toan ma xac thuc thong di¢p (MAC) va
ma hoa dong dir 1iéu (Stream encryption).

Dé mo ta cach thirc moi truong thyc thi (JRE/JVM 17) diéu phéi ludng dit liéu, quan 1y bd nho
Heap va tuong tac v6i phan cung khi nhan duge mot goi tin ma hoa tir socket, ludng kién tric k§
thuat dugc thuc hién tuan tu theo so d6 duoi day:

Client Java Swing

FlatLaf Ul Thread

Immutable Record DTO

— -~

/ \\\\
- N

JVM 17 Runtime

nvironr,
Memory Heap Regions JCE Cryptography Engine

— Hardware / OS Layer

ZGC / G1GC Controller CPU AES-NI/ SIMD



Hinh 6: Kién truc twong tac phan tang giita Ung dung Client, May a0 JVM 17 va L6p Phan
cung.

4. Bang thong s6 cau hinh va Yéu cau moi truong toi thieu

Dua trén cac phan tich kién tric néu trén, cic thong sd cdu hinh t6i wu cho moéi truong thuce thi
ung dung Client dugc dac ta chi tiét trong Bang 1.

Théng so kj thudt ciia méi trwong thiee thi JDK/JRE 17+ cho Client

Giai trinh k¥ thudt muc
Thanh phan c4u hinh Thong sb / Phién ban tiéu
Java Runtime Version OpenJDK 17.0.x LTS Pam bao tinh 6n dinh
tr 1én lau dai, hd tro day du
cac ban va bao mat cho
cac module mang va mat
ma.
Garbage Collector -XX:+UseG1GC hodc -  Tbi wu héa chu ky tam
XX:+UseZGC dirng h¢ thong (STW),
triét tiéu hién tuong
lag/giat khung hinh khi
render d6 hoa FlatLaf.
Memory Allocation -Xms512m -Xmx2g Gi61 han vung nhé Heap
ban dau va téi da, dap
ung viéc luu trit tam thoi
cac khdi dir liéu tép tin

khi giai ma.
Cryptographic Provider ~ SunJCE (Tich hop sin Kich hoat co ché phép
trong JDK 17) cimg AES-NI, tang toc
xu ly giai ma luong
E2EE truc tiép tu
Socket.
GUI Rendering Engine  Pipeline - Tang toc phan ctmg cho
Dsun.java2d.d3d=true thu vién FlatLaf qua
hodc opengl=true Direct3D hodc OpenGL,

hién thi muot ma hiéu
ung Glassmorphism.

2.3. AES-256 (M3 hoa d6i xtmg cho ndi dung tin nhan)

AES-256 14 tiéu chuin ma hoa dit liéu ddi xtng dugc lya chon dé bao vé noi dung tin nhén trong
hé thong Secure Chat nho vao do bao mat cuc cao va hi¢u nang xu ly an tuong.



Pic diém ky thuat: D9 dai khéa: 256 bits (32 bytes), cung cAp 2256 t6 hop khoa, mién nhiém
v6i cac cude tAn cong vét can (Brute-force) trong tuong lai gin. Ché dj hoat dong: Hé thong st
dung ché d6 Cipher Block Chaining (CBC) két hop véi PKCS5Padding dé dam béo tinh x40
tron dit liéu. Vector khéi tao (IV): Mdi tin nhin dwoc mi hoéa véi mot IV ngau nhién 16 bytes,
dam bao cing mot ndi dung tin nhin s& c6 ban ma khac nhau mdi lan giri.

Ti€u chi AES-128 AES-192 AES-256
Do dai khoa 128 bit 192 bit 256 bit
S6 vong lap 10 12 14
bo an toan Cao Rét cao Tuy¢t ddi
Plaintext | ——» XOR with IV lrm\,_\\
AES Encryption ——»  Ciphertext .+ NextBlock IV
P |

256-bit Key —

Hinh 7:: Ludng ma héa AES trong ché 6 CBC.
Kién trac Containerization véi Docker & Docker-compose

Dit van dé va Giai phap Container hoa hé thong Trong cac hé théng phan tan hién dai, viéc cau
hinh va ddng bd mai trudong trién khai (Deployment Environment) ludn 1a mét thach thirc 16n.
Hé théng Secure Chat tich hop da dang cac thanh phan cong nghé véi cac runtime va
dependency khac nhau: Core Server chay trén nén tang Java Virtual Machine (JVM), co s dit
li¢u quan h¢ MySQL, méi truong thyec thi tri tu€ nhan tao Ollama dya trén céac thu vién tinh toan
hiéu nang cao (C++/CUDA), va dic biét 1a giai phap truyén thong da phuong tién Jitsi Meet
Stack vdn bao gém nhiéu thanh phén vi dich vu phtrc tap hoat dong dya trén cac giao thirc mang
chuyén bi¢t (XMPP, WebRTC).

Viéc trién khai céc thanh phan nay theo phuong phap truyén thong (Bare-metal hodc Virtual
Machines) din dén nhiéu bét cap: xung dot thu vién hé thong, quan 1y tai nguyén kém linh hoat,
cau hinh mang phirc tap va kho khan trong viéc mé rong quy mé (Scaling). Nham tdi uu hoa quy
trinh trién khai Self-hosted doc 1ap, dam bao tinh dong goéi (Encapsulation) va tinh nhat quéan trén
moi ha ting phan ctmg, hé thong ap dung giai phap cong nghé 4o hoa cap d6 hé diéu hanh (OS-
level virtualization) thong qua Docker va quan 1y da container bang Docker-compose. Viéc st
dung Docker gitip ¢6 1ap hoan toan khong gian runtime cua timg dich vu, giam thiéu overhead tai
nguyén so véi 4o hoa phan cing (Hypervisor-based VM), dong thoi chudn hoa ludng giao tiép
mang ndi by gitra cac dich vu c4u thanh.

Thiét ké md hinh phan ra dich vy va CAu trac lién két mang H¢ théng duoc thiét ké theo mé
hinh kién trac huéng dich vu (Service-Oriented Architecture), phén ra toan bo ha tang thanh céc
container doc 1ap va tw van hanh. Cac container nay dugc lién két va quan 1y tap trung thong qua
mot tép cdu hinh quy chuan docker-compose.yml. Pé dam bao tinh bao mat va kiém soat ludng
dir liéu nghiém ngat, hé thong thiét 1ap hai mang 40 ndi bd doc 1ap (Custom Docker Networks)
su dung driver bridge:



‘secure\_backend\ net': Mang ndi bo danh riéng cho tang xtr Iy dir liéu 161, két ndi giita Core
Server, Co s¢ dir liéu MySQL va cong cu xu ly Local Al (Ollama). Mang nay hoan toan co 1ap,
khong public cac céng dich vu nhay cam nhu co s¢ dir liéu hay API Al ra mo6i truong Internet
bén ngoai, ngin chin tuyét ddi cac nguy co tin cong do quét cong (Port Scanning).
jitsi\_media\ net': Mang danh riéng cho Jitsi Meet Stack nham tbi wu hoa ludng truyén tai da
phuong tién thoi gian thue. Cac dich vu trong mang ndy tuong tac truc tiép v6i nhau va mé cac
cong giao tiép UDP/TCP cu thé dé thiét 1ap kénh truyén thong WebRTC véi tmg dung Client.

Ludng lién két kién trac va phan chia ranh giéi mang giita cac container cu thanh trong hé
thong duoc thé hién chi tiét qua so do dudi day:

External Network / Client

Secure Chat Client JVM

TCP (Port 8080) HTTPS / WSS (Port 443) UDP (Port 10000)

Self-hosted Docker

v v
jisificofo: Focus
TCP (Port 5222) jitsi/web: Nginx Proxy ol . jitsifjvb: Videobridge SFU
Component

JDBC (Port 3306) REST API (Port 11434)
v v

Ollama Container: Liama 3 jitsiprosody: XMPP.
MySQL Database Container I Mistral Signaling

Hinh 8: So d6 kién triic Containerization va phan viung mang ndi bd Docker

Phan tich chirc ning va Cau hinh k¥ thuat ciia cac thanh phan Container Dé h¢ thong van hanh
6n dinh v6i hiéu nang cao, cau hinh cua timg container trong tép cdu hinh docker-compose.yml
dugc tinh chinh chuyén sau, phan b tai nguyén va rang budc thtr ty khai chay thong qua co ché
depends_on. Cac dic tinh k§y thuat cét 13i ctia cac container duoc chi tiét hoa trong bang dudi
day:

Bdng 2.1: Ddc ta ky thudt va cau hinh céc Container trong hé thong

Docker Image Co ché cdu Rang budc ha

Tén Dichvu  gbc Cong tiép xic  hinh \ tang
db_server mysql:8.0 Noi bo: 3306  Ap dung co

ché volumes

dé luu trit dix

lidu bén viing

( named

volumes). Su

dung bién

moi truong dé

thiét 1ap ma

hoa ky tu

utf8mb4.



Tén Dich vu

ollama_ai

core_app

jitsi_web

jitsi_prosody

Docker Image
g0c
ollama/ollam
a:latest

openjdk:17-
slim

jitsi/web:lates
t

jitsi/prosody:1
atest

Cong tiép xtic
Noi bo:
11434

Cong khai:
8080

Cong khai:
443

Cong khai:
5222

Co ché cdu
hinh \

Cau hinh co
ché
deploy.resour
ces.reservatio
ns dé truy cap
tryc tiép vao
phan cing
GPU
(NVIDIA
CUDA) cua
Host, ting toc
do suy luan
mo hinh.
bong goi ma
ngudn Gmg
dung 161 dudi
dang file JAR
t6i gian. Rang
buoc
depends_on
voi diéu kién
service healt
hy tur
container
db_server.
Dong vai tro
la Reverse
Proxy va
Web Server
chinh. Phuc
vu viéc phan
phdi tép cau
hinh va dinh
tuyén cac két
nbi
HTTPS/WSS
ban dau tir
Client.

Xu ly giao
thirc truyén
tin XMPP,
quan ly phién
va xac thuc

Réng budc ha
tang



Docker Image Co ché ciu Rang budc ha
TénDichvu  gbc Cong tiép xtGic  hinh \ tang
quyén tham
gia phong
hop cta
nguoi dung.
jitsi_jicofo jitsi/jicofo:lat  Khong (No6i Pong vai tro
est bd) thuc thi logic
nghi€p vu
diéu phdi hoi
nghi, két n6i
truc tiép véi
Prosody dé
quan ly trang
thai phong
hop.
jitsi_jvb jitsi/jvb:latest Cong khai: Céu hinh bién
10000/UDP moi trudng
DOCKER H
OST_ADDR
ESS d¢ dinh
danh chinh
xac [P cong
cong cuia may
chu, t6i wu
ludng
WebRTC
thong qua
dinh tuyén
NAT truc
tiép.

Co ché dong bo, Luu trit bén vitng va Quan Iy vong doi Mot trong nhitng thach thire 16n khi
trién khai hé thong State-full (nhu co s dir liéu va mo hinh Al ning hang Gigabyte) trén nén
tang Docker 12 quan 1y trang thai dir liéu (State). Hé thong giai quyét triét dé bai toan nay thong
qua hai giai phap ky thuat cu thé:

Quan 1y vong doi, co ché dong bo va luu trit bén vitng: Viée van hanh cac hé thong co trang thai (State-
full) nhu co s¢ dir liéu va md hinh AT dung lugng 16n trén Docker thuong d6i mat véi riii ro mat mat dir
lidu. Dé giai quyét triét dé van dé nay, hé thong Secure Chat dp dung hai giai phap ky thudt trong tam:
Vung nhé luu triv bén virng (Persistent Volumes): Dit liéu cdt 15i tir MySQL (*/var/lib/mysql’) va cac
trong s6 md hinh LLM ctia Ollama (° /root/.ollama’) dugc Mapping truc tiép v6i cac Named Volumes trén
may Host. Co ché nay dam bao toan bo cAu hinh, di¥ liéu Al va lich st hoi thoai ludn duge bao toan tuyét
dbi khi container thyc hién cap nhat image hoac khoi dong lai.

Piéu phéi phu thude va Kiém tra sirc khoe (Healthchecks & Dependency Control): Nham dam bao
Core Server chi hoat dong khi MySQL d sin sang cau tric bang, hé théng tich hop 1énh mysqladmin
ping trong block healthcheck. Thong qua thudc tinh condition: service_healthy, tién trinh khoi chay duoc



cudng birc theo tuan tu: Thiét lap ha tﬁng Al va luu trlt — Xac minh trang thai — Kich hoat dich vu Core
— Khoi chay Jitsi Meet Stack.

2.4. Nén tang Jitsi Meet Stack (Prosody, Jicofo, JVB) cho Video Call

Giai phap hoi nghi truyén hinh (Video/Audio Call) trong du an Secure Chat duoc xdy dung trén
nén tang ha ting phén tan Jitsi Meet Stack doc 1ap (Self-hosted) thong qua cac container Docker.
Thay vi sir dung kién trac két ndi ngang hang thuan tay (Peer-to-Peer - P2P) von bj gi61 han
bang thong va tai nguyén xur ly tai Client khi 5O luong nguoi tham gia tang 1én, hé thong ap dung
kién trac SFU (Selective Forwarding Unit) da ludng. Ha ting ndy duogc cdu thanh tir ba thanh
phan méy chu cbt 16i: Prosody, Jicofo, va Jitsi Videobridge (JVB).

1. Kién trac phan ri cac thanh phan trong Jitsi Meet Stack

MG&i thanh phan trong kién triic dong mét vai tro chuyén biét va giao tiép v6i nhau thong qua
giao thure truyén tin bao hi¢u hoac dinh tuyén dong dir li€u thoi gian thyc:

Prosody (XMPP Server): Pong vai tro 1 nén tang bao hi¢u (Signaling Backbone) cua toan bo h¢ thong
ho1 thoai. Prosody quan 1y viéc thiét 1ap két ndi, xac thuc quyén truy cap cta cac Client, duy tri danh sach
phong hop truc tuyén va quan 1y trang thai hién dién (Presence) thong qua giao thirc mo rong XMPP
(Extensible Messaging and Presence Protocol). Tét ca thong tin didu phéi phién tir Client déu phai di qua
Prosody dé phan phdi dén cac thanh phan quan 1y logic.

Jicofo (Jitsi Conference Focus): La thanh phan chiu trach nhiém diéu phdi logic trung tim (Conference
Coordinator) cia cac phién da phuong tién. Jicofo khong tham gia vao qua trinh truyén nhan luéng media
tryc tiép ma chi tap trung quan 1y vong doi cia mot phong hop (Conference session lifecycle). Khi mot
Client yéu cAu khoi tao hodc tham gia cudc goi, Jicofo nhan tin hi€u tir Prosody, tinh toan tai nguyén hién
tai cua ha tﬁng, sau d6 thyuc hién phan bd va chi dinh mot thuc thé JVB phu hop dé phuc vu phong hop dé
thong qua giao thue ndi bd XEP-0343 (Signaling WebRTC Conferences in XMPP).

JVB (Jitsi Videobridge - SFU): Trai tim chiu tai da phuong tién cta hé thong. Khac voi kién trac MCU
(Multipoint Control Unit) truyen thdng von yéu cau mdy chu phai giai ma, tron tat ca cac ludng video lai
thanh mot ludng duy nhét roi ma hoa lai dé gui vé cho Client (gay tiéu t6n tai nguyén CPU may chu cuc
16n va tang do tr), JVB hoat dong theo co ché SFU. JVB nhan tryc tiép cac ludng RTP/SRTP (Real-time
Transport Protocol) chira video/audio duoc ma héa tir mdi Client tham gia, sau d6 chuyén tiép (Forward)
nguyén ban ludng dir liéu d6 dén tat ca cac Client con lai trong phong ma khong thuc hién bat ky thao tac
gidi ma hay xir Iy d6 hoa nao. Didu nay tdi uu héa t6i da hidu suat CPU ciia Server, cho phép mo rong
biang thong xtr Iy dong thoi 1én dén hang tram ludng stream.

2. Phan tich ludng thiét 1ap cudc goi va Pinh tuyén WebRTC

Qua trinh khai tao va thiét 1ap mot phién Video Call giita cac Client Java Swing thong qua Jitsi
Meet Stack tuén thi nghiém ngit giao thirc WebRTC (Web Real-Time Communication) phdi
hop v6i ha tang XMPP. Ludng xur 1y k¥ thuat chi tiét bao gdm cac giai doan bit tay va thiét 1ap
kénh truyén duogc dic ta qua so dd tuan ty dudi déy:



e’

-

Prosody (XMPP Server) Jicoto (Focuss Component) il Videobridge (SFU)

Hinh 9:: Luéng tuan tu thiét 1ap phién két ndi WebRTC va dinh tuyén da phuong tién qua ha
tang Jitsi Meet Stack.

3. Co ché t6i wu hoa bang thong bang giai thuat Simulcast va BWE

Pé dam bao chat luong cudc oi ludn 6n dinh trén Gmg dung Java Swing ngay ca trong diéu kién
mang cua cac Client bi bién dong (Packet loss, nghén mang), hé thong Secure Chat tich hop hai
giai thuat to1 vu hoa bang thong 16p sau cua Jitsi:

Giai thuat Simulcast (Phat da ludng d6 phan giai): Khi Client giri ludng video 1én JVB, thay vi
chi giri mot ludng duy nhét, Client s& dong thoi mi hoa va day 1én 3 ludng video c¢6 do phan giai
va bitrate khac nhau (vi du: High - 720p tai 2.5 Mbps, Medium - 360p tai 500 Kbps, va Low -
180p tai 150 Kbps). Dwa vao bang thong tai xudng hién tai cia timg Client nhan, JVB s& quyét
dinh chuyen tiép ludng co do phan giai phu hop nhat. Piéu ndy ngan chin hién tuong mot Client
c6 mang yéu 1am anh huéng dén hiéu nang truyén tai ctia toan bo phong hop.

Co ché udc lugng bang thong BWE (Bandwidth Estimation): JVB lién tuc giam sat cac goi tin
RTCP (Real-time Control Protocol) phan hdi tir cac Client dé tinh toan ty 16 mat goi (Packet
Loss Rate Rate) va do tré phan hoi (Round Trip Time - RTT). Hé thong ap dung giai thuat
Google Congestion Control (GCC) hoat dong & ca hai phia: dua trén ton that (Loss-based) va
dua trén d6 tré (Delay-based) dé du doan chinh x4c ngudng bang thong kha dung t6i da, tir d6
chu dong ha hoac nang do phan giai video theo thoi gian thue ma khong lam gidn doan cudc goi.

4. Bang thong s6 cau hinh hé thng Jitsi Stack trong méi trudng Docker

Céc thong sb ha tang trién khai trén Docker Self-hosted nham tdi wu héa tai cho cac thanh phan
dich vu dugc chi tiét hoa trong Bang 1.



Théng sé cau hinh kj thudt ha tang Jitsi Meet Stack

Thanh phan may
chu

Prosody

AUTH TYPE=in
ternal hashed

Jicofo

BRIDGE SELEC
TION _STRATE
GY=RegionBased

JVB (SFU
Bridge)

org.jitsi.videobrid
ge.REST SHUT
DOWN_ENABL
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Mang

Cong 443/TCP
(Tin hiéu
WebSockets/HTT
PS)

Cau hinh / Tham
s6 cot 13i
ENABLE AUTH
=true

Bit budc xac thuc
moi két ni Client
thong qua tai
khoan hé thong
Secure Chat trudce
khi cho phép
tham gia may chu
XMPP.
JICOFO_MAX
MEMORY=1024
m

Gi61 han bo nhé
phan bd cho JVM
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Cép phat tai
nguyén bo nhd
dém cho dinh
tuyén goi tin
RTP; bat API
quan tri cho phép
ngit két ndi an
toan khi bao tri.
Cong két ndi

Tach biét ludng
dir liéu truyén
thong da phuong
tién téc do cao
(UDP) va ludng

Y nghia ky thuat
va Muc tiéu van
hanh

Cong 10000/UDP
(Ludng
RTP/SRTP)



Y nghia ky thuat
Thanh phdn may  Cau hinh / Tham  va Muc tiéu van
chu s6 cot 15i hanh
dit liéu diéu khién
bao hiéu an toan

(TCP).
WebRTC ENABLE DTLS
Security _SRTP=true

ENABLE XMPP Kich hoat ma hoa

_WEBSOCKET= 16p truyén tai

true DTLS-SRTP,
dam bao bao mat
tuyét dbi cho
ludng video/audio
tur Client t61 JVB.

2.3.1. Jitsi Meet Stack va Kién tric Containerized

He¢ thong tich hop Jitsi Meet 1am giai phap hoi nghl truyen hinh ¢4t 18i. Trong méi trudng
Docker, Jitsi dugc phan ra thanh nhiéu microservices phdi hop nhip nhang.

Cac thanh phan chinh trong Docker Compose: Prosody (XMPP Server): Dong vai tro trung
tam diéu phdi tin hiéu va quan ly phién. Jicofo (Jitsi Conference Focus): Quan ly viéc thiét 1ap
cac phong hop va phan bo tai nguyén. JVB (Jitsi Videobridge): Thanh phan quan trong nhat
(Selective Forwarding Unit - SFU), chiu trach nhiém chuyén tiép ludng video giita cac thanh
vién ma khong can giai ma, giup giam tai CPU cuc lon cho Server.

’// \
/'/ A
e
Java Client B < > Jitsi Videobridge
Java Client A
/1
< /
\\, ,//
. : y
Signal—»>  Prosody '« » Jicofo —

Hinh 10: Kién tric ludng tin hidu va ludng media trong Jitsi Meet.
Téng quan vé Local Al va Ollama Framework

Ban chit ctia Local Al va Bai toan Bao mat thong tin Trong cdu trac phat trién cta cic hé thong
phan mém thong minh hién nay, viéc tich hop cac M6 hinh Ngén ngir Lon (Large Language
Models - LLMs) déng vai tro ¢t 15 trong viéc nang cao trai nghiém nguoi dung thong qua kha
nang hiéu va xtr Iy ngon ngit ty nhién. Tuy nhién, kién tric tich hop Al truyén thong dya vao mo
hinh Dién toan ddm may (Cloud AI) thong qua cac RESTful API thwong mai (nhu OpenAl API,
Anthropic Claude API) dang d6i mit v&i nhing thach thirc nghiém trong vé mit an ninh thong
tin. Khi ing dung Client hogc Core Server gui dir liéu dang twong minh (Plaintext) 1én Cloud dé
xir 1y suy luan (Inference), t6 chirc hoan toan mat quyén kiém soat dbi véi dir lidu d6. Céc rui ro



bao gdm viéc ro ri dit liéu hoi thoai nhay cam, vi pham cac tiéu chuan phap 1y (nhu GDPR,
HIPAA) hoic dit liéu bi sir dung trai phép dé huan luyén lai mé hinh (Retraining).

Khai niém Local AI (Tri tué nhan tao cuc bd) ra doi nhu mot giai phap thay dbi kién trac
(Architectural Shift), dich chuyen toan bo tai nguyén tinh toan va suy luan cuia mé hinh LLM tur
ha tAng dam may cong cong vé tryc tiép ha tang may chii ndi bo (Self-hosted Server) cuia to
churc. Bang cach van hanh cuc b, chu trinh luan chuyen dir liéu (Data Lifecycle) ciia mot tac vu
Al dugc gi6i han hoan toan trong phin ving mang ndi bo. Diéu nay dam bao tinh Zero-
Knowledge ddi voi cac thuc thé bén ngoai, dé)ng thoi loai bd sy phu thude vao két ndi Internet va
giam thiéu rui ro tr su ¢b gian doan dich vu cta bén thi ba.

Cong nghé cbt 16i ciia Framework Ollama Dé van hanh cac mé hinh LLM c6 tham s6 16n (ching
han nhu Llama 3 v6i 8 ty tham sd) trén ha ting méy chi théng thuong ma van dam bao hi¢u
nang cao, dy an tich hop h¢ théng Ollama Framework. Ollama 1a mét cong cu ma nguon md
dugc thiét ké dé chudn héa, dong goi va téi wu hoa quy trinh chay cdc mé hinh ma ngudn mé
trén cic moi trudng phan cing khac nhau.

Sy tdi wru vé mit hoc thuat va k¥ thuat cia Ollama dya trén cic nén tang sau:

Phuong thirc Dinh luong héa (Quantization): Thong thuong, cac m6 hinh LLM dugce luu trit
duoi dinh dang diu phay dong 16-bit hoac 32-bit (FP16/FP32), do1 hoi tai nguyén VRAM/RAM
rat 16n dé tai toan bo trong s6. Dé t6i uwu hoa, Ollama ap dung cac thudt toan nén dinh luong
(dién hinh 1a chuan Q4| K\ M), chuyén di trong so sang dinh dang s6 nguyén 4-bit. Quy trinh
nay gilp tinh gon dung luong bo nh¢ tir 16GB xubng dudi 5GB dbi voi dong md hinh 8B, cho
phép van hanh 6n dinh trén cau hinh phan cting ndi bd ma van duy tri chi s6 ning lyc hoc thuat
(Perplexity) ¢ mirc t6i wu.

Nén tang thuc thi /lama.cpp: Ollama van hanh dya trén backend //lama.cpp — mot thu vién
C/C++ tbi gian giup day nhanh toc do tinh todn ma tran trén CPU thong qua cac tap 1énh vector
hoa (AVX2, AVX-512) hoac khai thac stcc manh dd hoa GPU thong qua kién tric NVIDIA
CUDA.

Quén tri mo6 hinh qua Modelfile: Tuong tu nhu co ché Dockerfile, Ollama cho phép dinh nghia
cau triic mé hinh va thiét 1ap cac tham sé van hanh nhu temperature, top\_k, top\ p cing cau
1énh diéu hudng hé thong (System Prompt). Diéu nay gitp chuan hoa phong cach phan hdi cua
trg 1y 40 mot cach minh bach va chinh x4c.

Trong kién tric hé thong Secure Chat, thanh phan Ollama dugc trién khai biét 1ap bén trong mot
Docker Container thugc phan vung mang an toan secure\_backend\ net. Quy trinh xtr Iy suy luén
Local Al dam bao tinh bao mat khi cac yéu cau tir Client (Java Swing) khong két ndi truc tiép
vo1 Ollama ma bat budc phai thong qua tang trung gian Core Server dé thyc hién xac thyc va
kiém soét quyén truy cap.

Luéng xur 1y k¥ thuat chi tiét cua mot tac vu goi trg Iy Al dugc mo ta tuan tu qua so dd dudi day:



Core Server (Java Core) Local Al Container (Ollama)

Secure Chat Client (Java Swing)
HTTP POST /api/ai/chat (Token + Prompt da giai ma cuc bd)

Kiém tra tinh hop 1€ clia Token Session
va phan quyén User
HTTP POST /api/generate (JSON payload: model, prompt, stream=true)
3]
T&i md hinh vao VRAM/RAM
Thuc hién Tokenization & Inference:
I'T
loop [Stream Response (Co ché Server-Sent Events)]

HTTP Chunked Data (JSON chtra token tir ngir ké tiép)

5 N SRS < SRR 5.
Tré vé dong dit liéu (Real-time Stream) dén Ul Thread
FlatLaf Ul cap nhat bong béng chat
theo timg ky tu nhan dugc
Core Server (Java Core) Local Al Container (Ollama)

Secure Chat Client (Java Swing)

Hinh 11: So db tuan ty (Sequence Diagram) luéng xir 1y truy van Local Al qua Ollama

Pé 1am rd co ché twong tac dir liéu, bang dudi ddy mé ta chi tiét cac tham s ky thuat dau vao va
dau ra cua cau truc API gitra Core Server va Ollama Framework:

Bang 2.2: Pdc ta cdu triic Payload API giao tiép néi bé véi Ollama

Gidi thich y nghia

Tham sb Kiéu dix liéu Vi tri / Loai ky thuat

model String Request Body Xéc dinh dinh
danh m6 hinh
LLM cuc b0 can

goi ( llama3:8b
hodc mistral:7b).

prompt String Request Body No6i dung ngir
canh cau hdi cta
nguoi dung sau
khi da duoc
chuan héa cau
trac hoi thoai.

options JSON Object Request Body Chura céc si€u
tham sb diéu
khién thuat toan
sinh tur:
temperature (d9
sang tao),
num_ctx (kich
thudc cira s6 ngir
canh).

stream Boolean Request Body Thiét 1ap bang
true dé kich hoat
co ché truyén tai



Giai thich y nghia
Tham s6 Kiéu dit liéu Vi tri / Loai k§ thuat
dang dong
(Streaming), toi
uu hoa thoi gian
phan hdi dau tién
(Time to First
Token - TTFT).

response String Response Chunk  Token tir nglr don
1é dugc sinh ra
tiép theo boi mé
hinh trong qua
trinh suy luan ma
trdn x4c suét.

done Boolean Response Chunk  C& danh diu
trang thai (Flag)
thong bao md
hinh da hoan tat
chudi sinh tir (
End of Sequence
- EOS).

Qua co ché thiét ké tich hop nay, hé théng Secure Chat vira khai thac dugc sttc manh hoc thuat
cua cac mo hinh ngén ngir 16n tién tién nhat the gidi, vira duy tri dwoc mot kién trac bao mat
khép kin tuyét d6i, dap ing hoan hao tiéu chi cot 18i ciia mot hé thdng nhan tin an toan chuan
doanh nghiép.

2.5 Co ché tich hgp Ollama API vao hé thong Chat (Local LLM prompt
engineering)

Viéc tich hop tro 1y a0 Al chay cuc bd (Local AI) vao hé thong Secure Chat nham giai quyét triét
dé bai toan bao mat thong tin, ngan chdn ro ri dir liéu hoi thoai nhay cadm 1€n céc dich vu ddm
mAy bén thir ba. Thanh phan xir Iy ¢t 16i dya trén framework Ollama chay trong méi truong ha
tang tu van hanh (Self-hosted Docker) ctia hé¢ thong, cung cép cic mo hinh ngén ngit 16n (LLM)
t61 uu nhu Llama 3 hodc Mistral.

Dudi goc do kién trac, Client Java Swing khong tuwong tac truc tiép voi mé hinh ma théng qua
cac ludng API khong dong bo, két hop k¥ thuat ky ngh¢ dinh huéng (Prompt Engineering)
chuyén sau dé chuan hoa dit lidu dau ra.

1. Kién truc két ni khong dong bo va K§ thuat truyén dit liéu dang dong
(Streaming API)

Pé tich hop Ollama API vao mét img dung giao dién truc quan nhu Java Swing, hé thong bat
budc phai giai quyét bai toan chin ludng (Thread blocking). Do dic thu thoi gian suy luan
(Inference time) cua cac dong Local LLM phu thudc rat 16n vao nang luc tinh toan cta phan
ciing (CPU/GPU) tai may chu ndi bd, thoi gian tao ra mdt cau trd 161 hoan chinh co thé kéo dai



tir vai gidy dén hang chuc giay. Néu Client thuc hién mot cudc goi dong bd (Synchronous HTTP
Request), ludng xtr 1y giao dién ciia Swing (Event Dispatch Thread - EDT) sé& bi dong bang, dan
dén hién tuong treo tng dung (ANR - Application Not Responding).

Do d6, hé thdng Secure Chat thiét 1ap co ché két ndi khong dong bo st dung thu vién HttpClient
ctia Java 11+ két hop voi giao thirc Server-Sent Events (SSE) dé tiép nhan di liéu tra vé theo
dang dong (Streaming responses) tir endpoint/api/generate hodc/api/chat ctia Ollama. Ky thuat nay
gitip céc token vin ban vira dwgc moé hinh sinh ra s& 14p tirc truyén tai vé Client va két xuat
(Render) 1én bong bong chat theo thoi gian thuc, tao trai nghiém muot ma va giam thiéu cam
giac cho doi cia nguoi dung.

Ludng kién trac diéu phdi thong diép va xir 1y bat dong bo gitra cac thanh phan dugc moé ta chi
ti€t qua so do tuan tu dudi day:

Event Dispatch Thread (Swing) Background Worke (Thvead Pool) HapClient (Java 11+) Oflama AP| Server (Docker)

o .

)

Event Dispatch Thread (Swing) Background Worker (Thread Pool) HupClent (Java 11+) Oflama API Server (Docker)

Hinh 12: So d6 tuan ty co ché truyén dit liéu dang dong khong dong bo tir Ollama API 1én giao
dién Java Swing.

2. K§ nghé dinh huéng cau trac (Prompt Engineering) va Kiém soét dinh dang
JSON

Pbi véi mo hinh ngdn ngir 16n cuc bd (Local LLM), thach thirc 1on nhat 1 viéc kiém soat tinh 6n
dinh va dinh dang cua cau tra 101. Khac voi cac m6 hinh thuong mai quy mo 16n (nhu GPT-4),
cac mo hinh ma ngudn mo kich thuge nho (7B/8B tham 50) de gap hién tuong “do tuong”
(Hallucination) hodc tra vé cac chudi vian ban ty do, pha v& cAu tric hién thi ctia img dung. Dé
giai quyét vin dé nay, hé thong ap dung k¥ thuat cau triic héa Prompt (Prompt Structuring) két
hop v6i cac tham sb cdu hinh suy ludn nghiém ngit tai may chu.

M&i yéu cau gui téi Ollama duogc dong goi thanh mot cau trac phan cip bao gdm ba thanh phan
Prompt chinh:

System Prompt (Dinh hinh vai trd): Dat & muc vu tién cao nhat nham quy dinh hanh vi nén ting
cuia mo hinh. Trong Secure Chat, System Prompt ép budc mo hinh hoat dong nhu mot trg ly bao
mat, dinh hinh tong giong chuyén nghiép, ngan gon va bat budc phai hd trg Markdown dé
FlatLaf render dinh dang (b6i ddm, ké bang, kh6i ma ngudn).



Few-Shot Prompting (Hoc qua vi du): H¢ thong tiém (Inject) san cac cap mau [Cau héi - Cau tra
16i] chuén vao tién ngit canh nham hudng dan mé hinh hiéu dwgc ciu truc cau tra 101 mong mudn
ma khong can huin luyén lai (Fine-tuning).

Context Window Management (Quan ly cira s6 ngit canh): Do bd nhé RAM/VRAM cuia hé
thong Self-hosted c6 gi6i han, hé thong trién khai gidi thuat hang doi trugt (Sliding Window) dé
quan 1y lich st tro chuyén. Chi c6 $N$ tin nhin gan nhat (mic dinh $N=103) duoc giir lai dé lam
ngit canh dau vao, ngin chin hién twong tran cira s6 ngit canh (Context Overflow) va giam thiéu
tai nguyén tinh toan (Compute resource) cua Ollama.

Pé dam bao tinh nhat quan tuy¢t ddi khi hé théng can Al xu 1y cac tac vu quan tri noi bd (vi du:
phan tich sdc thai tin nhén, phan loai tép tin ddc hai), h¢ théng kich hoat ché doformat: "json"
trong cAu hinh API cia Ollama, ép budc mo hinh sinh ra mot chudi JSON hop 1é theo Schema
dinh sin dé Client d& dang phan tach bang thu vién Jackson.

3. Cac tham s6 diéu khién siéu dir liéu suy luan (Inference Hyperparameters)

Pé can béng gitra tinh sang tao va dd chinh xdc cua trg 1y 4o AL hé théng trién khai bo tham s
dicu khién thuat todn lay mau (Sampling algorithms) cia LLM trong moi Request JSON gtri toi
Ollama. Cac tham s6 nay dugc dinh cau hinh t61 uu chi ti€t trong Bang 1.

Cdu hinh tham s6 siéu dir liéu suy ludn 16i wu cho Local LLM

Giai trinh ban chét thuat
toan va Muc ti€u k¥

Tham s6 céu hinh Gia trj thiét lap thuat

temperature 0.4 Kiém soat mirc do ngau
nhién khi’chon Token.
Gia tri thap (0.4) giup
thu hep phan phoi xac

sudt, uu tién cac cau tra
161 mang tinh logic,
chinh x4c va giam thiéu
hién tuong noi sai sy
that.

top_k 40 G161 han tap hop céc tu
tiép theo co xéc suat cao
nhat xudng con 40 ti.
Loai bo hoan toan cac
token c6 xac suét cuc
thap ¢ ving dudi (Long
tail), gitip cau tra o1
mach lac hon.

top_p 0.9 K¥ thuat ldy mau hat
nhan (Nucleus
sampling). Chi chon cac
token trong tap hop co



Gidi trinh ban chat thuat
toan va Muc ti€u ky

Tham s6 c4u hinh Gia tri thiét lap thuat
tong x4c suét tich lity dat
90%. Tao ra su linh hoat
vira du trong viéc dién
dat ngon tir cia Al ma
khong lam I¢ch hudng
ngir canh.

num_predict 512 Dinh nghia s6 lugng
Token t6i da m6 hinh
duoc phép sinh ra cho
mot cau tra 101 (Max
Tokens), gidi han thoi
gian chiém dung tai
nguyén GPU/CPU cua
mot phién Chat don 1é.

repeat_penalty 1.2 Ap dat hinh phat trong
sO 601 véi cac token da
xuat hién trudc d6, ngan
chan triét dé 15i vong lap
v0 han (Infinite loop text
generation) thuong gap
0 cac mo hinh cuc bd.

2.6 Local Al & LLM (M6 hinh ngdn ngit 16n chay offline)

Xu huong tich hop Al vao tmg dung nhén tin dang bung nd, nhung van dé quyén riéng tu ludn la
rao can. Secure Chat giai quyét van dé nay bang cach sir dung Local Al

Loi ich cua viéc chay Al cuc bo: Quyén riéng tw (Privacy): Dir li¢u tin nhin khong bao gio
ro1 khoi ha tang ctia nguoi dung. Chi phi: Khong ton phi API cho cac bén thir ba nhu OpenAl
hay Google. Kha nang hoat dong: C¢6 th¢ hoat ddng trong mang ndi bg (Intranet) khong co
Internet.

Heé théng sir dung k¥ thuat Quantization (Lwong tir héa) dé nén cac mo hinh khong 16 xudng
dinh dang GGUF, cho phép chay mugt ma trén cac may chu c6 cau hinh vira phai.

2.7 Framework Ollama (Cach tich hop Llama 3 / Mistral vao Java)

Ollama duogc st dung lam cau noi gitta cdc m6 hinh LLM ma nguén mé va ting dung Java
Swing.

Quy trinh tich hgp: H¢ thdng Java Client guri yéu Cﬁu HTTP POST dén Ollama Server (chay
trong Docker) qua cong 11434. Dit liéu duoc trao do1 dudi dang JSON stream.



User Java Client Ollama Docker

Nhap cau hoi cho Al

v

POST /api/generate (model: llama3)

A\ 4

JSON Response (Chunks)

Hién thi cau tra 16i dan dan

User Java Client Ollama Docker

Hinh 13: Ludng twong tac giita Java Client va Tro 1y a0 AL

2.8. Ma hoa dau cudi (End-to-End Encryption - E2EE) hoat dong nhu
thé nao?

Nguyén 1y nén tang ctia Co ché Ma héa dau cudi (E2EE) Ma hoa dau cudi (End-to-End
Encryption - E2EE) 13 mét kién tric an ninh mang ma trong d6 chi co céac thuc thé tham gia giao
tiép truc tiép (nguoi giri va nguoi nhan) maéi c¢6 kha nang doc va giai ma thong diép. Trong hé
thong Secure Chat, co ché E2EE triét tiéu hoan toan vai tro rinh mo hodc thu thap dir liéu bat
hop phép tir cac thuc thé trung gian, bao gdm ca nha cung cap dich vu Internet (ISP) 13n quén tri
vién hé thong luu trir tai may chu trung tdm (Server Platform).

Nguyén 1y hoat dong cdt 16 tuan tha chit ché mé hinh Zero-Trust: Server trung tim déng vai tro
la mgt hub trung chuyén dr liéu mu (Blind Router). Dit li¢u dugc ma hoa ngay tai by nhd RAM
ctia Client ngudn (Endpoint A) trudce khi truyén qua mang céng cong va chi dugc giai ma nguoc
lai tai b nhd RAM cua Client dich (Endpoint B). Toan b chu trinh luan chuyén dir liéu trén
duong truyén hay khi duoc luu trir trong hé quan trj co so dit liéu MySQL déu ton tai dudi dang
ban ma (Ciphertext) khong thé dao nguoc néu khong ¢ khoa bi mat twong tng.

M5 hinh M3 héa lai (Hybrid Cryptosystem): Su két hop giita AES-256 va RSA-2048 Do dic thu
hiéu ning tinh toan, cac thuat toan ma héa bat ddi xting (Asymmetric Encryption) nhu RSA ¢6
tdc d6 xir Iy rat cham dbi voi cac khdi dit liéu dung lwong 16n, nhung lai ¢6 wu thé tuyét dbi
trong viéc thiét 1ap kénh trao d6i khoa. Nguoc lai, cac thuat toan ma hoa déi xtng (Symmetric
Encryption) nhu AES dat hiéu nang xur Iy cuc cao, phu hop cho viée truyen tin thoi gian thuce
nhung lai gap bai toan hoc bua vé viéc phan phéi khéa an toan. Hé thdng Secure Chat giai quyét
bai toan toi wru hoa hiéu nang bang cach két hop ca hai giai phap thanh mot mo hinh Mi hoéa lai
(Hybrid Cryptosystem):

Dit liéu khi d& chuyén thanh ban ma (Ciphertext) s& tré nén bat kha xAm pham va khong thé khoi
phuc néu thiéu khéa bi mat twong Ung.

Kién tric M4t ma lai (Hybrid Cryptosystem): Sw giao thoa giira AES-256 va RSA-2048



Do nhirng han ché vé toc d6 xir 1y khi d6i mat voi khéi lwong dit liéu 16n cta cac thuat toan bat
d6i xtng (Asymmetric Encryption) nhu RSA, du chung sé hitu vu thé vuot trdi trong viée thiét
1ap kénh trao ddi khoa, hé théng Secure Chat da ap dung mo hinh mat ma lai dé t6i uu hoa hiéu
nang. Nguoc lai véi RSA, ma hoa ddi ximg (Symmetric Encryption) nhu AES mang lai toc do
xtr 1y t6i wu cho cac tac vu truyén tin thoi gian thyc nhung lai gip thach thic 16n trong viée phan
phdi khéa an toan. Bang cach két hop ca hai giai phap, hé théng da hién thyc héa mé hinh Ma
hoa lai v6i cac ting xir Iy chuyén biét:

Dé khic phuc nhuoc diém vé téc d6 xir 1y dir liéu 16n ciia ma hoa bat ddi xing (RSA) va thach
thirc trong viéc phan phdi khoa ciia ma hoa dbi xtng (AES), hé thdng Secure Chat di trién khai
mo hinh Mat maé lai (Hybrid Cryptosystem). Giai phap nay tan dung uu thé cua ca hai phuong
thirc dé t6i wu héa hidu ning truyén tin thoi gian thye ma van duy tri mirc d6 bao mét cao nhat
thong qua cac giai doan chuyén biét:

Nham khic phuc nhuoc diém vé téc d6 khi xir ly dir liéu 16n ciia ma hoa bat dbi xtmg (RSA) va
bai toan phan phdi khoa phtrc tap ciia ma héa ddi ximg (AES), hé thong Secure Chat di trién
khai m6 hinh Mt ma lai (Hybrid Cryptosystem). Giai phap nay két hop wu thé cua ca hai
phuong thirc dé vira toi uvu hoa hiéu ning truyén tai thoi gian thyc, vira duy tri tinh bao mat ti da
qua cac giai doan chuyén biét:

e Phin phdi khéa an toan (RSA-2048): Str dung khoa cong khai RSA 2048-bit ctia nguoi
nhén (KeyB), Client A thuc hién ma hoa khda phién session. Ban ma khoa key duogc tao
ra gitip qua trinh chuyén giao téi Client B dién ra an toan, loai bé nguy co bi can thiép
boi cac thuc thé trung gian.

e Bio mat va gidi ma cuc bo (PBKDF2): Tai may tram cua Client B, khoéa bi mat ca nhan
(KeyB) dugc luu trit duy nhét trén thiét bi va bao vé boi thuét toan bam PBKDF2. Khoa
nay chi duoc trich xuat khi can giai ma ban ma khoa dé khoi phuc lai khoa phién session
nguyén ban.

Quy trinh thyc thi thong diép ma héa dau cudi (E2EE)

Chu trinh k§ thuat tir ma hoa, truyén dan dén giai ma dit liéu giira hai dau cudi dugc diéu phoi
chit ché thong qua hé théng may chu trung tam (Core Server). Sy twong tac da tang nay cam két
tinh bao mat ndi dung xuyén sudt tir nguoi guri t6i nguoi nhan. Dudi day la mo ta chi tiét vé
luong van hanh va cac buée thuc hién tuan ty trong mot phién gui thong diép E2EE gitra Client
A va Client B.

Bdo mat va gidi ma tai may tram (PBKDF2): Khoa bi mat c4 nhan (KeyB) duoc Client B
Iuru triv duy nhat tai thiét bi va bao vé nghiém ngit bang thuat toan bam PBKDF2. Khoa nay
chi duoc trich xuét dé thuc hién tién trinh gidi ma ban ma khoa, tir d6 khoi phuc lai khoa
phién session nguyén ban.

Tién trinh thyc thi thong diép ma hda dau cudi (E2EE)

Quy trinh ky thuat xur ly dir liéu tir budc ma hoa, truyén dan dén giai ma giita hai déu cudi dugc
diéu phdi chat ché qua hé théng may chu trung tam (Core Server). Sy tuong tac da tang nay dam
bao tinh bao mat ndi dung xuyén sudt tir nguoi giri dén ngudi nhan. Chi tiét vé ludng van hanh



k¥ thudt va cac bude thuc thi tudn tu trong mot phién gui tin nhin E2EE giita Client A va Client
B duoc mo ta cu thé qua so do trinh ty (Sequence Diagram) dudi day:

Quy trinh k¥ thuit xir ly thong diép E2EE

Ludng thuc thi tir giai doan ma hoa, truyén dan dén giai ma giita hai dau cudi duoc thiét 1ap theo
mot quy trinh k¥ thuat chit ché théng qua hé théng may chu trung tim (Core Server). Sy phi
hop tuong tac da tAng trong chu trinh giri va nhan théng diép E2EE, dam bao tinh bao mét xuyén
suot tir Client A dén Client B qua trung gian Server, duoc dic ta va minh hoa chi tiét thong qua
so d6 trinh tu (Sequence Diagram) sau ddy.

Ludng van hanh k¥ thuat chi tiét cia mot phién giri tin nhan E2EE Chu trinh ma hoa, truyén tai
va gidi ma mot thong diép tur Client A den Client B thong qua trung gian Core Server tuan thu
nghiém ngit theo cac budc ky thuat tuan ty. Ludng twong tac phuc tap nay duoc dic ta chi tiét
qua so d6 Sequence Diagram dudi day:

Core Server (Trung gian)

Client A (Ngui guri) Client B (Nguoi nhan)
Khéi tao/Dang ky tai khoan (Tao cap khéa RSA-2048)

D3y Public Key (Key_pub_A) Ién may chu

Pay Public Key (Key_pub_B) Ién may cha

Ludng B&t dau Gui Tin Nhén

Yéu cau lay Public Key cta Client B

Tra vé Key_pub_B tlr database
Khéi tao dir liéu tai Client ARAM

1. Sinh ngdu nhién Session Key %6) & Initialization Vector (IV)
2. Ma héa tin nhan: Ciphertext = Ei GCM(Message, Session Key, IV)
3. Ma héa khéa phién: Encrypted_Key = RSA-Encrypt(Session Key, Key_pub_B)

Send Payload: {Sender: A, Receiver: B, Ciphertext, Encrypted_Key, 1V, Tag}

Luu trir Payload ma hoa vao MySQL
Binh tuyén chuyén tiép (Forward) thdi gian thuc
e Chuyén tiép Payload nguyén ban
Luéng Tiép Nhan va Giai Mé tai Client B RAM
1. Dung Private Key (Key_priv_B) giai ma khoa phién:
Session Key = RSA»Decrypi Encrypled_Key, Key_priv_B)
2. Giai ma va kiém tra tinh toan ven ban tin
Plaintext_Message = AES-GCM-Deggém(C\phenext‘ Session Key, IV, Tag)
FlatLaf Ul hién thj van ban r rang Ién man hinh chat
Core Server (Trung gian)
Client A (Ngudi gri) Client B (Ngui nhan)

Hinh 14: So d6 ludng xtr Iy va phéan phdi khoa k¥ thuat ciia giao thirc ma hoa E2EE
Dé 1am 16 cAu tric ciu thanh ctia goi tin truyén tai trén dudng truyén mang giita Client va Server,

dinh dang dir liéu (Data Schema) duoc chuan hoa duéi dang JSON Payload nhu mé ta chi tiét
trong bang dudi day:

Bdng 2.3: Pdc ta cdu triic g6i tin md héa dau cudi (E2EE Packet JSON)



Truong dir liéu
sender id

recipient id

encrypted msg

encrypted key

crypto_iv

auth tag

Kiéu dir liéu

String

String

String

String

String

String

Vai tro va Y nghia k¥
thuat trong mat ma hoc
Dinh danh duy nhat
(UUID) cta nguoi gui
phuc vu bai toan dinh
tuyén.

Dinh danh duy nhit caa
ngudi nhan dé may chu
xac dinh dich phat goi
tin.

Ban ma cua tin nhin
(Ciphertext) sau khi qua
b loc ma hoa AES-256-
GCM, dugc ma hoa dudi
dang chudi Base64 dé
tranh 18i ky tu hé thong.
Khoa phién ( Session
Key) da dugc ma hoa
bang khoa RSA-2048
Public Key cua nguoi
nhan, bicu dién dudi
dang Base64.

Vector khoi tao (
Initialization Vector -
IV) c6 do dai 96 bits (12
bytes) ngau nhién, didm
bao khong c6 hai ban ma
nao tring nhau ké ca khi
ndi dung tin nhin gdc
gidng nhau.

Thé xac thuc dir liéu (
Authentication Tag -
MAC) d6 dai 128 bits
sinh ra boi ché 46 GCM,
dung dé dau nhan d6i
chiéu tinh toan ven,
chbng tin cong stra d6i
bit.

Co ché Toan hoc va Thuat toan thuc thi V& mit toan hoc, luéng xu Iy ma hoa lai dugc thiét lap
duya trén cac phuong trinh bién doi dai so logic phurc tap. Gia su thong diép 10 1a chuoi bit M, cac
budc bién doi toan hoc tai Client nguoi gui tuan tha hai cong thire doc 1ap:

C‘m.s-g:- T = extAE S_G’CIVI[:I{,s-er,s-.s-iun AV, ﬂf}



Cﬂcfry =K

e

session (HlUd TL)

Trong d6, cip gia tri (e,n) 13 cac hing sb toan hoc cau thanh nén khoa cong khai RSA ciia nguoi
nhan (Key,ub).

Tai Client ngudi nhan, qua trinh giai ma khoi phuc khoa phién ddi xting dugc thuc thi bang cach
tinh toan ham Ity thira modulo v6i s6 mii bi mat d (Key,riv):

d
Kession = Ckf,y (IIlUd TL)

Sau khi khoi phuc thanh cong gia tri ctia Kession, ban rd ban dau duoc giai ma hoan chinh va
xac thuc thong qua ham nguoc cua hé thong mat ma doi xung:

Néu bat ky mot bit nao cua C,,,sg hodc T bi thay d6i trén dudng truyén mang do nhiéu hoic do
su can thi€p c6 chu dich cua tin tac, thudt toan gidi ma tai ham (2.4) s€ ngay lap tirc ném ra ngoai
1€ ing dung (AEADBadTagException). Client nhan s€ huy bo goéi tin va phat canh bao an ninh 1én
giao dién nguoi dung, ddm bdo tinh an toan tuyét ddi cho toan bo hé théng lién lac.

2.9. Quan ly Session va Thuat toan ma hoa khoa (St dung AES-256 va
RSA-2048 trong Java)

Co ché quan 1y phién (Session Management) va bao mat dit liéu cta hé théng Secure Chat dya
trén mo6 hinh ma hoa lai (Hybrid Cryptosystem), két hop gilta tinh an toan cao cua ma hoa bat
d6i xtmg (Asymmetric Cryptography) va hiéu nang xur Iy téc d6 cao ctia ma hoa dbi xtmg
(Symmetric Cryptography). Su két hop nay giai quyét triét de bai toan phan ph01 khoa an toan
qua moi truong mang khong tin cdy ma van dam bao tdc do truyén tai tin nhan thoi gian thuc
trén Ung dung Client Java Swing.

1. Thiét 1ap cap khoa RSA-2048 va Co ché bao vé Private Key noi bo

MBOi tai khoan nguoi dung khi khoi tao trén hé théng s¢ dugc Client ty dong sinh mdt cap khoa
RSA véi d6 dai kich thude 2048extbits thong qua lop KeyPairGenerator cua thu vién ma hoa
Java Cryptography Extension (JCE).

Public Key (Khoa cong khai): Sau khi khéi tao, Khoa cong khai s€ dugce chuyén d6i sang dinh
dang mé hoa X.509 (mé hoa Base64) va day 1én may chu trung tam MySQL. Bat ky nguoi dung
nao trong hé thdng cling c6 thé truy van Public Key nay dé thiét 1ap kénh giao tiép an toan véi
chu s¢ hitu.

Private Key (Khoa bi mat) dong vai tro then chdt dbi véi tinh bao mat cua toan b ha tﬁng ma
hoa dau cudi (E2EE). Bé dam bao an toan tuyét ddi, hé thdng quy dinh nghiém ngit rang khoa
nay khong bao gior dugc phép truyén tai qua mang hodc luu trir dudi dang van ban 16 (Plaintext)
trén thiét bi. Nham bao vé Private Key tai may tram, giai phap ap dung thuat toan ham dan xuét
khoa PBKDF2 (két hop HmacSHA256) v6i cau hinh 10.000 vong lap va mot chudi mudi (Salt)
ngau nhién co kich thude 16 bytes.



Mat khau dang nhap cua nguoi dung duoc dua vao ham bam nay dé tao ra mot khda ma hoa nén
tang (Master Key). Khoa nén tang nay sau do dugc st dung lam khoa dbi xing cho thudt toan
AES/CBC/PKCS5Padding nham m3 héa chinh Khoa bi mat RSA trudce khi luu xuong b0 nhd
thiét bi duoi dang tép tin cau hinh. Quy trinh nay dam bao rang ngay ca khi ké tan cong chiém
duogc quyén kiém soat vat ly thiét bi Client, chiing van khong thé doc duoc Private Key néu
khong c6 mat khau gbe cuia ngudi dung.

2. Co ché quan 1y Phién (Session Key) va Ludng giao tiép lai (Hybrid Encryption)

H¢ thdng Secure Chat khong sur dung truc tiép RSA dé ma hoa timg tin nhin vi chi phi tinh toan
s6 hoc 10n trén cac sd nguyén t6 khong 16 ciia RSA sé& gay nghén tai nguyén CPU khi chat lién
tuc. Thay vao do, RSA chi dong vai tro bao mét cho pha bit tay trao d6i mot Khoa phién déi
xtrng ngau nhién (Session Key) dang AES-256 cho tung phién tro chuyén (Chat Session).

Ludng k¥ thuat ma hoa va giai ma tin nhin E2EE giita Client A (Ngudi giri) va Client B (Nguoi
nhén) dugc thyc thi tuan ty theo cac budc khoa hoc dudi day:

MySQL Server

Java Client A (Sender) Java Client B (Receiver)
Giai doan 1: Bat tay thiét Iap Session Key (Lan dau chat)

Truy van Public Key RSA ctia Client B

Tra vé Public Key B (Dinh dang X.509 Base64)

o

1. Dung KeyGenerator sinh ngaughién Session Key (AES-256 bits)
2. Ma héa Session Key bang Public KeyB (Thuat toan RSA/ECB/OAEPPadding)

3. GUri Session Key da méa hoa (Ciphertext Key) qua kénh tin hiéu

Chuyén tiép Ciphertext Key dén Client B

4. Doc Private Key RSA cuc bd (i ai ma bang Master Key PBKDF2)
5. Dung Private Key RSA giai ma %é Idy Session Key (AES-256) goc

Ca hai Client d& dong bd hoa Session Key chung an toan
Giai doan 2: Truyén nhan tin nhan thai gian thuc (E2EE)

6. Tao ngau nhién Vector khi igo IV (12 bytes cho GCM Mode)
7. Ma héa ndi dung tin nhan béna Sessiun Key (AES-256-GCM) + IV

8. G goi tin [Ciphertext Message + IV] Ién Server

@ Binh tuyén géi tin bao mat dén Client B
9. Trich xudt IV va Clphigéex( tlr gi tin nhan duoc
10. Duing Session Key (AES-256) +1V dé giai ma ndi dung tin nhan géc
MySQL Server
Java Client A (Sender) Java Client B (Receiver)

Hinh 15: So 6 tuan ty ludng bat tay lai (Hybrid Handshake) va truyén nhan tin nhin ma héa
E2EE qua JCE.



3. Hién thyuc thuét toan ma hoa AES-256 & ché do GCM trong Java

Hé théng Secure Chat bét budc st dung ché d6 ma hoa GCM (Galois/Counter Mode) cho thuat
toan AES-256 thay vi ché 46 CBC truyén thong. Piém uu viét mang tinh hoc thuat ciia AES-
GCM la n6 thudc nhom giai thuat ma hoa xac thuc ma dong (Authenticated Encryption with
Associated Data - AEAD).

Trong qua trinh ma hoa, AES-GCM tu dong sinh ra mot thé xac thuc kém theo (Authentication
Tag - 46 dai mac dinh /28extbits). Khi Client nhén thyc hi¢n giai ma, thu vién JCE s& tinh toan
lai the nay; néu dir liéu tin nhin bi ké tin céng can thiép hodc stra d6i du chi Zextbit trén duong
truyén, qua trinh giai ma s€ 1ap tire thit bai va ném ra ngoai 16 AEADBadTagException, ngin chin
hoan toan cac cudc tin cong thay d6i noi dung (Bit-flipping attacks).

Céc tham sb 1ap trinh dac ta thuat toan trong thu vién JCE Java duoc quy dinh cu thé tai Bang 1.

Doan ma gia 1p dudi day minh hoa logic toan hoc 161 dugc 18p trinh & tang nghiép vu (Service
layer) ctua Client Java Swing khi thuc hién ma hoéa tin nhan bang AES-256-GCM:

// Khéi tao Vector khdi tao ngau nhién (Secure IV) byte[] iv = new byte[12]; SecureRandom
random = new SecureRandom(); random.nextBytes(iv);

// Thiét 1ap cau hinh tham s6 ma héa cho ché ¢ GCM Cipher cipher =
Cipher.getInstance(“AES/GCM/NoPadding”); GCMParameterSpec spec = new
GCMParameterSpec(128, iv); cipher.init(Cipher. ENCRYPT MODE, sessionKey, spec);

// Thuc thi ma hoa dir li€u van ban rd (Plaintext) byte[] cipherText =
cipher.doFinal(plainText.getBytes(StandardCharsets.UTF_8));

// Pong gbi mang byte [IV (12B) + Ciphertext (NB)] trudc khi chuyén d6i sang Base64 byte[]
encryptedPayload = ByteBuffer.allocate(iv.length + cipherText.length) .put(iv) .put(cipherText)
.array(); String finalPayloadBase64 = Base64.getEncoder().encodeToString(encryptedPayload);

Co ché dong goi gop chung Vector khoi tao (IV) vao phan dau cta chudi byte dir liéu gui di giap
Client nhan dé dang tach loc (Parse) cau tric thong tin dé dua vao ham khéi tao giai ma, ti gian
hoa viéc luu trir trang thai phién trén Database cuia may chu trung gian.

Chuong 3: DAC TA YEU CAU PHAN MEM (SRS) va
THIET KE HE THONG (SDD & 00D)

3.1. Danh sach tac nhan (Actors trong hé théng)
Phén tich didc diém tac nhan va Ranh gidi hé thong

Trong qua trinh phan tich va thiét ké hé théng theo phuong phap huéng ddi tugng (Object-
Oriented Analysis and Design - OOAD), viéc dinh nghia chinh x4c danh sach tac nhan (Actors)
1a budc co ban gitp xéac dinh ranh gii hé thong (System Boundary) va cac twong tac hanh vi.
Mot tac nhan dai dién cho mét vai trd (Role) ma ngudi dung hodc mot hé thdng ngoai vi dam
nhan khi tuong tac tryc tiép véi hé thong Secure Chat.



Do dac thu h¢ thong su dung kién trac phan tan Self-hosted, tich hop mé hinh tinh toan cuc bd
(Local AI) va ha tang truyén thong WebRTC da thanh phan cac tac nhan khong chi gi6i han ¢
ngudi ding 13 con ngudi (Human Actors) ma con bao gdm cac hé thong phan mém tu dong
(System/Non-human Actors). Cdc tac nhan nay van hanh trong cac phan ving dac quyen khac
nhau, duoc phan tach 16 rang d¢é dam bao tinh an ninh va nguyén tic dic quyén tbi thiéu
(Principle of Least Privilege).

Dac ta chi tiét cac Tac nhan trong hé thong
Hé théng Secure Chat xac dinh 04 tac nhan ¢t 16i tham gia vao cac chu trinh van hanh nghiép
vu. Chi tiét vé& ban chét k¥ thuat, muc tiéu twong tac va ranh gidi bao mat cua tirng tac nhan dugc

dac ta nhu sau:

Nguoi dung thong thudng (Chat User): 13 tac nhan con ngudi twong tac voi hé thong thong qua
g dung Client viét bang Java Swing (duoc tdi vu hoa giao dién bang thu vién FlatLaf). Tac
nhan nay nam giit cap khoa ma hoéa RSA-2048 ca nhan duoc Iuu trit dudi dang ma hoéa PBKDF2
tai bo nhd cuc bd tram lam viéc.

Pham vi twong tac: Thuc hién céc ca sir dung (Use Cases) lién quan dén thiét lap hoi thoai
E2EE, gti nhan goi tin ma hoa dbi xtmg, truyén tép an toan thong qua co ché phan
phéi FileTransferKey', khoi tao hodc tham gia cac phién goi video thoi gian thyc dua trén ha
tang Jitsi Meet.

Ranh gi6i an ninh: Khong c6 quyén can thiép vao cau hinh hé théng, co s dir liéu trung tam
hoic tai nguyén phan ctng clia may ch, giao tiép véi Core Server hoan toan qua cong API duoc
chtng thuc bang JSON Web Token (JWT).

Quén trj vién hé thong (System Administrator): 14 tic nhan con ngudi chiu trach nhiém quan 1y,
giam sat va van hanh toan b ha tﬁng ky thuat cua du an.

Pham vi trong tic: Tac nhan nay tuong tac chu yéu & tang Server, thyc thi cac tic vu quan Iy
vong doi Container théng qua Docker-compose, cau hinh cac tham s mang o0
(‘secure\ backend\ net',jitsi\ media\ net"), gidm sat trang thai luu trit cia MySQL, phan quyén
tai khoan va diéu phbi phan bo tai nguyén phan cing cho dich vu Local AI.Ranh gi6i an ninh:
Ném giir dic quyén tdi cao ddi v6i ha tang (Infrastructure Level) nhung tuan thi nghiém ngit mo
hinh Zero-Knowledge. Do co ché ma héa dau cudi (E2EE), quan tri vién hoan toan khong thé
tiép can khoa Private Key cua nguoi ding, dong nghia véi viéc khong c6 kha nang doc 1 noi
dung tin nhan hay tép tin luu trit trong MySQL Database.

Hé théng Tro 1y 4o cuc bd (Local AI Engine - Ollama): 1a mot tac nhan hé thong (System Actor)



dong vai tro mot thuc thé tu dong cung cfip dich vu suy luan ngén ngtr tu nhién.

Pham vi trong tac: Tiép nhan cac Prompt yéu cau tir Core Server qua giao thirc HTTP REST
API tai céng ndi bo'11434", thuc thi tinh toan ma trn x4c suét dya trén trong s6 mo hinh da
duogc dinh luong héa (Quantized Llama 3 / Mistral) va tra dit liéu vé dang dong (Stream) thong
qua co ché Server-Sent Events (SSE).

Ranh gi6i an ninh: Nam hoan toan trong ving mang c6 l1ap'secure\ backend\ net', khong c6
quyén truy cap Internet ra ngoai va khong tuong tac truc tiép voi Client, moi dit lidu dau vao déu
phai duoc loc va dinh tuyén qua Core Server.

Hé thdng truyén thong da phwong tién (Jitsi Media Stack): 13 tac nhan hé thdng bao gdm t6 hop
cac dich vu vi md vién thong ty dong (Prosody, Jicofo, JVB).

Pham vi tuong tac: Thuc thi tw ddng cac giao thirc bao hi¢u (Signaling), quan ly trang thai
phong hop 4o va dinh tuyén ludng dir liéu tho (Audio/Video Streams) giita cac Client theo kién
tric SFU WebRTC.

Ranh gidi an ninh: Hoat dong doc 1ap trong phéan ving jitsi\ media\ net', m& tiép xuc cac
cong mang UDP/TCP ra Internet dé thiét 1ap kénh truyén thong truc tiép véi Client sau khi duoc

Core Server xac thuc quyén truy cap phién hop.
Pé tong hop va so sanh ranh gi6i quyén han ciing nhu cach thirc twong tac k thuat clia cac tac
nhan, ciu trac phan cap dugc chi tiét hoa trong bang dudi day:
Bang 3.1: Ma trdn déc ta va phdn cdp dic quyén cia cdc Tdac nhdn
Gi6i han dac

quyén dit liéu
Giao thuc twong  (Data Privacy

Tén Téc nhan Loai Tac nhan tac chinh Boundary)
Chat User Con nguoi GUI Java Swing Ném gill toan
(Human) (FlatLaf) / quyén doi voi
HTTPS, WSS, khoa Private Key
WebRTC ca nhan va dir liéu

ban rd hoi thoai
cua chinh minh
tai vung nhé
RAM Client.
Khong c6 quyén
doc dir liéu cua
nguoi dung khac
trén Server.



Tén Tac nhan

System Admin

Local AI Engine

Jitsi Media Stack

Loai Tac nhan
Con nguoi
(Human)

Hé thong
(System)

Hé thong
(System)

Giao thirc twong
tac chinh

CLI (SSH,
Docker-
compose), SQL
Scripts

REST API (JSON
payload) qua
cong ndi bo
11434

XMPP (Port
5222),
RTP/RTCP qua
UDP (Port 10000)

Gi6i han dac
quyén dit liéu
(Data Privacy
Boundary)

C6 quyén doc/ghi
toan bo hé théng
file cAu hinh,
bang co so dir
li¢u tho, nhung
chi tiép can duoc
dir liéu hoi thoai
da ma hoa dudi
dang Ciphertext
Base64.

Chi xtr Iy dir liéu
ngit canh ngin
han do Core
Server gui sang
trong phién suy
luan don 1é,
khong luu gitr
lich str hoi thoai
lau dai vao dia
cung.

Chi diéu phdi va
dinh tuyén cac
ludng bitstream
da phuong tién
thoi gian thuc, dit
liéu truyén thong
khong bi ghi lai
trén 6 dia may
chu (Non-
persistent Media).

So d6 moi quan hé va Ranh gidi tuwong tac ciia Tac nhan

Méi tuwong tac da chiéu giita cc tac nhan con ngudi va tic nhan hé théng vuot qua ranh gidi bao
mat (Security Boundaries) dé thuc thi cac chirc ndng cot 161 cua Secure Chat dugc mo ta tong
quat thong qua so do kién trac tuong tac dudi day:



Ha tang Méay cha Docker
Ving mang Noi bo C6 lap

4, Cau hinh & Cap tai

(/.-4 = a = , E
7 nguyeRphan cing Local Al Engine
2.GUi Prompt chat (qua =SS ACinie
Core Server)
X, //)
~~___3. Quan ly Container & Ha
tang mang S
%
\
/ \Q
Ving Bién két noi
/ 4
1. Giao ti€p ma hoa E2EE Jitsi Media Stack
——»
& Goi Video - System Actor -
//
/ /
/ va
Phan viing Nguai ding / /
/ /
/ i
// //

Hinh 16: So d6 ranh gi6i va ludng tuong tac gitra cac Tac nhan trong kién tric hé thong
3.2. Biéu do Use Case tong quat

Biéu do Use Case tong quat dong vai trd dic ta ranh gidi hé thong (System Boundary) va dinh
hinh toan bo cac mdi quan hé twong tac giita cac tac nhan bén ngoai (Actors) véi cac chirc nang
noi tai ca hé théng Secure Chat. Dudi goc d6 kién triic phan mém, hé thong duogc thiét ké theo
md hinh phén ra chirc ning cbt 161 nham dam béo tinh c¢6 1ap va phan quyén nghiém ngit gitra
bdn phan hé chinh: Xac thuc (Auth), Nhan tin bao mat (Chat E2EE), Truyén théng da phuong
tién (Media Video Call) va Tri tu¢ nhan tao cuc bo (Local Al).

1. Xac dinh cac Tac nhan (Actors) trong hé thong

Kién tric phan quyén cila Secure Chat dinh nghia hai nhém tac nhan chinh tham gia van hanh va
su dung h¢ thong:

User (Nguoi ding tng dung Client): Tac nhan chu thé chinh twong tac véi giao dién Java Swing.
User sau khi vuot qua b loc xac thuc sé€ dugc cap quyén truy cap toan bo cac dich vu ma hoa
dau cudi bao gom guri tin nhan, truyén tép tin ma hoa, khdi tao cudc goi WebRTC va truy van trg
Iy a0 AL

System Administrator (Quan trj vién ha ting): Tac nhan k§y thuat twong tac thong qua CLI hoic
cac bang dicu khién quan tri cia ha tang Docker Self-hosted. Ngudi quan tri chiu trach nhiém
cau hinh céc thong so h¢ thong, giam sat trang thai container luu trir dir liéu MySQL, bdo tri ha



tﬁng SFU lJitsi Videobridge, va kiém soét chu ky hoat dong cua cac tién trinh cuc bo Ollama
LLM.

2. Biéu db Use Case tong quat hé thong

Dé mé ta mbi quan hé phu thudc giita cac Use Case thong qua cac quan h¢ ké thura
(Generalization), m¢ rong (Extend) va bao ham (Include), biéu d6 Use Case téng quat duoc thiét
ké céu trac 16p chirc nang chi tiét qua so do dudi day:

_| Ngudiding | Quan tri vién

! ! Ha théng Secure Chat I I

Péang nhap & Xac thuc Bang ky tai khoan Nhan tin m& h6a E2EE Video / Audio Call Tuong tac Al Bot Quan tri hé théng

Hinh 17: Biéu do Use Case tong quét tich hop cac phan hé nghiép vu hé thong Secure Chat.
3. Phan tich phan ra kién trtc ki thuat ctia cac Use Case chinh

Mdi quan hé¢ logic trong kién triic Use Case clia hé thong khong dimng lai ¢ mirc biéu dién hanh
vi ma lién két chit ché véi cac giai thuat toan hoc va ludng xur 1y ha tang ngam:

Moi quan hé mat thiét gitta Xac thuc va Quan 1y Khoa: Khi ngudi dung thuc hién Pang nhap \&
Xac thuc hé théng (Auth), h¢ théng bét budc phai thuc thi Use Case Khdi tao cap khoa RSA \&
KDF Private Key (KeyGen) theo quan hé ‘<<include>>. O buéc nay, Client Java Swing 1ay mat
khau ctia User chay qua ham bam' PBKDF2WithHmacSHA256" d¢ lam khoa giai ma Private
Key RSA dang luu trit cuc bo dudi dang Ciphertext. Néu giai ma thét bai, phién 1am viéc sé bi
hay bo ngay 1ap tirc, ddm bao tinh toan ven cta co ché E2EE.

Co ché bao ham ctia Chuyén File an toan: Use Case Chuyén tép tin an toan (SendFile) ké thira
cdu truc truyén tin bio mat cia Chat. Tuy nhién, dé dam bao mdi tép tin day 1én Server Docker
khong thé bi doc trém boi Admin may chu,SendFile bat budc phai gom cum GenFileKey dé sinh
mot khoa AES-256 dodi xtng doc lap (FileTransferKey), thuc hi¢n ma hoa tép tin tai by nhd tam
ctia Client trudc khi day lung byte 1én mang.

Su phu thudc bdo hi¢éu WebRTC cua phan hé Media: bé thuc thi Use Case Tham gia phong
WebRTC (JoinRoom), Client phai giri token xéac thuc duge cap tir Auth sang cho méy chi
XMPP Prosody. Sau khi Prosody xac thuc thanh cong, Jicofo méi tién hanh cap phat tai nguyén
ludng trén Jitsi Videobridge (JVB) nham kich hoat tinh ning Video Call da luéng cho Client.

4. Bang dic ta chi tiét dong su kién ctia cac Use Case cdt 1651

Nham cu thé hoa céac diéu kién bién va kich ban thuc té khi thuc thi, Bang 1 cung cép tai liéu dac
ta cau tric cua cac Use Case dai dién cho céc phan hé chirc nang trong hé thong.

Bdng ddc ta chi tiét cic Use Case cot 16i trong hé thong Secure Chat



Luong sy kién chinh

Diéu kién tién quyét thanh cong (Success
Tén Use Case (Pre-conditions) Scenario)
UC_Auth
(Pang nhéap) Nguoi dung da c6 tai 1. Nguoi dung nhap
khoan hop 1€ luu trén Username, Password

MySQL co so¢ dir li¢u. trén Swing UL
Céu hinh LLM | Tac nhan Admin thyc hién truy cip quyén Root vao ha ting may chu Self-
hosted. | 1. Admin tién hanh truy cap va chinh stra tép Modelfile cta Ollama. 2. Thyc hién diéu
chinh cac tham s6 k¥ thuat nhu temperature, top_p hodc thuc hién chuyén d6i giita cac mo hinh
Llama 3 va Mistral. 3. Tién hanh khoi dong lai container Ollama bang céng cu Docker-compose
CLL

3.3.1. Pic ta yéu cau: Phan hé Xac thuc & Quan 1y Phién lam viée (Kém
so do Sequence)

Phan tich Yéu cau K¥ thuat: Nhom chure nang Xac thuc & Phién lam viéc

Panh gia An ninh trong Quan ly Phién va Xac thuc: P4i voi mot nén tang nhén tin thuc thi ma
hoa dau cudi (E2EE) nhu Secure Chat, phan hé Xéc thuc va Quan 1y phién (Authentication &
Session Management) gitt vai trd then chdt. Chirc ning nay khong chi giéi han & viée kiém tra
tinh hop 1¢ ctia thong tin dang nhap (Tén ngudi dung/Mat khau) ma con 1a budc khéi dau quan
trong dé thiét 1ap ngir canh mat ma hoc (Cryptographic Context) an toan ngay tai may tram ciia
nguoi dung.

Dic ta yéu cAu: Nhom chtc nang Xac thuc & Phién lam vi¢c

Phan tich bai toan an ninh trong Xac thuc va Quén 1y phién Trong mot hé thong nhian tin bao
mat chuan ma hoa dau cudi (E2EE) nhu Secure Chat, nhdm chtrc nang Xac thuc va Quan Iy
phién 1am viéc (Authentication & Session Management) khong chi don thuan 1a viéc kiém tra
tinh ding dan cua cip dinh danh tai khoan va mat khau (Username/Password), ma con 1a chét
chan dau tién dé thiét 1ap moi truong mat ma hoc an toan (Cryptographic Context) tai phia may
tram (Client-side).

Bai toan dit ra yéu cau hé théng phai giai quyét dong thoi hai thach thic 16m:

Co ché xac thyc khong 1am 16 thong tin nhay cam: Hé thdng ap dung mé hinh bam mat khau
nang cao két hop chudi mudi ngau nhién (Salted Hashing) sir dung thuat toan PBKDF2
(Password-Based Key Derivation Function 2) v6i 10,000 vong 1ap tai phia Client, trude khi giri
chudi bam (Password Hash) 1én Server qua kénh truyén bao mat HTTPS. Dleu nay triét ti€u hoan
toan nguy co ro ri mat khau tho (Plaintext Password) ngay ca khi duong truyén bi can thiép boi
cac cudc tin cong MitM.

Quan Iy phién phi trang thai (Stateless Session Management) dua trén JWT: Nham t6i wu hoa
hiéu nang cho ha tang container hoa Docker, Core Server khong duy tri trang thai phién trong b
nhé (Memory-session) ma st dung co ché cip phat ma thong bao JSON Web Token (JWT). Ma
thong bao nay chira théng tin dinh danh ngudi dung, thoi gian hét han (Expiration Time), va



dugc ky sb bang thuat toan ma hoa déi ximg ma manh HMAC-SHA256 v6i mot khoa bi mat
(Secret Key) chi Iuu trit duy nhat tai moi trudng an toan cua Server.

Dic ta chi tiét cac yéu cau chirc nang c6t 16i Nhom chirc nang Xac thuc & Phién lam viéc bao
gom 03 chtrc nang thanh phan, dugc thiét ké nghiém ngat dé dam bao tinh an toan h¢ thong:

bang ky tai khoan (Sign-up): Tiép nhan yéu cau khdi tao tai khoan méi tir nguoi dung. Ngoai
viéc kiém tra tinh duy nhét cta truong dinh danh (Username), Client-side cua h¢ thong s& tu
dong kich hoat thu vién'java.security.KeyPairGenerator' dé sinh ngiu nhién cip khoa bat d6i
xtmg RSA-2048. Khoa cong khai (Public Key) duoc ddy 18n luu trir trong hé quan tri co s& dir
liéu MySQL phuc vu ludng dinh tuyén ma héa E2EE sau ndy. Khoa bi mat (Private Key) duoc
ma hoa AES-256 ndi b dua trén Key-derived sinh ra tir méat khéu cta nguoi dung va ghi bén
vitng xudng ciu tric tép ciu hinh tram cuc bd.

bang nhép hé thong (Sign-in): Xac thuc danh tinh nguoi dung thong qua chudi bam mat khau,
thlet 1ap phién lam viéc thoi gian thyc (Real-time Session) két ndi tryc tiép dén Socket Server dé
san sang nhén va truyen tin nhan dir lidu.

Ping xuét va Thu hdi phién (Sign-out / Session Revocation): Cham dit phién lam viéc hién tai,
guri 1énh hity Socket két ndi, x6a thong tin JWT Token trong bd nhé tam (RAM) ciia Client, dong
thoi dua token hién tai vao danh sach den (Blacklist) phia Server dé vo hiéu hoa hoan toan kha
nang tai st dung (Replay Attacks).

Céc tham s6 nghiép vu k¥ thuat chi tiét cting cac diéu kién rang budc cia nhém chire ning duoc
hé thong hoa cu thé trong bang dac ta dudi day:

Badng 3.2: Ma trdn dac ta ky thudt nhom chirc nang Xdc thuc va Phién lam viéc

Trang thai dau ra

Tén chirc nang
Dang ky tai
khoan

De”l’ng nhép hé
thong

Ding xuat hé
thong

Diéu kién tién
quyét
Khong

Tai khoan di ton
tai hop 1€ trén hé
thong

Phién lam viéc
hién tai dang hoat
dong

Dit liéu dau vao
(Payload)
username,
password_hash,
rsa_public_key

username,
password_hash,
client device inf
0

jwt_access_token,

session_id

/ Rang budc an
ninh

Khéi tao ban ghi
nguoi dung méi
trong MySQL;
Tra vé trang thai
HTTP 201
Created.

Sinh ma JWT
Access Token
(han 24 gi0);
Khoi chay ludng
Thread lang nghe
két ndi TCP
Socket; Tréa vé
danh ba.

Pong két néi TCP
Socket mot cach
an toan; Giai
phong bo nhé



Trang thai dau ra

Diéq kién tién Dit liéu dau vao / Rang budc an
Tén chirc nang quyeét (Payload) ninh
RAM chira khoa

ma hoa cuc bg;
Huy hiéu luc
Token trén
Server.

Biéu db tuan tu (Sequence Diagram) ludng Dang nhap hé théng Ludng xir 1y k¥ thuat phire tap
ctia chirc nang Dang nhap hé thong — tir viéc ngudi dung nhap thong tin trén giao dién FlatLaf
cho dén khi thiét 1ap thanh céng phién ma hoa an toan va dong bo két ndi Socket thoi gian thuc
— dugce mo ta chi tiét qua so do Sequence Diagram dudi déy:

Java Swing Client (FlatLaf) Core Server (Java JVM) MySQL Database

Chat User

Nhap Username va Password thd

Thye thi tai May tram (Client RAM):
Password_Hash = PBKDF2(Password, Salt)

HTTP POST /api/auth/login {username, password_hash}

SELECT * FROM users WHERE username = ?

Tra vé thong tin User Record (Mat khau bam luu trit)

@

So khép chudi bam mat khau.
Néu trung khdp, ti€n hanh sinh JWT|

alt [Truding hop Xéc thuc Thét bai]

HTTP 401 Unauthorized (Sai théng tin xac thc)

Hién thi thong bao IGi lén giao dién FlatLaf P

[Truong hop Xac thuc Thanh cong]

Khéi tao JWT (Payload: user| 'E‘role. Sign: HMAC-SHA256)

HTTP 200 OK {jwt_token, user_profile}

Luu trir JWT vao b nhd tmg dung.
Dung mat khdu thd giai ma Private Key RSA luu & cuc bg

Thiét lap két néi WebSocket / TCP Socket (Gui kem JWT)

Kiém tra chirky s6 ctia JWT,
Rang budc Session 1D véi luéng Socket Thread

Connection Established & Synchronized

Chuyén sang giao dién man hinh chinh (Main Chat Window)

Java Swing Client (FlatLaf) Core Server (Java JVM) MySQL Database

Hinh 18: Biéu d6 tuan ty (Sequence Diagram) ludng xir Iy Xac thyuc va Khai tao Phién lam viée
3.3.2. Pac ta yéu cau: Nhom chirc nang Nhan tin & Trang thai Real-time

Ban chét k¥ thuat ciia ludng dit liéu thoi gian thuc va Quan 1y trang thai Nhém chic niang Nhin
tin va cip nhat trang thai thoi gian thuc (Real-time Messaging & Presence Management) quyét
dinh tryc tiép dén tinh 6n dinh va d6 tré phan hdi ciia hé théng Secure Chat. Bai toan k¥ thuat cdt
161 & day 1a thiét 1ap mot kénh truyén dir liéu hai chiéu c6 do tré cuc thap (Low Latency) giita
Client (Java Swing) va Core Server, dong thoi phai dam béo ciu tric goi tin tuan thi tuyét doi
giao thirc mi hoa dau cudi (E2EE).

Dé giai quyét bai toan phén phéi tin nhan thoi gian thuc, hé théng ap dung giao thirc mang
hudng két noi dua trén nén tdng TCP Sockets/WebSockets. Thay vi st dung co ché kéo dir li¢u



truyén thong (HTTP Polling) gdy lang phi tai nguyén bang thong va CPU, Core Server duy tri
mot danh ba cac lué)ng Thread hoat dong (Active Connection Pool). Khi mot Client thiét lap Két
ndi thanh cong sau budc xac thuc JWT, mot luéng Socket Thread riéng biét s€ duoc lién két véi
ID ciia nguoi ding d6. So dd nay cho phép may chu thuc hién co ché day dir liéu chu dong
(Server-Push) ngay khi phat hién c6 géi tin mé hoa dinh tuyén dén dich.

Dic ta chi tiét cac yéu cau chirc ning cdt 161 Nhoém chire ning nay duogc chia nhé thanh céc tac
vu nghiép vu c6 tinh lién két chat ch€ vé mat logic, bao gom:

Giri va Pinh tuyén Tin nhin E2EE (Send \& Route Message): Tiép nhan cac goi tin dd ma hoa
AES-256 tir Client ngudn. Server doc théng tin header khong ma hoa (‘recipient\ id") dé dinh
tuyén dit liéu tho. Néu Client dich dang truc tuyén (ONLINE"), goi tin duoc day truc tiép qua
Socket. Néu ngoai tuyén ("OFFLINE"), géi tin duoc luu tam vao hang doi tin nhin chd (Pending
Messages) trong co so dir liéu MySQL.

Cap nhat trang thai hién dién (Presence Tracking): Theo doi trang thai hoat dong cua nguoi dung
(ONLINE','OFFLINE'," AWAY"). Khi két ndi Socket bi ngat dot ngot (do mat mang hodc tat
ung dung), he; thong tur d(_)ng kich hoat sy kién phd huy lién két ("Disconnect Event’), chuyen doi
trang thai ngudi dung trong Database va phat thong bao dang quang ba (‘Broadcast) téi tat ca
cac lién h¢ c6 trong danh ba cuia nguoi dung do.

Xac thyc trang thai tin nhan (Message Delivery Receipts): Pam bao tinh minh bach ctia ludng tin
thong qua 3 trang thai chudn: D3 gui (Sent), Pa nhan (Delivered), va Pi doc (Read). Tac vu nay
doi hoi cac goi tin bao hiéu (Signaling Packets) siéu nhe duoc gui ngugc vé tir Client nhan dé
cap nhat truc tiép 1én giao dién nguoi dung.

Céc rang budc ky thuat va ludng dir liéu ctia nhém chirc nang duoc tong hop chi tiét trong bang
dac ta dudi day:
Bang 3.3: Ma trdn déc ta ky thudt nhém chire niang Nhdn tin & Trang thdi Real-time

Trang thai dau ra

biéu kién tién Dit liéu dau vao / Rang budc an

Tén churc nang quyét (Payload) ninh
Guri tin nhin Phién Socket recipient_id, Dinh tuyén thoi
E2EE dang hoat dong (  encrypted msg, gian thuc dén
ONLINE) encrypted key, Client dich qua
crypto_iv, Socket Thread
auth tag hoac luu vao
MySQL néu User
offline. Tra vé ma
dinh danh tin
nhin ( msg_id).
Dong bo trang Trang thai két ndi  user id, Phat gdi tin cap
thai hién dién mang cua Client  presence status (  nhat trang thai téi
thay dbi ONLINE/ tat ca cac Client
OFFLINE) 1a ban beé dang két

nbi. Cap nhat



Dit liéu dau vao
(Payload)

biéu kién tién

Tén chirc nang quyét

Client nhan tiép
nhén hodc mé doc
gobi tin

msg_id,

sender id,
receipt_type (
DELIVERED/
READ)

Béo céo trang thai
tin nhan

Trang thai dau ra
/ Rang budc an
ninh

truong last seen
trong DB.

Gui goi tin bao
hiéu truc tiép cho
ngudi guri goc dé
cap nhat icon
trang thai trén
bong bong chat
FlatLaf.

Quy trinh k¥ thuat va Ludng xir Iy tin nhan thoi gian thuc Su két hop gitra ludng Socket Thread,
co ché kiém tra trang thai tai co s¢ dir li€u va qua trinh cép nhat bat dong b 1én giao dién nguoi
dung dugc mo ta chi tiét thong qua so d6 Sequence Diagram dudi day:

Core Server (Socket Pool)

Client A (Ngui gir)

Ma héa ndi dung tin nhan Dang khoa AES-256 ndi bd

Gl E2EE Packet qua Socket (TCP Write)

Ca 2 Client déu gilr két ndi Socket hogat dgng vai Server

Tiép nhén goi tin.
Phan tich Header dé tim Socket Thread cta Client B

Kiém tra Connecti H;’om cho Client B ID

alt [Trutng hop Client B dang ONLINE]

D4y g6i tin ma hoa tryc tiép qua Socket clia B

MySQL Database

Client B (Ngudi nhdn)

Giai ma bang Private Key ii»’i va hién thi lén Ul FlatLaf

°
le ) G lai (jr[x tin béo "‘é” (Rec elpt DEL \vaFm o
D3y goi tin bao hiéu DELIVERED 16i Client A .
Ul hién thi d&u tich doi (D& nhan)
[Truding hop Client B dang OFFLINE]
INSERT INTO pending_messages (sender_id, recipient\_id, encrypted_payload)
l Xac nhan Iuu tri¥ thanh cong o

Tra vé trang thai SENT (Tin nhan da lén Server)

Ul hién thj dau tich don (DA gi)

Thiét 1ap két n6i Socket méi & Xac thyc JIWT

Luéng xur Iy khi Client B chuyén tir OFFLINE sang ONLINE

SELECT * FROM pending_messages WHERE recipient_id = B_ID

P ennah e b ol T
loop [ v6i timg goi tin chd]

3 D4y goi tin ma hoa qua Socket mai thiét 1ap
° DELETE FROM pending_messages WHERE msg_id = 2

Core Server (Sacket Pool)

Client A (Naudi ali)

MySQL Database

Client B (Naudi nhan)

Hinh 19: Biéu d6 tuan tu (Sequence Diagram) ludng dinh tuyén tin nhan E2EE va xir 1y trang

thai dong bo thoi gian thuc



3.3.3. Bic ta yéu cau: Nhom chitc nang Giao tiép da phuong tién (Video
call)

Nhom chire ning Giao tiép da phwong tién (Video/Audio Call) 1a mot phan hé cdt 18i trong hé
thong Secure Chat, cung cip giai phap hoi nghi truyén hinh thoi gian thuc d6 tré thip truc tiép
trén nén tang Java Swing Client. Phan hé nay dugc dic ta dyua trén kién trac phan tan Jitsi Meet
Stack (Prosody, Jicofo, JVB) tu van hanh (Self-hosted) nham ti uu hoa bang thong, dong thoi
tich hop céc giao thirc bao mat 16p truyén tai dé bao vé ludng dit liéu truyén thong trudc cac
nguy co nghe 1én.

1. Phan tich y€u cau chiric nang va Phi chirc nang chuyén sau

Dé hién thuc hdéa mot hé théng truyén thong da phuong tién dat chuin hoc thuét va ung dung
thyc tién, cac yéu cau hé thong dugc phan ra cu thé nhu sau:

Yéu cau chtrc nang (Functional Requirements):

Khai tao va Diéu phdi phong hop (Conference Orchestration): Cho phép ngudi ding tao
phong goi méi hodc tham gia vao mdt phong dang hoat dong dua trén ma phong dinh danh duy
nhat (Room UUID).

Xir 1y ludng Media cuc bd (Local Media Handling): Cap quyén va bat tron dong dir ligu tir
thiét bi phan cimg (Camera, Microphone) ctia may tram, chuyén ddi dinh dang va nap vao bo ma
hdéa WebRTC.

Diéu khién trang thai thiét bi (Device Mutability): Cho phép bat/tit (Toggle) Camera va
Microphone theo thoi gian thuc; trang thai thay doi phai duge dong bo tic thi dén tit ca cac
Client khac trong phong thong qua kénh bao hi¢u XMPP.

Yéu cau phi chirc niang (Non-functional Requirements):

Do tré truyén tai (End-to-End Latency): Tong do tré truyén phat 4m thanh va hinh anh gitta
cac Client thong qua SFU lJitsi Videobridge (JVB) phai duy tri dudi muic $200 extms$ trong
diéu kién mang ti€u chuan.

Do 6n dinh ludng (Jitter va Packet Loss Resilience): Hé thong phai c¢6 kha nang bu mét goi
(Packet Loss Concealment - PLC) va duy tri khung hinh mugt ma ngay cé khi ty 1 mét goi tin
dat ngudng $15\%S$.

Bao mat 16p truyén tai (Transport Security): Toan bd cac ludng dit liéu da phuong tién RTP
(Real-time Transport Protocol) bt budc phai dugc ma hoa bang giao thirc SRTP (Secure Real-
time Transport Protocol) két hop véi co ché trao d6i khoéa ma hoa DTLS (Datagram Transport
Layer Security).

2. Biéu db ludng dir liéu logic va Trang thai két ndi cudc goi

Quy trinh van hanh ciia nhém chic nang Video Call chuyén dich qua nhiéu trang théi logic phirc
tap, tur pha thu thép tin hi¢u phan cimng, thlet 1ap phién thong qua Signaling Server (Prosody va
Jicofo), cho dén pha truyen thong truc tiép qua SFU Bridge. Ludng kién trac k¥ thuat nay duoc
md ta chi tiét qua so d6 dudi day:



Khai chay cudc goi

Kiém tra & Cap quyén
Hardware: Mic/Cam

That bai

Thanh cong

Khdi tao WebRTC
PeerConnection ndi bé

|

GUri y8u cdu Join Room t6i
XMPP Prosody

|

Jicofo diéu phéi: Cap phat
kénh truyén trén JVB

|

Trao d8i cdu hinh SDP
Offer/Answer & ICE
Candidates

Hién thj I5i thigt
thic

Thanh cong

Thiét Iap kénh truyén
théng da phuong tién 6n
dinh

Client gt luong RTP lén A
JVE SFU N

Mute Mic / Hide Cam

Ngudi dung thao tac diéu

khién

<" JVB SFU Bri

/
\\/_

Phan phoi luéng

v

Céc Client khac trong
phong

Rai phong / Gac may

Gl XMPP Data Stanza
cap nhat trang thai

Huy két ndi WebRTC &
Giai phong Port trén JVB

l

Baéng bd hoa Ul trén toan
bé céc Client

Tr& vé giao dién nhan tin -

Két thuc

Hinh 20: Biéu d6 ludng logic tién xtr 1y va dinh tuyén ludng Video Call qua ha tang Jitsi.



3. Kién trac k¥ thuét va Co ché ma hoa bao mat truyén thong (DTLS-SRTP)

Diém méu chét mang tinh hoc thuét trong déc ta chirc nang Video Call cta Secure Chat 1a viée
thue thi kién triic bao mat phan tang tai may tram Client Java Swing két hop Jitsi Stack. He
thong ap dung co ché thiét 1ap khoa ma hoa dong DTLS-SRTP nham triét tiéu nguy co tan cong
xen gitra (Man-in-the-middle attack).

Co ché thiét 1ap khoa (DTLS Handshake): Giao thitc WebRTC chay trén tmg dung Client sir
dung DTLS (phién ban 1.2) dua trén giao thirc UDP dé thyc hién qua trinh bt tay bao mat véi
JVB. Trong pha bét tay ndy, hai dau mut trao d6i chimg chi sb tu ky (Self-signed certificates)
keém theo ma bam ching chi (Certificate fingerprints) thong qua kénh bao hi¢u bao mat XMPP.
Qua trinh nay gitup xac thuc chinh xac danh tinh thyc thé két ndi ma khong can dén ha ting khoa
cong khai (PKI) phtc tap.

Mai hoa dong dit liéu (SRTP Media Encryption): Sau khi pha bat tay DTLS hoan tat thanh cong,
hai bén sé trich xuat ra mot chudi byte ngau nhién entropy cao tir tién trinh DTLS dé lam khoa
master (Master Key) cho ludng ma héa dbi xtmg d6i véi dir liéu truyén thong. Ludng RTP chira
dir liéu am thanh (m3 hoa bang codec Opus) va dit liéu hinh anh (mé hoa bang codec VP8 hoic
H.264) s& lap tirc duge chuyén doi sang dinh dang ma hoa SRTP bang thuat toan AES-128-ICM
(Integer Counter Mode). Co ché nay dam bao dif li¢u truyén tai qua moi truong Internet hoan
toan 14 cac khéi dir liéu nhiéu sai 1éch, ngan chan tuyét d6i viéc danh cap ludng da phuong tién
tai cac nlt trung gian.

4. Bang dic ta yéu cau chi tiét cua cac Use Case thanh phan

Pé cung cap tai liéu ky thuét phuc vu giai doan phat trién va klem thir hé théng (Testing phase),
Béang 1 mb ta cau triic ddc ta yéu cau chi tiét cho hai Use Case cdt 18i thudc phan h¢ Giao tiép da
phuong tién.

Bang ddc td yéu cdu chire ndng phan hé Video Call

Truong thong tin Noi dung dic ta chi tiét

Ma chtrc ndng: UC_MEDIA 01 -
Khoi tao cudc goi Video Call

Tac nhan (Actors) Nguoi dung g dung Client (User)

Muc tiéu (Goal) Thiét 1ap phong goi mdi va truyén
phat luong dir liéu da phuong tién 1én
may chu JVB SFU.

Tién diéu kién 1. Nguoi dung da xac thuc hé thong
thanh cong.

2. Thiét bi phan cting (Camera,
Microphone) hoat dong binh thuong
va da dugc cap quyén truy cap.




Ludng sy kién
chinh

1. Ngudi ding nhin nut biéu trong “Video Call” trén giao dién
hoi thoai Java Swing.

2. Hé théng Client sinh md Room UUID ngiu nhién va gui yéu
cau tao phong chat da ngudi dung (MUC) t6i Prosody.

3. Jicofo tiép nhén tin hiéu, khoi tao phién Colibri kiém tra va
cap phat cong UDP (Port tir dai 10000-20000) trén JVB.

4. Client nhan cAu hinh SDP Offer tir Jicofo, thuc hién bit tay
c4u hinh mang (ICE/STUN) va thiét 14ap két n6i WebRTC.

5. Kich hoat ludng md héa DTLS-SRTP, Client bat dau day
ludng dir liéu hinh anh/am thanh cuc b 1én Server.

HAau diéu kién

Phong goi hoat dong on dinh trén JVB, sin sang tiép nhan cac thanh
vién khac tham gia.

Ma chirc nang: UC_MEDIA_02 - Béng bd hoa trang thai thiét bi (Mute/Unmute)

Ma chirc nang

UC_MEDIA 02

Tén chirc ning

DPdng bo hoa trang thai thiét bi (Mute/Unmute)

Tac nhan (Actors)

Nguoi dung dang tham gia phong goi (Participant)

Muc tiéu (Goal)

Thay di trang thai hoat dong ctia Camera/Microphone ca nhan va
dong bo Ién giao di¢n cua toan phong.




o g 1. Nguoi dung nhin nit “Mute Microphone” trén thanh céng cu
Luéng sy kign FlatLaf UL

Eh! 2. Hé¢ théng Client l1ap toc ngat ludng thu am tir 16p

TargetDataLine phan cimg hodc gan trang thai vo hiéu hoa
(Disabled) cho MediaStreamTrack cia WebRTC.

3. Client dong goi goi tin trang thai dang XMPP Presence Stanza
chtra co hi¢u true gui t6i Prosody.

4. Prosody khuéch tan (Broadcast) goi tin ndy téi tit ca cac
Client khac hi¢én dién trong phong.

5. Céc Client nhan tin phan tach goi dir liéu va cap nhat biéu
tugng “Tit tiéng” trén avatar ciia ngudi dung tuong tmg thong
qua Iénh SwingUltilities.invokeLater().

Hau diéu kién Am thanh tir Client thao tac bi ngat hoan toan; giao dién toan h¢
thdng hién thi chinh x4c trang thai thuc té.

3.3.4. Pic ta yéu cau: Nhom chirc ning Truyén tai dit liéu an toan

Phén tich bai toan an ninh va Giai phap ky thuét trong chuyén tép tin Trong cac hé thong cong
tac doanh nghiép, viéc chia sé tai li¢u, ma nguon va dir liéu da phuong tién chiém ty trong tai
nguyén 16n va la ddi tuong muc tiéu hang dau cia cac cudc tin cong khai thac dir liéu. Khac véi
tin nhan vin ban co kich thudc nho gon (vai byte dén vai kilobyte) c6 thé xtr Iy hoan toan trong
bd nhd RAM, tép tin (Files/Attachments) thudng c6 kich thudc tir vai megabyte dén hang
gigabyte. Do d0, viéc ap dung tryc tiép thuat toan ma hoa bat dbi xtimg RSA-2048 1én toan bo
ndi dung tép tin 14 bat kha thi vé& mit hiéu nang tinh toan (0 (N?)).

Dé giai quyét triét dé bai toan nay, hé théng Secure Chat thiét ké mot giao thirc truyén tai tép tin
an toan duya trén mo hinh ma hoa lai két hop co ché bam kiém tra tinh toan ven (Data Integrity
Check). Diém cbt 16i cta giai phéap 1a viéc sinh ngau nhién mot khoa ddi xting dung mot lan
(Ephemerial Symmetric Key) goi 1a FileTransferKey cho mdi phién truyén tép. Tép tin tho dugc
ma hoa cuc bo thanh mot khdi dit liéu nhi phan bat dinh (Encrypted Blob) truéc khi truyén qua
Internet. Phia Server dong vai trd 1a mot kho chira dbi twong mu (Blind Object Storage), luu trir
tép tin dudi dang dd mé hoa va hoan toan khong c6 kha nang nhén biét cdu trac hay ndi dung
thuc té cia tép tin.

Dic ta chi tiét cac yéu cau chiic nang c6t 16i Nhom chirc nang Truyén tai dir liéu an toan bao
gom 03 tac vu nghi¢p vu co su lién két chat ché tir phia Client gui, Server trung gian dén Client
nhan:

Ma hoa va Tai Ién t€p tin (Encrypt \& Upload File): Khi nguoi dung thue hién hanh vi gui t€p,
Client sir dung b sinh s6 ngau nhién an toan mat ma ('SecureRandom’) dé tao FileTransferKey"
(256-bit) va mot Vector khoi tao ((IV™ - 96-bit). T¢p tin dugc ma hoa bang thuat toan AES-256-



GCM. Song song v&i do, hé théng tinh toan gia tri bam ma hoa SHA-256 cua tép tin gbc dé lam
gi4 tri dbi chiéu tinh toan ven (Checksum). Khéi mat ma (Encrypted Blob) dugc tai 1én Server
thong qua giao thirc HTTP POST Multi-part Request.

Phan phdi va Trao d6i khoa bao mat (Key Distribution): Dé ngudi nhan c6 thé giai ma tép tin,
khoa FileTransferKey', IV" va chudi'Checksum® dugc dong goi thanh mot cAu tric siéu dit liéu
(File Metadata). G6i Metadata nay dugc ma hoa bang khoa cong khai RSA-2048 cua ngudi nhan
va dinh tuyén qua kénh chat E2EE thoi gian thuc (dwgc cdu hinh tai muc 3.3.2).

Tai xudng va Giai ma tép tin (Download \& Decrypt File): Client nhan sau khi nhan duoc gbi
Metadata mi hoa s& dung khoa Private Key RSA ctia minh dé giai ma, thu hoi
lai'FileTransferKey','IV" va'Checksum'. Ké tiép, img dung giri yéu cdu HTTP GET lén Server
dé tai Encrypted Blob vé b nhé dém, thuc hién giai ma bang AES-256-GCM va déi chiéu lai
chudi SHA-256 dé dam bao tép tin khong bi 18i hodc bi can thiép trong qua trinh truyén tai.

Céc tham s nghiép vu cau trac va rang budc hé théng duoc chi tiét hoa trong bang dic ta ki
thuat dudi day:

Bdng 3.4: Ma trdn dac ta ky thudt nhom chirc nang T ruyén tai dir liéu an toan

Trang thai dau ra

Piéu kién tién

Dtr liéu dau vao

/ Rang budc an

Tén chtic nang quyét (Payload) ninh
Tai lén tép an Kich thudc tép file_binary blob | Luu tri¥ t¢p vao
toan khong vuot qua (da ma héa AES), | thu muc co6 lap

gi6i han cau hinh

recipient_id

trén Server

(VD: 100MB) Docker. Tra vé
ma bam dinh
danh tép (
file uri).

Trao doi File Tai lén tép thanh | file uri, Goi tin Metadata

Metadata

cong va nhan
duoc file uri

encrypted_transfe
r_key, file iv,
sha256 checksum

duogc truyén dudi
dang tin nhan
E2EE dén Client
nhén qua giao
thirc Socket.

Téi xuong va Giai
ma

Nhan dugc goi
Metadata va c6
khoa Private Key
tuong Ung

file uri,
decrypted_transfe
r_key, file iv

Tép tin dugc khoi
phuc nguyén ban
vé thu muc
Downloads ctua
may tram; Hién
thi thanh tién
trinh (Progress
Bar).

Ludng xir 1y k§ thuat tong thé cua quy trinh truyen tai dir liéu Quy trinh thyc thi tuan ty cla
nhom chirc nang nay yéu cau su phéi hop bat dong b gitra ludng tai dit liéu ning (REST API
HTTP) va ludng bao hiéu cau triic (Socket) dé tdi uru hoa hiéu ning mang. Toan bd ludng k§
thuat duoc mo ta chi tiét qua so d6 Sequence Diagram duéi day:



Core Server (File Storage)
Client A (Nguoi guri) Client B (Nguoi nhan)
1. Khai tao tac vu chia sé File tho (P)

Sinh ng&u nhién Flli< ransferKey (K) & IV

Encrypted_Blob = AES-GCM(P, K, IV)
Checksum = SHA-256(P)

HTTP POST /apiffile/upload (Encrypted_Blob)

Luu trir File nhi phan dudi dang ma vao & dia.
Tao ma dinh danh File_URI

Tra vé HTTP 200 OK {file_uri}
2. Quy trinh m& héa cau tric Metadata
Ma héa géi tin {K, IV, Checksum, file_uri}

bang RSA Publli Eey cla Client B

° GUi g6i Metadata méa héa qua kénh Socket E2EE

Binh tuyén tin nhan hé théng

Chuyén tiép go6i Metadata ma héa qua Socket

3. Tiép nhan va Thuc thi tai xuéng

Dung RSA Private Key giai ma géi Metadata

Trich xuat thanh cong E 1V, Checksum, file_uri

HTTP GET /apiffile/download/file_uri} e

Tra vé luéng dir liéu nhj phan (Encrypted_Blob stream)

Plaintext_File = AES—GCM—Dgcrypt(EnC(ypted_Blob, K, IV)
Kiém tra tinh toan ven: SHA-ZE‘B(PIamtexLFiIe) == Checksum

FlatLaf Ul thong bao hoan tat chuyén tép
va hién thi lién két md File

Core Server (File Storage)

Client A (Ngudi guri) Client B (Ngudi nhan)

Hinh 21: Biéu 6 tuan ty (Sequence Diagram) ludng xir Iy ma hoa lai trong truyén tai dir liéu an
toan

3.3.5. Pic ta yéu cau: Nhom chirc ning Tuong tac Al (Ollama Chatbot)

Phan h¢ Tuong tac Al (Ollama Chatbot) cung cap giai phap trg Iy 4o thong minh hoat dong hoan
toan cuc bd (Local AI) trén ha téng tu van hanh (Self-hosted Docker) cua hé théng Secure Chat.
Muc tiéu hoc thuat va k¥ thuat t6i cao ctia phan hé nay 1a tich hop ning luc xir 1y ngén ngit tu
nhién tr cdic mo hinh 16n (Llama 3 / Mistral) ma khong 1am 10 ri bat ky dit li¢u hoi thoai nao cua
ngudi dung ra moi truong Internet. Phan hé duoc dic ta chi tiét tir kién trac didu phéi bat dong
bd dén co ché tién xtr Iy ngir canh an toan tai Client Java Swing.



1. Phan tich yéu cau chtrc ning va Phi chirc ning chuyén sau
Yéu cdu chirc nang (Functional Requirements):

Xtr Iy hoi thoai thoi gian thuc (Contextual Dialogue): Tiép nhan ciu hoi (Prompt) tir ngudi
ding, tw dong dong goi ngir canh lich str trd chuyén lién ké va chuyén tiép t6i mo hinh ngén ngir
16n (LLM).

Phan hoi ludng vin ban (Stream Response Processing): Tiép nhén cac phan ti tir (Tokens)
sinh ra tir Ollama theo co ché Server-Sent Events (SSE) va két xuat truc tiép 1én giao dién d6 hoa
thong qua co ché khong dong bd.

Quan 1y ctra s6 ngir canh cuc bd (Context Window Tracking): Ty dong tinh toan lwong Token
dau vao, thyuc hién cat tia (Pruning) lich sir chat dua trén giai thuat ctra s6 trugt nham t6i wu hoa
dung lugng bg nhd dém (VRAM/RAM) cua may chu.

Yéu cau phi chirc ning (Non-functional Requirements):

Bao mat dit lidu tuyét d6i (Zero Cloud Leakage): Toan bo quy trinh tir giri cAu hoi dén suy
luan dir liéu bat budc phai thuc thi trong mang ndi bo cua ha tang Docker. Nghiém cdm viéc luu
trir tam thoi (Caching) hodc chuyén tiép cu trac van ban rd 1én bat ky API dam may nao.

Thoi gian dap ung dong dau tién (Time-to-First-Token - TTFT): Thoi gian tir khi ngudi dung
nhan guri dén khi Token dau tién xuat hién trén bong bong chat cia giao dién FlatLaf phai nho
hon $1.5 exts$ d6i voi cau hinh may cha tiéu chuan.

Pinh dang két xuat d6 hoa (UI Rendering Resilience): Thanh phan hién thi phai phan tach va
render chinh x4c ma ngudn Markdown, cti phép LaTeX toan hoc, va cu tric bang biéu do LLM

tra vé ma khong 1am phé v kién trac layout db hoa ctia Java Swing.

2. Biéu d6 ludng trang thai xir Iy Prompt va Phén tach dit liéu

Quy trinh ky thuat xu ly yéu cau twong tic Al bao gom cac cong doan tién xur 1y chudi ky tu,
quan 1y tiéu trinh (Threading) va phan ra cac goi tin JSON tra vé theo dang dong duoc dic ta truc
quan qua so d6 dudi day:



Nguoi ding gui Prompt
trén Swing Ul

B&t dau tién trinh: Giai
phéng Event Dispatch
Thread - EDT

A

Tai lich str hoi thoai trugt
tir Database cuc bd

v

Hop nhat: System Prompt
+ Lich str + Prompt hién tai

N
Khdi tao két néi HTTP/2
khdng déng bd téi Ollama
Endpoint

l

GUi Payload JSON: Céu
hinh stream=true va cac
Hyperparameters

l

Léng nghe luéng dit liéu

SSE Stream
A

Nhéan g6i JSON méi Nhan cd hiéu done=true

Phan tach trudng Hoan tat phién truyén

‘response’ dé Iay Token nhan dit liéu dong

Chuyén tiép tac vu cap Luu théng diép phan hoi

nhat giao dién vao EDT via hoan chinh cla Al vao

invokeLater Database

FlatLaf Ul cap nhat bon
7 A S 4 Huy trang thai Loading -
béng chat theo thai gian O

i Két thic luéng

Hinh 22: Ludng logic xit Iy bat ddng bo ciu tric Prompt va hién thi dit liéu dang dong tir Ollama
APL




3. Kién tréc tién xir 1y ngit canh an toan va K§ thuat diéu phdi ludng (Multi-
threading)

Mot rui ro 16n trong cac ing dung tich hop chatbot thong thudng 1a hi¢n tuwong dong bang giao
dién khi m6 hinh dang thyc hién cac tac vu tinh toan ndng (Computationally intensive tasks). Hé
thong Secure Chat giai quyét triét dé bai toan nay thong qua céu trac phén tach ludng nghiém
ngat:

Co ché Thread Pool diéu phéi tac vu (Worker Threads): Khi su kién gui tin nhin dugc kich hoat,
ludng EDT chinh ciia Swing ngay 1ap ttre Uy thac toan b logic két ndi mang va tién xir Iy vin
ban cho mét tiéu trinh con nim trong ciu trac' ExecutorService' (Fixed Thread Pool). EDT quay
tro lai trang thai lang nghe hanh vi ctia ngudi dung trén giao dién, loai bo hoan toan tinh trang
treo ing dung.

Giai thuat ctra s6 trugt quan 1y ngir canh (Sliding Window Algorithm): Dé ngan ngira hién twong
vuot ngudng bo nhé cia mo hinh khi hoi thoai kéo dai, hé thong cai dit bo loc trugt tai ting
Client. Trudc khi gui yéu céu to1 Ollama, mot thudt toan tinh toan d6 dai chudi ky trr duoc 4p
dung de udc lugng tong sd luong Token du kién theo cong thirc Xap xi

Néu tong sb lugng Token vuot qua dung lugng bo nhd dugce cau hinh (vi du: hé théng s& tién
hanh loai bo tuan ty cac cdp tin nhin cii nhat trong bd dém, chi giit lai cac thong diép cot 16i gan
nhét kém theo cau triic System Prompt ¢ dinh dé gui di.

4. Bang dic ta yéu cau chi tiét cta cac Use Case phan hé Al

Béang 1 cung cép tai liéu dic ta cdu trac chi tiét cho céac diéu kién bién, kich ban chinh va lué)ng
xur Iy ngoai 1¢ cta hai Use Case cot 16i thudc phan hé Tuong tac Al.

Badng ddc td yéu cdu chirc ndng phan hé Ollama Chatbot

Truong thong tin Noi dung dic ta chi tiét

Ma chirc nang: UC_AIL 01 - Gui céu
héi va Nhan phan hoi dang Stream

Tac nhan (Actors) Nguoi dung tng dung Client (User)

Muc tiéu (Goal) Nhén cau tra 101 tr m6 hinh LLM ndi
bo hién thi lién tuc dudi dang tir khoa
xuat hién dan trén khung chat.

Tién diéu kién Container Ollama chira mé hinh
Llama 3 / Mistral dang hoat dong binh
thuong trong mang ndi bo Docker.




1. Ngudi ding nhip ndi dung yéu cau vao khung hoi thoai véi
Tro 1y Al va nhan nat gui.

2. Hé thdng chuyén d6i giao dién sang trang thai chd, khai tao
mot Worker Thread riéng biét dé xu 1y.

3. Hé thong Client dong gbi cdu trac dir liéu gdm: System
Prompt dinh hinh vai trd, mang chira ngit canh lich sir ddi
thoai truot, va ndi dung cau hoi mai.

4. Thyc hién 1énh HTTP POST khong dong b toi dia chi
http://localhost:11434/api/chat véi tham sb ciu
hinh "stream": true.

5. Khi nhan duogc tung khéi dit liéu (Data chunks) chira cAu tric
JSON tir ludng mang, hé thong phan tach chudi Token va sir
dung SwingUtilities.invokelLater() dé cap nhat text
lién tuc vao bong bong chat.

Ludng sv kién
chinh (Tiép tuc)

Truomg hop 18i két ndi mang may cha AI (Mat két noi

LA mmen it Container):

Néu qua trinh két ndi ném ra ngoai 1é ConnectException hoic mi
trang thai HTTP tra vé khac 200, Worker Thread sé& phat tin hiéu 16i
vé EDT. Giao dién Swing dung hiéu tng loading, hién thi bong bong
chat mau d6 v6i noi dung thong béo 16i: “Khéng thé két noi dén may
chu Al cuc bo. Vui long kiém tra lai ha tdng Docker.”

Toan bo cau tra 161 hoan chinh dugc két xuat thanh cong; ndi dung
phan hoi dugc luu vét vao co so dir licu MySQL cuc bd phuc vu cho
cac phién lam viéc tiép theo.

Hau diéu kién

3.4. Thiét ké Hudng ddi twong (Class Diagram cho cac module View,
Model, Controller)

Thiét ké huéng ddi twong cta hé thdng Secure Chat tuan tha chit chd mo hinh kién tric MVC
(Model-View-Controller). Viéc tach biét cac tang thanh phan giup hé thdng co lap duoc logic
giao dién d6 hoa (Java Swing / FlatLaf) khoi cac tién trinh xir Iy nghiép vu phirc tap nhu ma hoa
dau cudi (E2EE) va giao tiép mang khong dong bo vai Jitsi Stack hay Ollama APIL. S phan tang
nay ting cudng kha nang mo rong, don gian hoa quy trinh bao tri va kiém thir doc lap (Unit
Testing) ting thanh phan hé thong.



1. Kién trac phan ting ciu tric cAu thanh hé thong

M3di thanh phan trong so d6 16p dai dién cho mot tang chirc ning riéng biét duoc thiét ké theo
cac nguyén 1y ciu trac phan ctng va thiét ké huéng dbi tuong nang cao:

Tang View (Giao dién do hoa): Ké thira tir cac thanh phan nén tang cua Java Swing

(‘JFrame', JPanel") va duoc cau hinh giao dién thong qua thu vién FlatLaf". Cac 16p View chiu
trach nhiém két xuat do hoa (hiéu tmg Glassmorphic, Chat Bubbles dang Gradient) va thu thap
su kién tuong tac tir ngudi dung, tuyét dbi khong chira logic nghiép vu mat ma hay dinh tuyén di
ligu.

Tang Controller (Piéu khién logic nghiép vu): Pong vai tro 13 trung tim diéu phdi va quan Iy
luéng di liéu (Orchestrator). Controller léng nghe su kién tr View, kich hoat cac tién trinh bat
dong bo thong qua cac Worker Thread, twong tac v6i ting Model hodc goi API bén ngoai
(Ollama/Jitsi), sau d6 cap nhat két qua lai giao dién thong qua co
ché'SwingUtilities.invokeLater()".

Téng Model & Service (M6 hinh dir li¢u va Dich vu nén): Chira cac thuc thé dit liéu bat bién
(Java Records) nhu tin nhén, thong tin tép tin, ciu hinh khoa cong khai. Pi kém 1a cac 16p xur 1y
ha ting dong goi chuyén sau (‘CryptoEngine', NetworkSocket',"OllamaClient"), quan 1y trang
thai phién lam viéc va thyc thi cac giai thuat tinh toan sb hoc 16n (RSA, AES-GCM).

2. Biéu db 16p hé théng (System Class Diagram)

So dd cau trac 16p dudi ddy mo ta chi tiét cac thudc tinh (Attributes), phuong thirc (Methods)
cing moi quan h¢ phy thugce (Dependency), ké thira (Inheritance), va két hop (Association) giita
ba thanh phan View, Model, Controller trong module 15i ctia hé théng Secure Chat:

Hinh 23: So db 16p hudng dbi tuong tong thé mé ta cau trac kién tric MVC cia hé thong.



3. Phan tich co ché tuong tic va Cac mau thiét ké (Design Patterns)

De t61 wu hoa sy van hanh cia kién trac phén 16p néu trén, hé thdng Secure Chat tich hop cac
mau thiét ké hudng ddi trong kinh dién nham giai quyét cac thach thic ki thuat chuyén sau:

Mau thiét ké Nguoi quan sat (Observer Pattern): Pugc trién khai giita 16p NetworkService'
va'ChatController'. Lop NetworkService' duy tri mot ludng chay ngam lién tuc ling nghe dit
liéu tir Socket. Khi nhan dugc mdt goi tin"MessageModel™ da ma hoa tur

Server, NetworkService™ dong vai tro la Subject s€ phat di tin hiéu sy kién, tu dong goi phuong
thirc callback onMessageReceived()' ciia'ChatController' dé tién hanh giai ma ma khong can
Controller phai lién tuc thdm do trang thai mang (Polling).

Mau thiét k& Mit tién (Facade Pattern): Lop' CryptoEngine’ dong vai trd 1a mot Facade, che gidu
toan bd sy phirc tap cia kién trac mat ma Java Cryptography Extension (JCE). Khop ndi céc tién
trinh thiét 1ap* Cipher.getInstance()', khoi tao' GCMParameterSpec, bam kéo gidn
khoa"’PBKDF2" dugc dong gbi gon trong cac ham tuong minh nhu’encryptAES\ GCM()'
hay"decryptRSA()"." ChatController' chi can goi ham & mirc triru twong cao, gitp giam thiéu tbi
da sai sot 1ap trinh gy 16 hong bao mat ro ri khoa.

Co ché giai phong Thread thong qua Callback: Khi*ChatController' chuyén giao mot Prompt vin
ban cho OllamaClient', n6 dong thoi truyén chinh ban than né (‘this") 1am tham s6

Callback. OllamaClient’ st dung mot luéng Worker riéng biét dé thuc hién két ndi HTTP/2. M&i
khi nhan dugc Token tir dong dir li¢u Server-Sent Events, n6 goi ngugc lai phuong thiic cdp nhat
ctia' ChatController, kich hoat tién trinh nap phﬁn tr van ban an toan vao giao di¢én ma khong
pha v& nguyén 1y don ludng (Single-thread rule) ciia Java Swing.

4. Pac ta giao dién 1ap trinh cac 16p 161 (Class Interface Specifications)

Béng 1 cung cép chi tiét cac ddc ta phuong thirc, kiéu dir liéu dau vao va dau ra cta céc 16p chiu
trach nhiém xu ly logic nghi€p vu va ma héa mat ma trong h¢ thong.

Bdc ta phwong thire kj thudt ciia cdc 16p dich vu cot 16

M0 ta churc nang hoc

Chir ky Phuong thire thuat va Rang budc dix
Tén Lop / Interface (Method Signature) ligu
CryptoEngine encryptAES_GCM(Strin | Ma hoa thong di€p bang
g plaintext, SecretKey AES-256 ch¢ d6 GCM.
key) : byte[] Tu dong sinh IV ngau

nhién /2extbytes va
g0p vao dau mang byte
két qua.

decryptRSA(byte[] Str dung Private Key
cipherKey) : SecretKey | RSA-2048 luu trong bd
nh¢ may dé giai ma
Session Key cua phién
tro chuyén.




Mo ta chirc nang hoc
Chtr ky Phuong thuc thuat va Rang budc dir
Tén L&p / Interface (Method Signature) ligu
ChatController handleSendMessage(Stri | Poc van ban rd tur
ng rawText) : void ChatWindow, goi
CryptoEngine ma hoéa
thanh MessageModel,
chuyén sang
NetworkService glri qua
mang.
onMessageReceived(Stri | Nhan ban tin dang chudi
ng encryptedPayload) : mi hoa, boc tach cu
void trac, giai ma va day text
sach vao giao dién qua
luong EDT.
OllamaClient generateStreamResponse | Khoi tao két néi HTTP/2
(String prompt, SSE t&i1 Container
ChatController cb) : void | Ollama, truyén nhan
mang token va goi ham
cb.updateChatArea()
theo dang dong.

3.5. Thiét ké Dit liéu (Database Schema cho Users, Messages - Kém
bang mo ta cac truong DB)

Trong mot hé thong nhén tin bao mat tuan thii nghiém ngit nguyén tic Ma héa dau cudi (E2EE)
va van hanh ty chu (Self-hosted) nhu Secure Chat, kién trac co s dit liéu (Database Schema) doi
hoi mot mé hinh tu duy thyc thé khéac biét so v6i cac tmg dung truyén thong, Bai toan ky thuat
cot 161 dit ra cho hé quan tri co so dit liéu quan hé MySQL ¢ day la: Lam thé nao dé luu trit day
du thong tin dinh tuyén, quan 1y phién va lich st hoi thoai nhung van dam bao tinh chat Zero-
Knowledge cia may chu trung tam.

Dé giai quyét triét dé bai toan nay, cau truc cac bang dugc phan ra thanh hai nhom dit liéu co6
ranh gidi bdo mat ro rét:

Dir li¢u dinh danh rd rang (Plaintext Metadata Fields): Bao gbm cac truong khoa chinh, khoéa ngoai,
UUID dinh danh thyc the moc thoi gian (“timestamp’) va trang thai két n6i. Cac dit liéu nay khong thé
ma hoa vi Core Server can doc truc tiép dudi dang tudng minh dé thuc hién cac cau 1¢nh truy van lién két
('JOINY), 1ap chi myc ("Indexing’) tang toc do tim kiém va t6i uru hoa ludng dinh tuyén goi tin thoi gian
thuc qua két ndi Socket.

Dir liéu mat mé bét dinh (Cryptographic BLOB/Text Fields): Toan bd noi dung tin nhin, thong tin khoa
phién trao doi (FileTransferKey', SessionKey') hay cau triic siéu dit liéu ctia tép tin tuyét déi khong
duoc luu trit & dang vin ban 18, Chiing duoc luu duéi dang chudi vin ban 16n ( TEXT) hodc dit liéu nhi
phén ('BLOB") chira ban ma (Ciphertext) da qua bd loc ma hoéa AES-256-GCM hodc RSA-2048 tir phia
Client, biéu dién bang ciu tric ma hoa nhi phan sang vin ban Base64.



Ddc ta cau trac chi tiét cac Bang dir 1i€u cot 161

Heé thong thiét 1ap hai bang dir liéu trung tam phuc vu tryc tiép cho mé hinh truyén tin bio mat

va quan 1y thuc thé bao gdm: Bang ngudi ding (users) va Bang tin nhin (messages).

Dic ta cAu triic Bang nguoi dung (users): Bang users chiu trach nhiém luu trir thong tin tai
khoan, chudi bim mat khiu bao mat cuc bo, trang thai hién dién thoi gian thyc va dic biét 1a
khoa cong khai RSA-2048 cua tung ca nhan phuc vu cho chu trinh phan phéi khoa lai coa hé

thong.

Bang 4.1: Pdc ta cac truong dir liéu cua bang users

Tén truong

Kiéu dir liéu

Rang budc

Y nghia va Vai
tro ky thuat

user_id

VARCHAR(36)

PRIMARY KEY

Ma dinh danh duy
nhat ctia nguoi
dung dudi dinh
dang UUIDv4,
chéng trung lap
dir liéu khi mo
rong.

username

VARCHAR(50)

UNIQUE,
INDEX

Tén dang nhap
ctua nguoi dung,
duoc 1ap chi muc
dé t6i uu toc do
tim kiém danh ba.

password_hash

VARCHAR(256)

NOT NULL

Chudi bim mat
khau dugc xir ly
bang thuat toan
PBKDF2 tir phia
Client, Server
dung dé dbi chiéu
xac thue.

rsa_public_key

TEXT

NOT NULL

Khoa cong khai
RSA-2048 dang
X.509 PEM
Base64, dung dé
cac Client khac
tai vé mi hoa
Session Key.

status

VARCHAR(15)

NOT NULL

Trang thai hi¢n
dién thoi gian
thuc cua tai khoan
( ONLINE,




OFFLINE,
AWAY).

Ghi nhan mdc
thoi gian tuong
tac cudi cung cua
Socket Thread
trude khi ngat két
ndi.

Thoi diém khoi
tao tai khoan trén
hé thdng.

last seen TIMESTAMP NOT NULL

created at TIMESTAMP DEFAULT NOW

Dic ta cau trac Bang tin nhin (messages): Bang messages dong vai tro luu trit lich st hoi thoai da
ma hoa dau cuoi va hang doi tin nhan cho (Pending Queue) cho cac Client ngoai tuyén. Cau tric
bang phan anh truc ti€p cau hinh goi tin E2EE da thiét 1dp ¢ pha phan tich yéu cau.

Badng 4.2: Ddc ta cac trwong dir liéu cua bang messages

Tén truong

Kiéu dir liéu

Rang budc

Y nghia va Vai
tro k¥ thuat

message id

VARCHAR(36)

PRIMARY KEY

Ma dinh danh duy
nhat cua goi tin
nhan (UUIDv4).

sender id

VARCHAR(36)

FOREIGN KEY

Lién két véi
user_id cua bang
users, xac dinh
chu thé guri ban
tin (Lap chi muc
B-Tree).

recipient id

VARCHAR(36)

FOREIGN KEY

Lién két voi
user_id cua bang
users, phuc vu
Core Server quét
ludng dinh tuyén
phan phdi Socket.

encrypted conten
t

TEXT

NOT NULL

Bén ma ndi dung
tin nhin
(Ciphertext
Base64) dugc ma
hoa bang thuat
toan d6i ximg
AES-256 tai
Client ngudn.




Tén truong

Kiéu dir liéu

Rang budc

Y nghia va Vai
tro k¥ thuat

encrypted key

TEXT

NOT NULL

Khoa phién AES
duoc ma hoa
bang RSA Public
Key ctia nguoi
nhan (Ciphertext
Base64).

crypto_iv

VARCHAR(44)

NOT NULL

Vector khoi tao
ngau nhién
(Initialization
Vector) dung cho
ham giai ma
AES-GCM tai
Client dich.

auth tag

VARCHAR(44)

NOT NULL

Thé xac thuc tinh
toan ven
(Authentication
Tag) sinh ra tur
ché do ma hoa
AEAD dbi xtmg.

delivery status

VARCHAR(15)

NOT NULL

Trang thai vong
doi goi tin (
SENT,
DELIVERED,
READ).

sent_at

TIMESTAMP

NOT NULL

Mbc thoi gian
Client phat goi tin
1én may chu trung
tam.

Mo hinh Quan hé va Lién két Thyc thé (Entity-Relationship Diagram)

M&i quan hé twong tac logic, cac rang budc toan ven dir liéu (ON DELETE RESTRICT /ON
UPDATE CASCADE) va so do6 cau trtc lién két hinh hoc gifra cac bang trong co s¢ dit liéu duoc
biéu dien truc quan thong qua so do Entity-Relationship Diagram (ERD) dudi day:



USERS
string user_id PK
string username
string password_hash
string rsa_public_key
string status
timestamp last _seen
:F
gu
A
MESSAGES
string message_id PK
string sender_id FK
string recipient_id FK
string encrypted content
string encrypted key
string crypto_iv
string auth_tag
timestamp sent_at

Hinh 4.1: So d6 Quan hé Thyc thé (Entity-Relationship Diagram) hé thong Secure Chat

Dé dam bao hiéu nang ti wu khi s6 lugng ban ghi trong bang messages tang truong tuyén tinh
theo thoi gian (Nrightarrowinfty), hé thng thiét 1ap mot Chi muc hdn hop (Composite Index)
bao gdm cap khoa(sender\_id, recipient\_id, sent\_at). Chi muc nay gitp rit ngan do phuce tap thuat
toan tim kiém lich st hoi thoai giira hai ca nhan bat ky tir quét toan bo bang (O (N)) xubng mirc
tiém can logarit (0 (logN)), dap Gmg diéu kién phan hoi dir liéu tirc thi 1én giao dién bong bong

chat FlatLaf cua Client.




3.6. Thiét ké Giao dién nguoi dung (U/UX - Modern Aesthetic,
Glassmorphism)

Thiét ké giao dién ngudi dung (UI) va trai nghiém nguoi dung (UX) trong du an Secure Chat dai
dién cho mét bude dot pha mat k§ thudt trén nén tang Java Swing truyén thong Béng viéc tich
hop thu vién 15i FlatLaf (Flat Look and Feel) két hop véi cac ki thuat tiy bién thanh phan d6
hoa cap thap (Low-level graphics rendering), hé thong hién thuc hoa ngon ngir thiét ké tham my
hién dai (Modern Aesthetic) va hiéu Gmg kinh m¢o Glassmorphism. Thiét ké nay khong chi nang
cao gi tri thim my truc quan ma con t6i wu hoa ludng tuong tac nhan thire (Cognitive
workflow) ctia ngudi ding ddi véi cac tinh ning bao mat, bao vé dit liéu phc tap.

1. Hién thuc hoa Hiéu tmg Kinh mo (Glassmorphism) trén Java Swing
Chta dit liéu d6 hoa (JComponent):

K§ thuat Alpha Blending (Pha tron kénh Alpha): Nhiam tao d6 trong sudt, hé théng thuc hién
ghi dé phuong thirc paintComponent (Graphics g) trong cac 10p ké thira tir JPanel. Bang
cach ép kiéu sang Graphics2D, thudc tinh Composite duoc thiét 1ap qua
AlphaComposite.getInstance(AlphaComposite.SRC_OVER, alpha). Chisd alpha
duoc tinh chinh trong dai [0.15, 0.30] dé phu hop vdi ting phén tang cua giao dién.

Background Blur Filtering (Giii thuit lam mé nén): Vi Java Swing khong hd trg sdn bo loc
Backdrop Blur, hé thong trién khai giai thuat trich xuat ving BufferedImage bén dudi panel
kinh mo. Vung anh nay sau d6 qua bd loc Gaussian Blur da ludng (véi ban kinh nhidu » = 15px)
trude khi duoc v& nguoc lai bé mat do hoa.

Specular Highlight Border (Pwong vién phan xa): Khung vién dugc v€ thu cong bang
BasicStroke (1.0f) két hop mo hinh GradientPaint chuyén tiép tir tring mo sang tring
trong sudt. K¥ thuat nay gitp tai hién chinh xac hién tugng khuc xa anh sang tai cac goc canh vat
1y cta tAm kinh.

2. Kién trac Render Bong bong Chat Gradient va Ché do t6i (Dark Mode)

Pé ting cuong kha ning quét thong tin (scannable) va tinh truc quan, phan hé hién thi hoi thoai
ap dung céc thudt toan hinh hoc may tinh sau:

Bong bong Chat Hinh hoc mém (Soft-geometry Bubbles): Thay vi cac khbi vudng thd cting,
cac khung tin nhin duoc két xuat bang RoundRectangle2D.Float véi ban kinh bo goc 16px.
Riéng cac goc thit & dudi hoi thoai duoc xir 1y dic biét biang cach cong gop da giac dya trén cau
truc Path2D.

2. Kién trac Render Bong bong Chat Gradient va Ché d¢ t6i (Dark Mode)

Phan h¢ hién thi hoi thoai thoi gian thuc ap dung cac giai thuat hinh hoc may tinh dé t6i vu tinh
scannable (d& quét thong tin) cho ludng twong tac truc quan:

Bong bong Chat Hinh hoc mém (Soft-geometry Chat Bubbles): Cac khung chira tin nhian khong
stir dung cac khdi chit nhat tho clmg ma dugc vé thong qua céu trac 16p hinh
hoc'RoundRectangle2D.Float' véi cac goc bo tron mém mai ($R_corner = 16 extpx$). Riéng
gdc bo tai vi tri mut thét cua tin nhin (dudi hoi thoai gtri/nhan) dugce xur 1y loai trur béng cach



cong gop da giac dua trén cdu tric'Path2D".

T6 mau Gradient dong tuyén tinh (Linear Gradient Engine): D4i véi tin nhin cta chinh nguoi
gui (Sender), nén bong béng chat duoc ap dung giai thuat' LinearGradientPaint' dich chuyen mau
sac theo hudng vector goc $45Ac1rc$ tor ma mau chu dao"\#3a7bd5" den \#3a6073". H¢ thong tu
dong tinh toan lai ma tran mau sic dua trén chiéu rong co gidn thyuc té cua bong bong chat nham
ngan chan 16i v& dai mau (Color banding).

Dark Mode va Bong bo hoa Phan cimg (FlatLaf Architecture): Dy an tich hop thu vién FlatLaf
phién ban cao cap dé truy cap vao cac API hé diéu hanh ndi bo. Hé thong ling nghe su thay ddi
giao dién cia OS (Windows/macOS Dark Theme Registry) thong qua thu vién'FlatPreferences’,
tir d6ng chuyén doi cdu hinh bang ma mau (Color Palette) tir' FlatDarkLaf* sang'FlatLightLaf
ma khong yéu cau ngudi dung khai dong lai tng dung.

3. So d6 Kién tric phan ting do hoa va Ludng xir 1y su kién UI

Dé render mot bang diéu khién mg dung Secure Chat phirc tap chira higu tmg Glassmorphism
ma khong gay suy giam tdc d6 xir Iy khung hinh (Frame rate Drop), hé thong thuc thi theo kién
trac két xuat phan 16p va ky thuat dém déi (Double Buffering) duge mé ta qua so do dudi day:

Hinh 25: Ludng xir Iy k¥ thuat phan ting d6 hoa khi két xuat hiéu ing Glassmorphism trén
Client.

4. Céc thong s K thuat va Ma tran chi s6 Thiét ké UI/UX

Céc thong sb thiét ké hinh hoc, ty 1¢ khoang cach, sic d6 mau sic va phan ting giao dién hién thi
dugc quy dinh chi tiét va nghiém ngat trong Bang 1 nham dam bao tinh dong nhat h¢ thong.



Théng sé cau hinh kj thudt va Pinh chudn hinh hoc 16p UI/UX
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Surface: i
Mau séc giao dién #lelele Tuan thu quy chuén Material Design, giam
thiéu cuong do buc xa anh sang xanh, chong
moi mit cho ngudi dung khi giao tiép kéo
(Color Scheme) Primary: dai.
#ob84ff
Kénh Alpha kinh . .
mo Dam bdo nhin xuyén thau dugc cau trac dnh
0.18f (18% nén hoic cac 16p mau da ting phia sau ma
opacity) khong lam Iu mo ndi dung van ban text phia
(Glass trudc.
Translucency)

B4n kinh nhiéu
Gaussian

(Gaussian Blur)

15px sigma filter

Triét tiéu hoan toan céc chi tiét sic nhon cua
hinh anh nén bén duéi tdm kinh, ¢ lap va
tang cuong do tap trung nhan thuc thi giac
vao céac nut chuc nang.

Kiéu chir

(Typography
System)

Font: Inter / Segoe
Ul

Size: 13pt (Body),
16pt (H2)

Font chit khong chan (Sans-serif) hinh hoc
hién dai, c6 cu ly pixel va khoang cach dong
(Line-height = 1.4) ti wu cho viéc doc tin
nhin.




Téc dd phan hoi

hiéu ng Ap dung bo ham bién ddi toan hoc tuyén tinh
250ms (Linear cho cac chuyén dong trugt mugt ma cia
Interpolation) thanh Sidepanel hoac bong bong chat Al ma

(UI Transition khong tao do tré cam giac.

Animation)

5. Thiét ké ludong UX dic thu cho céc tinh nang Bao mat va Tro 1y Al

Trai nghiém ngudi ding di vé6i cac tinh ning k¥ thuat cao duogc t6i wu hoa théng qua cac kich
ban tuong tac an (Micro-interactions):

Ludng UX chi thi trang thai Ma hoa dau cudi (E2EE Indicator): Tai thanh tiéu d& (Header) cua
mdi cude hoi thoai, hé théng thiét 1ap mot biéu twong "Khoa bao mat" sir dung mau xanh ngoc
(\#34¢759"). Khi nhan vao biéu tugng niy, mot panel kinh md s& mo ra, hién thi ma bam cong
khai (Public Key Fingerprint) cua hai Client du6i dang chudi hex phan doan 4 ky tu. Co ché nay
giip nguoi dung kiém thir va xac minh tinh toan ven ctia kénh truyén ma khong can c6 kién thirc
chuyén sau vé ma héa RSA-2048.

Ludng UX hién thi ndi dung sinh vin ban ctia Al (Ollama Token Flux): Dé t6i uu héa trai
nghiém tuong tac voi Local Al bong bong chat danh riéng cho trg 1y 4o Ollama 4p dung hi¢u
g md vién chuyén tiép (Fading Gradient Edge). Khi cac token dugc sinh ra va day vé dang
dong tir API, bong bong chat tw dong cudn (Auto-scroll) theo thuat toan giam chan (Damping
Algorithm). Thuét toan nay tinh toan khoang cach cudn truot giam dan theo thoi gian, giup
chuyén dong cudn cua khung chat min mang, khong bi giat lag dot ngdt khi tdc do sinh tir cua
mo hinh tang cao.

CHUONG 4: THIET KE GIAO DIEN NGUOI DUNG
(UI/UX)

4.1. Nguyén tac thiét ké (Design Principles)

Hé¢ thong Secure Chat duoc thiét ké tuan tha nghiém ngat cac nguyén tac ciia Material Design va
triét ly U/UX hién dai. B cuc tmg dung tap trung vao sy t6i gian (Minimalism), sir dung khong
gian tring (Whitespace) hop 1y va phan cap thong tin rd rang. Cac nguyén tic ¢t 16i bao gdm:

Security-first (Uu tién bao mat): Cac tinh nang E2EE, OTP, 2FA duoc thiét ké ndi bat dé xay
dung long tin.

Consistency (Tinh nhit quan): Mau sic, typography va cac component (Nt bAm, Modal, Form)
dugc ddng bo trén toan hé thong.

Feedback (Phan hoi hé théng): Cung cip cac thong bao trang thai rd rang (Loading, Success,
Error, Empty State) cho moi thao tac cua ngudi dung.



Duéi day 1a phén tich chi tiét thiét ké giao dién cta cac phan hé chirc ning cbt 16i trong hé thong.

4.2. Phan h¢ Xac thuc va Quan ly Tai khoan (Auth & Profiles)

HUMG Secure chat Login - EduSocial o X

YE- ) EaSs B =

A-BE R 4.

G Tiép tyc véi Google

2 c6 thikhodn?  Dang ky ngay

Hinh 4.1: Giao dién Dang nhap hé théng (Login)

M0 ta UI: Bb cuc chia d6i man hinh (Split-screen layout). Mgt bén 1a hinh &nh minh hoa tao an
tugng thi giac, bén con lai 1a Form ding nhap t6i gian. Form bao gém cac truong Email va Mat
khau (c6 chirc nang an/hién), niit CTA “Pang nhap” ndi bat. Tich hop lién két “Quén mat khau?”
va diéu hudng sang trang Pang ky.



Dang ky tai khodn - SecureMultiChat - 8 X

Tao tai khoan mai

Hinh 4.2: Giao dién Pang ky tai khoan (Register)

M6 ta UI: Form dang ky yéu cau nhdp thong tin co ban. Hé thér}g tich hgp Real-time Validation
(kiém tra tinh hop 1€ ngay kl}i g0) dé dam bao mat khau dat chuan bao mat (d6 dai, ky tu déac
biét) trudce khi guri request, toi vu hda trai nghiém.



Quay lai Diing nhap

Hinh 4.3: Giao dién Xac thyc Email (OTP Verification)

M6 ta UI: Thiét ké tap trung (Focused UI) v6i 6 nhap mé OTP 16n. Co tinh nang dém nguoc thoi
gian (Countdown timer) dé yéu cau gui lai ma, phong chdng spam API tir phia client.



Quén mjt khdu - SecureChat - a x
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Khoi phuc tai khoan

Quay lai Bang nhip

B Qe @ Eomo@E o

Hinh 4.4: Giao dién Yéu cau khéi phuc tai khoan

M6 ta UI: Giao dién thé (Card UI) t6i gian, yéu cau nhap Email lién két. Trang thai nit bAm hién
thi “Dang gtri...” cho thay h¢ thong dang xtr 1y request goi API ngam.



05228 b X8 < - oo B N Rl 24%8

S 2 1 R S B

Khoi phuc mat
khau tai khoan e
SecureChat Hopthudén

Secu... 0522PM ® <
dén toi v

Yéu cau
khoi phuc
mat khau

Chao ban,
~ Chuyén...
2 ar
11 @] < *

Hinh 4.5: Email thong bao yéu cau khoi phuc mat khau

M6 ta UI: Tiéu dé email rd rang “Khoi phuc mat khau tai khoan SecureChat” gitip dinh danh hé
thong, tao su tin tuong.
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Hinh 4.6: Email cung cdp ma xac thyc OTP

M6 ta UI: Cau triic email bao mat giri kém ma OTP 6 chit s0 dwoc in dam, kich thudc 16n giup
nguoi dung de sao chép. C6 kém canh béo thoi gian hét han.



Quén mjt khdu - SecureChat - a x

Pat lai mat khau
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Hinh 4.7: Giao dién Pat lai mat khau mai

M6 td UI: Form nhap ma OTP kém 2 trudng: Mat khau méi va Xéac nhan lai. C6 icon “mat” dé
xem/an mat khau. Nut CTA n6i bat mau xanh duong.
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Hinh 4.8: Giao dién Cai dt H6 so Ca nhan (User Profile)

Mo ta Ul: Man hinh quan 1y Avatar, Ho tén va Tiéu str. Str dung cong tic (Toggle Switch) cho
cac thiet lap: Thong bao, Giao dién Sang/Toi.



4.3. Phan hé Nhan tin va Tuong tac cot 18i (Core Messaging & Al)
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Hinh 4.9: Giao dién Nhan tin chinh va Tuong tac Al Bot

M6 ta UI: Bb cuc 3 cot (3-column layout). C4t trai: Diéu hudng Vé,danh sach chat. Cot gitra: Noi
dung chat (c6 thong bao E2EE bao mat). Cot phai: Thong tin chi tiét va cai dat doan chat. HO tro
thanh nhap li¢u da nang.
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Hinh 4.10: Giao dién Nhan tin Nhém (Group Chat)

MG t UI: Header hién thj s6 luong thanh vién. Cot phai liét ké danh sach thanh vién, cung cap
quyén quan tri cho Group Admin (Xo6a, Giai tan). Nut Goi Video tich hop san.
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Hinh 4.11: Giao dién Tin nhdn Ghi am (Voice Note)

Mo ta Ul: Bong bong chat chtra biéu dd song am (Audio Waveform) phan anh cudng do am
thanh, kém nut Play/Pause va bo dém thoi gian.
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Hinh 4.12: Giao dién Tuwong tac Biéu tugng cam xuc (Reactions)

Mé ta UI: Thanh cong cu ndi (Floating Bar) xuat hién khi nhin giit tin nhén. Emoji dugc gin
nho & géc dudi bong bong chat kém bo dém so lugng.
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Hinh 4.13: Giao dién Truyén tai File dinh kém m& héa

Mé ta UI: File (PDF, Word, Zip) hién thi dang thé (File Card) kém Icon, Tén, Dung lugng. Co
dong chir “Ma hoa E2EE” khang dinh dit liéu dugc bao vé.
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Hinh 4.14: Clra sé xem trwdc Hinh anh (Lightbox)

M6 ta UI: Ché d6 Lightbox 1am t6i nén xung quanh (Dark Backdrop), tap trung 100% thi giac

vao buc anh dang xem.
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Hinh 4.15: Khung Quan ly Thong tin Nhém

M6 ta UI: Right Sidebar dung cau trac Accordion (danh sach tha xuéng) dé nhom chuc ning, tiét
kiém khong gian.
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Hinh 4.16: Quan ly Tin nhan da ghim (Pinned Messages)

Mé ta UI: Click vao tin nhan ghim s& tu dong cudn (scroll) man hinh vé vi tri tin nhin gbc, t6i
uu tra ctru.
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Hinh 4.17: Thu vién ba phuong tién (Media Gallery)

M6 ta UI: B6 cuc dang luéi (Grid Layout) hién thi Thumbnail anh/video, t6i da hoa sé luong
trén mot dién tich.
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Hinh 4.18: Tinh ndng Tim kiém trong Chat (In-chat Search)



MG ta UI: Két qué tra vé& dang danh sach. Ap dung k§ thut Highlight Keyword (t0 séng tir khoa)
gitp mat quét nhanh ngir canh.

Hinh 4.24: Quan ly Lién két da chia sé (Shared Links)
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Hinh 4.19: Quan ly Lién két da chia sé (Shared Links)

Mé ta UI: Cat ngan URL qua dai (Truncate) dé dam bao layout gon gang, hién thi kém favicon

trang web.



SecureMultiChat - Messaging - e x

Héi Lap Trinh Vién
s

Cudc tro chuyén o om0 W & @
C “ = Active Now
0 Tin ndn du P E266) bdng AFS-256 ®

Hai Lap Trinh Vién 0

Tétcd Chifa doc Nhém
2 * HeilLap Trinh Vién 0 F m « & = a
_ 01815
I Iihon ) Tim Thim s Tit
0 Luu tin nhén Ginnhin  thinhvién hinh ndn  thiing bio
@ Du in Chat Béo M OAntin nhdn
W An Chat Bio Mat @ Xin chao sép San! D Ghim tin nhén
R hhem A Thém mé t nhém
0Ga tin nhén
0 SecureBot Al LEoatm
18 05 the it gh cho ba @ Chao misng cc ban! Téi 14 Bot, s3n sang hd tro. o
® Cooeee d Tin nhén d3 ghim
admin Binh chon
(] Bat dau tr uyén.
Xem thanh vién (5)
fohn_doe Link nhém
(1 Bat dau trd chuyén,
Anh, file, link
alice_wonder
fo Bt diu trd chuyén
0 Rai khéi nhém
bob_builder Xem nhém chung
(] E diu trd chuyén.,
0 Ghim trd chuyén on
emma_watson
A uyén. 0 An trd chuyén oFF
) 0 Bdo cube gol dén onr
,  david_tech =, !
= Knéing ty x6a
f
E] Tao Nhém Méi 8 - ® 2 ﬂ
Bso xu

Hinh 4.20: Giao dién Chinh stra tin nhdn (Edit Message)

Mé ta UI: Tin nhén cii mo di, 6 nhap liéu hién 1én. Tin sau khi stra c6 nhan “(Di chinh sira)”
dam bao tinh minh bach.
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Hinh 4.21: Giao dién Tro' ly Lap lich / Nhac viéc

Mo ta UI: To-do List tich hgp trong chat. C6 checkbox, Deadline va nhan dan d6 uu tién
(Priority labels).



4.5. Phan hé Giao tiép Pa phuong tién (Jitsi Video Call)

Gicoccoc @ Seawechatp U localhost/12 | 4 Tao Muc

3 @ Khéng bio mit | https/localhost:8443

Sjitsi

Jitsi Meet

Cudc hop antoan va chét lwong cao

% | @ App Store ’é;s;;lePlay ™ F-Droid
@Eomocaso VOCHEET U

Hinh 4.22: Giao dién khai tao phong hop Video Call

Mo ta UI: Giao dién Dark mode. C6 6 nhép tén phong va lich str cac cudc goi gﬁn day.
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Hinh 4.23: Man hinh Phong cho (Lobby / Pre-join)

‘Secure Chat 2 Hgl Lap Trinh Viéen B

Hinh 4.24: Giao dién Cudc goi Video (Trang thai thu gon)

Mé ta UI: Khong gian hién thi (Viewport) mo rong tdi da. Nut diéu khién bo tron trén nén den
mo, khong lam phan tam.
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Hinh 4.25: Giao dién Cu6c goi Video & Khung Chat
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M6 ta UI: Toolbar chira day dii cong cu: Share man hinh, Gio tay, Tile view. Khung chat song
song bén trai.
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Hinh 4.26: Giao dién Cudc goi Am thanh (Audio Call)

M6 ta UI: Téi gian v6i Avatar gitra man hinh. Hiéu tng gon séng am thanh. Toolbar chi giit 3
nut thiét yéu.
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Hinh 4.27: Giao dién tao Tham do y kién (Poll)

M6 ta UI: Tab tuong tac cho phép tao binh chon truc tiép ngay trong cudc goi.

Secure Chat 2 Hoi Lap Trinh Vien Bl oot (3)

(D Guyén quén tri vién da duoc cip!

Hinh 4.28: Théng bao phan quyén Quan trj vién

Mé ta UI: Toast notification goc dudi bao hiéu hé thdng RBAC tu dong gan quyén Host.
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Hinh 4.29: Giao dién M¢&i ngudi tham dv

M6 ta UI: Modal t6i gian c6 nat Copy mot cham. C6 Deep links tdi Google, Outlook dé chia sé
nhanh.
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Hinh 4.30: Menu Tuy chon ndng cao (Context Menu)

M6 td UI: Menu doc chira Cai dit hiéu suat, Ghi hinh, Chon nén ao0. Giai phong khong gian cho
Toolbar chinh.

Théng ké vé dién gia

Ten Ther gian cia dién gia

. hello (Tai) 0gidy
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Hinh 4.31: Giao dién Théng ké dién gia (Speaker Stats)

M6 ta UI: Data table hién thi danh sach nguoi tham gia kém bo dém thoi gian phat biéu thuc té.
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Hinh 4.32: Giao dién xac nhan két thic cudc goi

M6 ta UI: Menu Popup phan quyén: “Két thuc cho tat ca” (Host) hodc “Roi khoi” (Thanh vién),
tranh thoat nham.



4.6. Phan hé Mang xa hdi nd1 by va Cong tac
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Hinh 4.33: Téng quan Trang Ban tin (Newsfeed)

Mé ta UI: Thiét ké Card UI trén nén off-white. HO tro “Bai ding da ghim”. Nt twong tac
(Thich, Binh luan, Share) c6 bo dém.

Ban tin

er o0 ®
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Hinh 4.34: Giao dién twong tac Binh luan

Mé ta UI: Khu vyc binh luan thut 1& (indent). H trg Placeholder “@ dé tag” nhic tén ngudi
dung.



Hinh 4.47: Cita s6 Popup Chia sé bai ding
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Hinh 4.35: Cira s6 Popup Chia sé bai ding

M6 ta UI: Modal Overlay. Danh sach ban bé dang Checkbox (Multi-select) dé chia s¢ dinh

tuyén.
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Hinh 4.36: Bang diéu khién Thong béo (Notification)

Mé ta UI: Dropdown Menu tir Qua chudng. Thong bao chwa doc duge Highlight va c6 Red
Badge (Dau cham do).
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Hinh 4.37: Clra s6 Popup Goiy Két ban
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M6 ta UI: Tabbed Navigation (Ban bé, Loi mdi, Goi y). Nut CTA “Két ban” ndi bat mau xanh
duong.
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Hinh 4.38: Giao dién Gi L&i moi Két ban

M6 ta UL: Nt CTA chuyén sang “Da giri” va bi vo hi¢u héa (Disabled) sau khi bam dé chong

Spam.

Cudc tré chuyén
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Hinh 4.39: Danh sach Loi méi Két ban

M5 ta UI: Thé hién thi 2 nut rd rang: Xanh 14 (Chép nhan) va D6 (Tir chdi) - tuan thu Clear

Affordance.



4.7. Phan h¢ Cai dat va Tuy chinh (Settings & Configs)
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Hinh 4.40: Cai dat Théng tin Ca nhan

M6 ta UI: Avatar c¢6 Camera overlay icon. Nut “Cap nhat” bi khoa (Disabled) néu khong c6 su
thay doi li¢u.

Cudc tro chuyén

Titcd Chwa doc

£ HaiLap Trinh Vién [

Nhom
Dy An Chat Bao Mat
0O SecureBot Al

Téi cé thé gidip gi cho bar

admin

Bt dau tré chuyén.

john_doe

Bt dau tré chuyén

alice_wonder

Bat dau trd chuyén.

beob_builder

emma_watson

100000000

david_tech

Tao Nhém Méi

Hgi Lép Trinh Vién
a

» Active Now

£ Tin nhén d& ghim: Cho mai ngudi trong group I3p trinh!

2@
@

Xin chao sép San!

Chao mifng cée hant TAi I3 Rat cn cin

D4i hinh nén

]
ey

o hA et

4 hinh nén cho c& hai bén

0 Tém tit LON WO~ @
[
H&i Lap Trinh Vién O
]
® 2 B 2O
Chao moi ngudi trong group 1p trinh! PPy oy ) Ceg

Thém mb ta nhom

Lich nhém

Tin nhdn da ghim
x Binh chon

Xem thanh vién (5)

Link nhém
Anh, file, link
0 Réfi khéi nhém
Xem nhém chung
0 Ghim tré chuyén on
0 An trd chuyén oFF

0 Béo cudc goi dén orr

PUSWOWI  ©s di hinh nan!

Bao xdu

Hinh 4.41: D&i Hinh nén Cudc trd chuyén

Mé ta UI: Cung cép Tab phan loai (Mau tron, Thu vién, Upload). C6 khung Preview trudc khi
“Ap dl.lng”-



4.8. Phan hé Quan tri Admin va Bao mat Hé thong

EduSocial Admin Portal

o X
Admin Hé théng quan trj thai gian thuc
5 = . .
Bang diéu khién EduSocial
i 16ng the gian thy cda mang x
Céng dong Pang Chat Cam xic (+) Nhém
Lugng tin nhan (7 ngay qua) Trang théi nguai dang
W Online (6) W Offline (5)
Mit d6 hoat déng (Heatmap - 30 ngay qua)

Hinh 4.52: T6ng quan Bang diéu khién Quan tri (Admin Dashboard)

M0 ta UI: Sidebar cb dinh. Hién thi KPIs béng Stat Cards (Téng user, RAM/CPU) va Biéu dd
truc quan.

Hinh 4.72: Bang diéu khién Thong ké hoat dong



EduSocial Admin Portal
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Hinh 4.72: Bang diéu khién Thong ké hoat déng

Mo ta UI: Top Bar chitra Summary Cards véi Sparklines. Main Area dung Bar/Pie chart phan tich
xu hudng data.

Hinh 4.73: Giao dién Quan ly Nguwoi dung (Data Table)



EduSocial Admin Portal - 8 x
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Admin Hé théng quan tri thai gian thuc

Ngudi ding

Téng quan
Chen 1D
Ngusi ding
USR-0

USR-1

USR-2

Bao cac USR-3

USR-4

Tén nguai ding

o admin
o San Pk
o john_d
o alice v

Email Trang thai

0
Thém ngudi ding méi

Théng tin ngudi dung

Tén ngudi ding

Lo ]

Email

Trang thi

=

ne

&

4
4
4
2

) 0 Thiing ric + Thém nguai ding

Hanh déng

o 0 o o0 o

Trang1/3  Saul

Hinh 4.73: Giao dién Quan ly Nguoi dung (Data Table)

MG ta UI: Bang tich hop Thanh tim kiém, B loc va Phan trang (Pagination). Cot Actions thao

tac khoa/md tai khoan.

Hinh 4.74: Cira s6 Phian quyén Nguoi dung (RBAC)



EduSocial Admin Portal
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Hinh 4.74: Cira s6 Phan quyén Ngwoi diimg (RBAC)

MG ta UI: Ma tran Checkbox (Matrix checkboxes) gan quyén chi tiét (Xem, Stra, X6a) cho ting

Module.

Hinh 4.75: Nhat ky Hoat dong (System Audit Logs)



EduSocial Admin Portal
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Hinh 4.75: Nhdt ky Hoat dong (System Audit Logs)

MG ta UI: Danh sach log (Timestamp, Action, Actor, Status) thiét ké dang text dé cao tinh d&
doc va truy vet.
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Hinh 4.80: Danh sach Nguoi dung bi chan

M6 ta UI: List View kém nat “Bo chén” (Unblock). Co Empty State than thién néu danh sach
trong.

CHUONG 5: CAI DAT VA KIEM THU
(IMPLEMENTATION & TESTING)

5.1.1. Thiét lap file docker-compose.yml (Giai thich cac service: ollama,
mysql, jitsi)

Ha tang ty van hanh (Self-hosted Infrastructure) ctia hé thong Secure Chat dugc dong goi va
quan ly tap trung thong qua céng ngh¢ Container hoa ciia Docker, cu thé 1a cong cu orchestration
docker-compose. Viéc thiét 1ap nay thlet lap mot mo1 trudng phan tan ¢6 lap, cho phép dinh
nghia, lién két cau triic lién mang va cdu hinh tai nguyén phan clng dong bd cho toan bo hé
thng back-end. Cau trac tep tin docker-compose.yml dugc thiét ké dé phan rd hé thong thanh céac
phan hé doc 1ap, giao tiép véi nhau qua cau triic mang ndi bo (Bridge Network) an toan.

1. Céu trtc kién trac phan ting mang va Phén rd Dich vy (Services Decomposition)

Ha tang hé théng duogc chia 1am ba cum dich vu ¢t 151 twong tmg v&i ba vai tro ki thuat: Luu
trir trang thai bén vimg (MySQL), Xt 1y suy ludn ngon ngir cuc bo (Ollama), va Truyen thong da
phuong tién thoi gian thyc (Jitsi Meet Stack). So d6 dudi day mo ta kién trac lién két mang va
md hinh phéan b6 céng (Port Mapping) ciia cac container trong hé thng:
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Hinh 26: Kién trtc lién mang va anh xa céng dich vu trong ciu hinh Docker Compose.

2. Giai thich chi tiét cac Service cau hinh hoc thuat

Co ché nay dam bao tinh toan ven va bét bién cta dir liéu (Data Persistence) ngay ca khi
Container bi huy hodc khoi dong lai. Thudc tinh restart: always dugc cau hinh dé tu dong
phuc hoi dich vu khi xay ra 161 crash hé thong.

Dich vu ollama (Tang suy ludn Tri tu¢ nhan tao cuc bd):

Vai tro ky thuét: Dong goi framework Ollama d¢é thyc thi tién trinh suy luan (Inference) cua cac
mo hinh ngén ngir 16n (Llama 3 / Mistral) hoan toan offline. Service nay cung cap mot cong giao
tiép API cuc bd dang RESTful tai cong 11434, cho phép tng dung Client twong tac truc tiép ma
khong can c4u hinh phirc tap.

Phin bé tai nguyén phin cimg (Hardware Acceleration): Diém cbt 161 mang tinh hoc thuat
trong viéc cau hinh ollama trong Docker 1a viéc thiét 1ap the
deploy.resources.reservations.devices. Cau hinh nay kich hoat driver nvidia cho
phép Container truy cap truc tiép vao nhan CUDA ctia GPU vat 1y thong qua ki thuat
passthrough. Viéc t6i uu hoa phan cimg giup chuyén d6i qua trinh tinh toan ma tran trong so tir
CPU sang GPU, giam thiéu thoi gian tao Token dau tién (TTFT) xuéng mirc dudi gidy.

Cum dich vu Jitsi Meet Stack (prosody, jicofo, jvb):

Vai tro ky thuét: Phan ra c4u tric lién hop ciia Jitsi thanh ba container riéng biét dé toi uu hoa
hiéu ndng dinh tuyén:

1. Prosody dong vai tro 1a may chu bao hi¢u XMPP, quan ly trang thai hién dién va phong
hop 40 (MUC).

2. Jicofo (Jitsi Conference Focus) dong vai trod diéu phéi phién, chiu trach nhiém phan bd
cac kénh truyén thong da phuong tién.



3. JVB (Ji 1t51 Vldeobrldge) 1a thuc thé SFU (Selective Forwarding Unit) chiu trach nhiém
dinh tuyén tryc tiép cac ludng video/audio RTP/SRTP giira cac Client ma khong thuc
hién giai ma, gitp giam tai CPU may chu dang ké.

Céu hmh mang va Rang budc giao thu’c Khac véi cac dich vu thong thuong, jvb yéu cdu mo
dai cong UDP dién rong (méc dinh 12 cong 10000) thong qua ché d6 anh xa truc tiép dé phuc vu
cho giao thirc thiét 1ap két néi WebRTC (ICE Candidates). Cac bién méi trudng (environment)
nhu XMPP_SERVER, JICOFO_AUTH_USER, va JVB_STUN_SERVERS duoc ciu hinh chéo dé thiét
1ap mdi quan hé tin ciy va dong bd hoa trang thai bit tay truyén thong gitta ba thanh phan nay.

3. Ban dic ta tham sd ciu hinh tép tin docker-compose.yml

Ma trdn déc ta tham sé ky thudt cdc Service trong cau hinh Docker Compose

Hinh 4nh G6c  Anh xa Cong
(Docker (Port
Tén Service Image) Mapping)
mysql mysql:8.0 3306:3306
(TCP)
ollama ollama/ollam  11434:11434
a:latest (TCP)
prosody jitsi/prosody:s Mang ndi bo
table (Internal)
jicofo jitsi/jicofo:sta  Mang ndi bo
ble (Internal)
jvb jitsi/jvb:stable  10000:10000

(UDP)
443:443
(TCP)

Bién moi truong cbt
161

MYSQL ROOT PA
SSWORD=secure pa
ss

MYSQL DATABAS
E=secure chat db

OLLAMA NUM PA
RALLEL=4

XMPP DOMAIN=au
th.securechat.local
GLOBAL MODULE
S=bosh,pubsub,ping
XMPP_SERVER=pro
sody

JICOFO AUTH _PA
SSWORD=jicofo_sec
ret

XMPP_SERVER=pro
sody

PUBLIC_URL=https:
//chat.secure.vn

Céu hinh Tai nguyén
& Luu triv

Volume:
mysql_data:/var/lib/m

ysql

capabilities: [gpu]
(NVIDIA Runtime)
Volume:
ollama_storage:/root/.
ollama

Signaling backbone
(XMPP)

Conference focus
coordination

SFU Video routing

4. Co ché dong bd khéi chay va Kiém soat phu thudc (Service Dependency)

Trong kién tric phan tan micro-services cua hé théng Secure Chat, viéc quan 1y trinh ty khoi
chay cua cac container dong vai tro quyét dinh dén su 6n dinh van hanh. Néu moét dich vu Client
hoac Core Server co gang thiét 1ap két n6i mang trude khi co s& dir liéu MySQL hay may chu


https://chat.secure.vn/
https://chat.secure.vn/

béo hiéu Prosody hoan tt qué trinh khéi tao cdu tric, hé théng s& ngay lap tirc ném ra ngoai 16 tir
choi két noi (ConnectionRefusedException) va gay ra 101 sup do chuoi (Cascading failure).

Dé giai quyét thach thire ndy, cdu hinh Docker Compose 4p dung co ché diéu phdi phu thude
thong qua hai k¥ thuat trong tam:

Thugc tinh depends_on voi Healthchecks: He théng khong chi yéu cau container phu thudc
phai chay ma con bat budc phai ¢ trang thai "khoe manh" (service_healthy). Vi dy, Core App chi
duoc phép khoi chay sau khi MySQL da vuot qua 1é€nh ki€m tra mysgladmin ping thanh cong.

Pong bd hoéa Jitsi Stack: Cac thanh phan Jicofo va JVB duoc thiét 1ap phu thudc nghiém ngit
vao Prosody. Prosody phai sin sang xt 1y giao thirec XMPP tai cong 5222 trudc khi cac thanh
phan diéu phdi Video Call khac duoc kich hoat, dam bao ludng bit tay truyén thong khong bi
ngét quang.

5. Co ché dong bo khoi chay va Kiém soat phu thudc (Service Dependency)

Trong mét kién triic phan tan micro-services, thir ty khoi chay cta cac container quyét dinh su
6n dinh ctia hé thong. Néu mdt dich vu Client két ndi mang khoi dong trudce khi co s¢ dir liéu
hodc may chu bao hiéu sin sang, hé thong s& ném ra ngoai 18 tir chdi két ndi
(ConnectionRefusedException) va sup d6 chudi.

Heé thong Secure Chat giai quyét bai toan nay bang cach ap dung thudc tinh depends_on két hop
v6i co ché kiém tra diéu kién nghiém ngit (condition: service healthy). Cu thé, dich vu diéu phéi
phién cudc goi jicofo va thuc thé dinh tuyén jvb bét budce phai dat trong trang thai cho cho dén
khi container prosody hoan tét tién trinh khai tao céu tric XMPP Server ndi bo va tra vé trang
thai healthy thong qua cac 1énh kiém tra strc khoe hé théng (healthcheck) dinh ky st dung 1énh
nc -z localhost 5222. Tuong ty, ma ngudn tmg dung Server chinh cua h¢ théng chi dugc kich
hoat khi cong co s dir liéu cuia mysql dé hoan toan san sang tiép nhan cac truy van SQL, dam
bao tinh 6n dinh tuyét d6i cho toan bo ha tang phan mém.

5.1.2. Cau hinh bién dich (java -cp v61 thu vién ngoai)

Trong cac dy 4n phin mém xay dung trén nén tang Java core khong sir dung cac hé thong quan
1y mé ngudn tu dong nhu Maven hay Gradle, viéc ciu hinh bién dich va thuc thi thong qua CLI
(Command Line Interface) doi hoi ky su phai can thi€p truc tiép vao tham sd -cp (-classpath). Dbi
v6i hé thong Secure Chat, qua trinh bién dich va lién két dong (dynamic linking) cac thu vién
bén ngoai dong vai tro quyét dinh, dam bao tinh toan ven cua mo-dun mat mé, ha tAng mang
truyén thong truc tuyén va giao dién d6 hoa ciu hinh cao.

Heé thong phan tach 13 rang cac thu vién bén ngoai thanh bon nhém chirc nang cdt 18i. Viée to
chuc cac file .jar nay dugc quan ly tap trung trong thu muc ./lib tai thu muc goc ctua dyu an:

Nhém giao dién nguoi dung (UI/UX Component): Thu vién flatlaf-3.x jar va flatlaf-
extras-3.x.jar can thiép vao tang Look and Feel cua Java Swing dé thiét 1ap hiéu Gng
Glassmorphism va céu tric giao dién Dark mode.

Nhém xir Iy mat ma ma hoa (Cryptography): Thu vién Bouncy Castle (beprov-jdk18on-
1.x.jar) cung cap cac Provider mat ma m¢ rdng, thay thé cho cau hinh mac dinh cua JDK



nham tdi ru hoa thuat toan ma hoa d6i xtimng AES-256 va thuat toan ma hoa bat ddi xtng
RSA-2048.

Nhom két ndi ha tang truyen thong va Al: Thu vién Json-20231013 jar phuc vu XU ly
payload JSON twong tac v6i Ollama API va cac thanh phan thu vién client két nbi
XMPP/REST sang Jitsi Meet Stack.

Nhém Driver co s¢ dit liéu: mysql-connector-j-8.x.jar thiét 1ap co ché két néi JDBC dén
hé quan tri co s¢ dit licu MySQL 8.0 trong Docker.

a) Kién trac phan ra thu vién phu thuéc (Dependencies)

Hé thong phén tach rd rang cac thu vién bén ngoai thanh bdn nhom chire niang cbt 16i. Viéce to
chuc céc file.jar nay dugc quan ly tap trung trong thu muc./lib tai thu muc goc cta du an:

Nhom giao dién nguoi dung (UI/UX Component): Thu vién'flatlaf-3.x.jar" va'flatlaf-extras-
3.x.jar'. Cac thu vién nay can thiép vao ting Look and Feel ciia Java Swing dé thiét 1ap hi¢u ing
Glassmorphism va cau triic giao dién Dark mode.

Nhoém xir Iy mat ma ma hoa (Cryptography): Thu vién Bouncy Castle. Thu vién nay cung cp
céc Provider mat ma mé rong, thay thé cho cau hinh mic dinh ctia JDK nham t6i uu hoa thuat
to4n ma hoa dbi xtimg AES-256 va thuat toan ma hoa bat dbi xtimg RSA-2048.

Nhom két n6i ha tang truyén thong va Al (Networking \& API Client): Thu vién'json-
20231013 jar" (xtr 1y payload JSON twong tac véi Ollama API cuc bg) va cac thanh phan thur
vién client két ndi tich hop giao thire XMPP/REST sang Jitsi Meet Stack.

Nhoém Driver co sé dir liu (Database Connectivity): Thu vién mysql-connector-j-8.x.jar’, thuc
hién thiét 1ap co ché két ndi JDBC dén hé quan tri co so dit liéu MySQL 8.0 trong mdi truong
Docker.

b) Quy trinh va so d6 ludng bién dich thi cong qua CLI

Quy trinh bién dich hé thdng tir mad ngudn so cap (,java) sang mi bytecode (.class) trai qua hai
giai doan kiém tra cti phap va lién két dinh danh vi tri 16p (Class resolution). So do ludng dudi
day mo ta chi tiét cach thirc trinh bién dich javac va may ao java phéan giai cac tham chiéu thong
qua bién cau hinh Classpath:



Ma& ngudn So cap: .java

Classpath Re‘;olution Tang

Trinh bién dich: javac

Doc tham chiéu I6p

-

Tham s6: -cp lib/*

aVWaN

//
Hop lé Khéng tim thay 16p
[ \
v v
Trinh bién dich tao file: L&i: LGp khong tén tai /
.class Compile-time Error

Classpath Regolution Tang

May ao Java: java Runtime
Nap Bytecode vao JVM
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Hinh 27: Ludng phan giai dinh danh thu vién trong qua trinh bién dich va thyc thi h¢ thong.
c¢) Pac ta tap 1énh bién dich va thuc thi hé¢ théng

Dé bién dich toan bg cac package ciia dy an (vi
du:com.securechat.auth,com.securechat.crypto,com.securechat.ui) tir thu muc ma nguoén./src va
xuat két qua vao thu muc./bin, ma 1énh CLI dugc thiét 1ap nhu sau:

Lénh bién dich hé théng cAu hinh Classpath ty dong trén Linux/macOS]

javac -d bin -cp “lib/”" src/com/securechat/main/MainApplication.java src/com/securechat/|.jar



Dbi voi moi trudng chay thue té (Runtime), may 40 JVM yéu cau cau hinh Classpath bao gdm ca
thu muc chira file.class da bién dich (./bin) va cac thu vién bén ngoai (./lib). Ct phap phan tach
duong dan Classpath c6 su khac biét nghiém ngit giita cac hé diéu hanh: sir dung dau hai chim
(:) d6i v6i hé diéu hanh nhan Unix (Linux, macOS) va ddu chdm phdy (;) di v6i hé diéu hanh
Windows.

Bang 5.1: Pac ta tap lénh CLI cau hinh thuc thi theo méi truong hé diéu hanh

‘ Céu trac 1énh khoi chay hé thng
H¢ diéu hanh (Java CLI Execution)
Linux / macOS java -cp “bin:lib/”
com.securechat.main.MainApplication
Windows java -cp “bin;lib/”
com.securechat.main.MainApplication

d) Phan tich co ché nap 16p (Class Loading Mechanism) va xir 1y 16i hé thong

Khi 1énh thuc thi dugc kich hoat, b nap 16p Application ClassLoader ctia JVM s& quét qua cac
duong dan duoc chi dinh trong tham sd-cp. K¥ thuat sir dung ky tu dai dién (lib/) cho phép JVM
nap toan bg céc file c6 dinh dang.jar trong thu muc do, nhung khong c6 gia tri dé quy ddi véi céac
thu muc con bén trong.

Néu cau hinh-cp bi sai s6t hodc thiéu sot mot trong cac thu vién cbt 18i, hé thong sé 1ap tic pha
v0 tinh an toan tai thoi diém chay (Runtime) thong qua hai co ché 16i:

‘ClassNotFoundException:' Xay ra khi img dung c¢6 gang nap mét 16p thong qua chudi dinh
danh phan xa (Reflection) — vi du nhu goi'Class.forName("com.mysql.cj.jdbe.Driver")” —
nhung Driver trong' mysql-connector-j* khong ton tai trong chudi Classpath da khai bao.
‘NoClassDefFoundError:" Xay ra khi trinh bién dich'javac' d3 bién dich thanh cong mo-dun do
hoa str dung FlatLaf, nhung tai thoi diém thyc thi, JVM khong tim thay file flatlaf-3.x jar' trong
tham s6'-cp', ddn dén viéc khong thé khai tao dinh nghia 16p cua cac component giao dién.

5.3. Ké hoach va Chién lugc kiém thtr (Test Plan)

CHUONG 6: TONG KET VA HUGNG PHAT TRIEN

6.1. Két qua dat dugc cua du an

Danh gia tong quan vé mat k thuat va kién triic hoan thién Sau qua trinh nghién ctru 1y thuyét
mat ma hoc, phan tich hé théng va trién khai thuc nghi¢m, du an “SECURE CHAT - H¢ théng
nhén tin bao mat tich hop Al & Video Call” da hoan thi¢n toan by cac muc tiéu dé ra ban dau.
Hé thong da ching minh dugc tinh kha thi va sy 6n dinh cao trong viéc két hop gitra m6 hinh
mat mi lai bao mat dau cudi (E2EE) va cac cong ngh¢ container hoa hién dai trén ha tang tu chu
(Self-hosted). Trong tAm thanh cong ctia du 4n ndm & viéc giai quyét triét dé bai toan tdi uu hiéu



nang tinh toan tai Client tram (Java Swing) trong khi van duy tri tinh chit an ninh tuyét d6i Zero-
Knowledge trén hé thong luu trit Core Server.

Két qua chi tiét tai cac phan hé cdt 16i Cac két qua dat dwoc vé mat ki thuat va thuc nghiém
phan mém dugc phan ra cu thé theo céc truc tinh nang 161 nhu sau:

Phan hé M4 hoa dau cudi (E2EE): Thiét 14p thanh cong chu trinh ma hoéa lai hoan chinh. Toan b
tin nhén dang van ban rd (Plaintext) tai may tram nguén duoc bao boc an toan qua thuat toan déi
xtng AES-256 & ché d6 gia c6 AEAD (AES-GCM), sinh mi xéc thuc auth\tag' va Vector khoi
tao"crypto\iv’ ngau nhién 96-bit. Co ché phan phéi khoa sir dung cip khoa bat d6i xing RSA-
2048 cau hinh dinh dang X.509 PEM da triét tiéu hoan toan kha nang giai ma tir phia trung gian.
Thir nghiém thuce té cho thay Core Server (MySQL) chi ghi nhan va dinh tuyén cac chudi ban ma
Base64 bit dinh, hoan thanh tiéu chuén an ninh thong tin muc cao nhat.

Phan hé Hoi nghi truyén hinh thoi gian thuc (Jitsi Meet Stack): Tich hop thanh céng cau tric
Jitsi Meet trong moi truong c6 1ap Docker. Tién trinh xtr Iy tin hiéu da phuong tién nang dugc
phan phéi qua thuc thé JVB (Jitsi Video Bridge) theo co ché SFU (Selective Forwarding Unit),
gitip t6i wu héa bang thong mang tram. Cac gbi tin da phuong tién duoc dong goi qua giao thir
ma hoa dong' SRTP" két hop co ché bao hiéu qua'Prosody (XMPP)' mang lai trai nghiém cudc
goi Video/Audio muot ma vé&i do tré jitter trung binh dudi $45 extms$ trong mdi trudng mang
ndi bo.

H¢ sinh thai Trg 1y 40 Al cuc bd (Local Al): Trién khai thanh cong Container ' Ollama’ tich hop
sdu cac md hinh ngon ngir 16n ngudn ma ciu hinh luong tir hoa nhu Llama 3 (8B) va Mistral
(7B). Hé thong di chimg minh ning luc suy luan ngon ngit (Inference) thoi gian thuc dat toc do
trung binh tir $25 rightarrow 35 ext tokens/seconds trén ha tang may chu cuc b s¢ hitu GPU
tam trung. Toan bd nglr canh chat (Chat Context) dugc c6 lap tuyét d01 khong phat sinh bat ky
két ndi API nao ra cac dich vu Cloud bén thir ba, bao vé toan ven quyén riéng tu dit liéu to chirc.
Phén hé Truyén tai file an toan (Secure File Transfer): Hoan thién mé hinh sinh khéa ddi xtmg
ding mot 1an (‘FileTransferKey") cho ting tép tin riéng biét. Hé thng thuc hién ma hoa khéi nhi
phan (Encrypted Blob) trudc khi day qua giao thie HTTP POST Multi-part 1én Blind Storage.
Viéc két d6i chiéu chudi bam ma hoa SHA-256 Checksum tai Client dich dam béo tép tin chong
lai moi hanh vi can thiép hay sira d6i di liéu (Data Tampering) trén duong truyén.

Téi wu héa Giao dién va Trai nghiém nguoi dung (U/UX): Ung dung thanh cong thu

vién FlatLaf", pha bo gioi han d6 hoa tho so cta Java Swing truyén théng. Hé thong khoac 1én
minh ngdn nglr thiét ké hién dai v6i ché do Dark mode dong bo, hiéu tng lam mo kinh
(Glassmorphism), hién thi danh ba muot ma va hé théng bong bong chat gradient c6 kha nang co
gian tu dong theo kich thudc ky tu truc quan.

Danh gia kiém thir hiéu nang va Pinh luong k¥ thuat Dé minh chimg cho tinh thuc tién va kha
ndng van hanh cua kién trac tong thé, cac thong so kiém thir tai (Load Testing) va do ludong thoi
gian dap ung h¢ thong duoc tong hop chi tiét trong bang thong ké dudi day:

Bdng 6.1: Két qua do lwong chi sé hiéu ning hé thong (KPIs Metrics)

Két qua thuc Danh gia trang
Chi s6 do luong Gia tri muc ti€u nghi¢m thai ky thuat
Thoi gian ma hoa < l5extms 4.2extms Vuot chi tiéu nho
tin nhan tai Client to1 uu thuat toan

AES-GCM chay



Chi s6 do luong Gia tri muc tiéu

Do tré dinh tuyén < 100extms
tin nhan Real-

time

Thoit gian gidi ma < S0extms
khoa phién RSA-
2048

Ty 1é mét goi tin
cudc goi (Video
Packet Loss)

<2%

b6 chinh xac 100%
Checksum SHA-
256 khi truyén

File

Két qua thuc
nghi¢m

18.5extms

12.8extms

0.35%

100%

Danh gia trang
thai ky thuat

trén ludng phan
cung.

Pat do tré cuc
thap nho duy tri
két ndi duy nhat
qua Connection
Pool cia TCP
Sockets.

bam bao tinh thoi
gian thuc khi m¢&
hop thoai chat.
Hoat dong cuc ky
6n dinh dusi su
diéu phéi luong
SFU cua Jitsi
Video Bridge.
Tuyét dbi an toan,
phat hién ngay
1ap tirc néu tép tin
bi 13i bit hoic
chinh sura.

Ludng xir 1y twong tac hoan thién ctia hé thdng Mdi lién két thuc té va chu trinh khép kin cia
toan bd cac két qua phan hé trén khi mot ngudi ding twong tac trong mot phién 1am viée tidu
chuan (vira nhin tin E2EE, vira goi trg Iy Al va thiét 1ap Video Call) duoc mo ta dong bd qua so
So d6 Khoi Chirc nang hoan chinh dudi day:



Client Application

User Interface
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Hinh 6.1: So d6 ludng tuong tac tich hop toan dién cac phan hé chirc nang di hoan thién cua du
an

Tom lai, dy an dé hién thyc hoa thanh cong mot giai phap cong nghé toan dién, giai quyét hai
hoa mbi quan hé mau thuin kinh dién giira ba yéu to: Tinh bao mat mat ma hoc (qua co ché
E2EE),Tinh tién dung théng minh (qua Local AI, Video Call) va Quyén tw chii ha tang (qua
giai phap dong goi Docker Self-hosted). Két qua nay khang dinh ning luc ung dung 1y thuyét
vao thuc tién phat trién phdn mém cip cao cta dé tai.

6.2. Nhiing khé khin, vuéng mac trong qué trinh thuc hién

Trong qua trinh nghién ctru, thiét ké kién trac va hién thyc hoa hé théng Secure Chat, nhom
nghién ctru da dbi mit v6i nhiéu thach thie k¥ thuat chuyén sau. Cac vudng mic nay cha yéu
phat sinh tir sy giao thoa giira cac cong nghé hién dai chay trén nén tang phan tan (Docker Self-
hosted) va viéc t6i wu hoa hiéu nang mat ma, truyén thong thoi gian thuc trén mdt framework dd
hoa truyén thong nhu Java Swing.



1. Bai toan 10 ri bd nhd (Memory Leak) va nghén ludng xir Iy ¢ hoa (EDT) trén
Java Swing

Vuéng mic ky thuat: Java Swing van hanh dua trén co ché don ludng véi Event Dispatch Thread
(EDT) chiu trach nhiém két xudt @b hoa va xir 1y su kién giao dién. Trong giai doan dau thur
nghiém tinh ning nhan phan hoi tir Local AI (Ollama) va cap nhat khung chat, hé thong lién tuc
roi vao trang thai dong bang tam thoi (Ul Freezing) hodc ném ra ngoai 16" OutOfMemoryError'.
Phén tich nguyén nhan: Ban chat dit liéu tra vé tir Ollama API duoc truyén theo dang dong
(Server-Sent Events - SSE) véi tan sudt token day dic ($approx 30 ext-50 ext tokens/s$). Khi
phan h¢ Client lién tuc goi truc tiép cac ham cédp nhat van ban cua thanh ph?m dd hoa
(‘JTextPane') ngay trén ludng nhan dir liéu mang, né da chiém dung hoan toan chu ky xur 1y cua
EDT, ngan chan viéc xur Iy cac su kién UI khac nhu cuon chudt hay nhén nat gac may cudc goi.
Ngoai ra, viéc lam dung co ché sinh chudi tyr do (String Concatenation) trong qua trinh gop
token da tao ra hang triéu ddi tuong rac trong phan vung by nhd Heap, lam qua tai bo thu gom
rac (Garbage Collector).

Dé giai quyét triét dé sy xung dot tai nguyén gitra tién trinh xir Iy mang va tién trinh render do
hoa, h¢ thong da trién khai gidi thuat dicu phoi ludng bat dong bo dua trén mau kién tric
Concurrent Queue dugc mo ta qua so do sau:

Worker Thread (OllamaClient) ConcurrentLinkedQueue SwingWorker / Timer Flux Event Dispatch Thread (Ul)

loop [Nh&n Token tir SSE Stream]

Phan tach goi JigiN tlr Ollama API

D3y chubi ky tu vao hang dgi (Non-blocking)

loop [Chu ky Binh thdi (20ms/chu ky)]

Kiém tra va rit cum Token (Batch Polling)

Uy théc tac vu cap nhat qua SwingUtilities.invokeLater()

Render giao dién Ea(Laf Chat Bubble

Worker Thread (OllamaClient) ConcurrentLinkedQueue SwingWorker / Timer Flux Event Dispatch Thread (Ul)

Hinh 29 : Co ché diéu phdi bat dong bd giai phong EDT thong qua hang doi Token ludng kép.

2. Thach thitc dong bo hoa va quan 1y khoa mat ma dau cudi (E2EE) da thiét bi

Vuéng mic ky thuat: Viéc tich hop moé hinh ma héa dau cudi hdn hop (Hybrid Encryption) st
dung RSA-2048 dé trao ddi khoa va AES-256-GCM dé ma hoéa dit liéu tao ra rao can 16n trong
viéc duy tri tinh nhat quan ciia lich sir trd chuyén khi nguoi ding dang nhap trén thiét bi méi,
hoc khi guri tép tin dung lwgng 16n qua giao thirc gdn khéa ngau nhién (‘FileTransferKey").
Phén tich nguyén nhan: Cau trac mat ma E2EE quy dinh Private Key cua cip khoa RSA-2048
chi duge phép luu trit ndi bo tai may tram Client dé dam bao nguyén 1y Zero-Knowledge. Khi
nguoi dung thiét 1ap cudc goi hodc gtri tap tin, néu cap khoa khong dugce xac thuc chéo mot cach
an toan, Client nhan s€ khong thé giai ma dugc'FileTransferKey" dugc boc bdi Public Key cii.
Viéc quan 1y cac tham s6 khoi tao ma hoa ddi xing (Initialization Vector - IV) ciing gip kho
khan: néu st dung lai mgt IV cho cung mot khéa AES (Key reuse), cAu trac md hoa AES-GCM
s& hoan toan bi pha v& vé mit toan hoc, cho phép ké tdn cong thuc hién tan cong phan tich sai
biét dé khoi phuc vian ban rd.



3. Kho khan trong viéc dinh cdu hinh dinh tuyén ludng mang WebRTC qua ha ting
NAT cua Jitsi Videobridge (JVB)

Vuéng mic ky thuat: Phan hé hoi nghi truyén hinh (Video/Audio Call) van hanh khong 6n dinh
khi trién khai thuc té trén ha ting Docker Self-hosted. Hién twong phd bién 13 cac Client hoan
toan két ndi duoc vao phong chat XMPP (thong qua Prosody va Jicofo) nhung khéng thé nhin
théy luéng Video/Audio ctua nhau (Black screen), hodc cude goi bi ngét két ndi tu dong sau
chinh xac $10 exts§.

Phan tich nguyén nhan: Jitsi Videobridge hoat dong nhu mot SFU (Selective Forwarding Unit),
yéu cau cac két ndi WebRTC truyeén truc tiép dong dit liéu RTP qua giao thirc UDP. Khi dong
g6i JVB vao trong méi truong cb 1ap cua Docker Container, co ché dich dia chi mang (Network
Address Translation - NAT) ctia Docker Host di 1am thay ddi ciu tréc tiéu dé goi tin mang. Khi
thuc hién giao thirc bit tay thiét 1ap két ndi (ICE Session), JVB gt cac img vién ciu hinh mang
(ICE Candidates) chtra dia chi IP ndi by cua Docker (1172.18.0.X") thay vi IP Public hoac IP
Local that ciia Host Machine. Do d6, cac Client nam ngoai mang Docker khong thé dinh tuyén
cac goi tin UDP dén dung cong dich vu JVB SFU.

Nham cung cip mot cai nhin tong quan Ve cac giai phap k¥ thuat da ap dung dé vuot qua cac
vuéng mac néu trén, Bang 1 tom tat chi tiét cac bién phap xir 1y tuong g tir goc dd cong nghé
va giai thuat kién truc.

Bdng tong hop khé khan ky thudt va giai phap kién tric khdc phuc

Chi tiét hién tuong Giai phap khéc phuc cua
Linh vuc vuéng méc 16i/Han ché nhom nghién ctru
Hi¢u nang Giao dién Qua tai EDT do tin sudt XAy dung bo dém trung
(UI/UX Performance) nhan token tir Ollama gian
qué cao; ro ri by nho ConcurrentLinkedQueue
Heap do rac String dinh . Str dung StringBuilder
dang Markdown. dé gop cum Token
(Batching) trude khi goi
cap nhat Ul dinh ky.

Mat ma hoc

(Cryptography Layer) Nguy co 10 ri dit liéu khi 1. Tich hop thu vién
tai sir dung IV trong SecureRandom cua h¢
AES-GCM; mat dong by~ di€u hanh d€ sinh IV
khoa giai ma tép tin da 12extbytes doc nhat

thiét bi. cho mdi phan doan dit
liu.
2. Trién khai giao thirc
thiet 1ap khoa dong Bac
cau thong qua Server
trung gian.
Ha tang Container
(Docker Networking) L4i mat luéng Media CAu hinh bién méi

WebRTC do co ché truong



Chi tiét hién tuong Giai phap khic phyc cua
Linh vuc vuéng mic 16i/Han ché nhém nghién ctiu

NAT 16p mang Docker ~ DOCKER HOST ADD

che khuat IP thuc té cia  RESS trong tép tin

JVB SFU. Compose, budc JVB
thuc hién k¥ thuat NAT-
Harvester dé 4nh xa
chinh xac IP thuc va m&
dai cong 10000/UDP
dién rong.

6.3. Han ché cua hé thong hién tai

Mic du dat dugc cac muc tiéu dé ra, hé théng van ton tai mot sb han ché: - Yéu cu phﬁn cirng
cao: Viéc chay mo hinh AT (LLM) néi bo tiéu tén nhiéu tai nguyén RAM va GPU, gy kh6 khin
cho cac may ciu hinh thap. - Phu thudc vao Docker: Ngudi ding can c6 kién thic co ban vé
Docker dé trién khai hé thong Server. - Giao dién Java Swing: Du d3 hién dai hoa, Java Swing
van c6 nhirng gidi han vé hiéu ung hoat hoa so vdi cac cong ngh¢ web hién dai nhu Electron hay
React.

6.4. Hu6ng phat trién va mé rong trong tuong lai

1. T6i wu hoa Hiéu ning Local Al: Tang toc phan ctng da nén tang va Co ché
RAG phi tap trung

He sinh thai Local Al hién tai van hanh qua Ollama phu thu¢c nang vao nang lyc tinh toan th6
ctia CPU/GPU tai may chii trung tim. Khi s6 lugng nguoi dung ddng thoi ting 1én
(Nrightarrowinfty), viéc phan phéi tai nguyén tinh todn ma tran cho cac mé hinh Llama 3
hozc Mistral s& d6i mat véi bai toan nghén c6 chai (Hardware Bottleneck).

Dinh huéng md rong cong nghé Al trong cac phién ban tiép theo tap trung vao hai giai phap kién
tric:

Phén tan nang lyc suy luan (Distributed Edge Inference): Chuyén dich mot phén tac vu suy luan
(Inference) tir Server vé truc tlep thiét bi may tram (Client-side Al) tan dung cac thu vién t6i wu
hoa muc thip nhu'llama.cpp’ hodc cac bd tang toc phan cimg tich hop sin trén chip may tram
nhu Apple Silicon Neural Engine, Intel NPU, hay NVIDIA TensorRT thong qua cac mo hinh
ngdn ngit siéu nho (Small Language Models - SLMs) ¢6 kich thudc tham sb t6i wu nhu Phi-3
Mini hodc Gemma 2B.

Hé théng RAG bao mat ndi bd (Secure Retrieval- Augmented Generation): Xy dung module
RAG chay hoan toan cuc b trong mang Docker dé Trg ly ao Al ¢6 kha nang truy Xudt, tom tét
va phan tich cac tai liéu ndi b (.pdf, .docx, .md) ctia t chirc. Hé thong s& tich hgp mot Co sé dir
liéu Vector ngudn mé (Vector Database nhur ChromaDB hodc Milvus) ¢6 14p bén trong ha tang
Docker, thuc hién nhung (Embedding) dit liéu bang cic model md ngudén mé 11-minilm-16-v2,
dam bdo tri thirc doanh nghiép dugce lam giau cho Al ma khong bi 10 ri.



2. Téi wu ha tang: Kién trac Microservices két hop Kubernetes (K8s)

Dé chuyén ddi hé thong tir quy mo phong thi nghiém/n6i b doanh nghi€p nho sang ha téng cap
vién thong (Telco-grade Infrastructure) v6i kha nang san sang cao (High Availability), kién trac
Client-Server nguyén khdi hién tai can dwoc tai cdu tric thanh mo hinh Microservices
Containerization.

CAu trac ha tang dinh huéng s& phan rd Core Server thanh céac dich vu chuyén biét va diéu phbi
tap trung qua Kubernetes, dugc chi tiét hda qua bang 10 trinh chuyén do6i dudi day:

Bdng 6.2: Ké hoach phdn rd kién triic Microservices va diéu phoi ha tang twong lai

Co ché mo
Module hi¢n  Microservice  Giao thuc rong ha tang
tai tuong lai truyén thong  (K8s Scale)
Core Java Auth-Service  Gateway- HTTP/2, Str dung
Server \ Service gRPC Horizontal
Pod
Autoscaler
(HPA) dya
trén chi sd
phan trim
CPU/RAM.
Socket Messaging- WebSockets  Duy tri két
Connection Routing- (Netty nbi Stateful
Service Framework)  qua co ché
Session
Affinity ctua
K8s Ingress
Controller.
Local Al Al-Inference- gRPC KS8s Cluster
Module Pool Streams két hop
NVIDIA
GPU
Operator dé
cap phat dong
tai nguyén
vGPU.
File Transfer  Object- REST S3- Tich hop giai
Storage- Compatible phap luu triv
Service API phéan tan
MinlO
Container

Cluster.



3. M5 hinh ludng dir liéu kién trac tuong lai

Su két hop giita Giao thirc trao d6i khoa khang lrong tir Double Ratchet, h¢ thong bo dém thong
diép (Message Broker) hiéu nang cao va cum tinh toan Al phan tan dugc m6 hinh hoa chi tiét
qua so do kién truc luong dir li¢u dudi day:

Hinh 30 So @6 ludng dit liéu kién trac Microservices huéng su kién (Event-Driven) va tich hop
mat ma khang lugng tir tuong lai
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